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1. About This Manual

Read this user’s manual to learn how to configure and use your Moxa NPort device server. The following
products are covered by this manual:

NPort 5110/5130/5150 Series NPort 5000 Series device servers make
NPort 5210/5230/5232 Series serial devices network-ready in an
NPort 5000 NPort 5410/5430/5450 Series instant. The different form factors of the
NPort 5610/5630/5650 Series servers provide flexible options for users
NPort 5610-8-DT/5650-8-DT Series to connect legacy devices to an IP-based
NPort 5610-8-DTL/5650-8-DTL Series Ethernet LAN.
The NPort 5000A device servers make
NPort 5210A/5230A/5250A Series to serial devices from anywhere on the
NPort 5000A NPo_rt 5150AI-M12/5250A1-M12/5450A1-M12 network. The NPort 5000A device servers
Series ;
NPort P5150A Series are gltra-_lean, rugged,. and usgr—fnendly,
making simple and reliable serial-to-
Ethernet solutions possible.
NPort IA device servers are an ideal
choice for establishing network access to
RS-232/422/485 serial devices, including
PLCs, sensors, meters, motors, drives,
NPort NPort IA5150/IA5250 Series barcode readers, and operator displays.
IA5000/IA5000A NPort IA5150A/IA5250A/IA5450A Series All models are housed in a compact,
rugged, DIN-rail mountable housing, and
come with redundant power inputs,
cascading Ethernet ports, and industrial-
grade certifications.
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2. Getting Started

In this chapter, we explain how to install a Moxa NPort device server for the first time. There are four ways
to access the Moxa NPort’s configuration settings: Windows utility, web console, serial console, or Telnet
console.

NPort products support the following configuration options:

e Windows Utilities: NPort Administrator; Device Search Utility and Windows Driver Manager
e Web Console

e  Quick Setup Wizard*

e Serial Console**

e Telnet Console

* Does not support 5100/5200/IA5000 series
** Only available for the NPort Series that has RS-232 interface.

Installing Your NPort Device Server

This section describes how to connect an NPort device server to your serial devices for the first time. We
cover Wiring Requirements, Connecting the Power, Grounding the NPort Device Server, Connecting to the
Network, Connecting to a Serial Device, and LED Indicators.

Wiring Requirements

A

ATTENTION
Safety First!

Be sure to disconnect the power cord before installing and/or wiring your NPort Device Server.
Wiring Caution!

Calculate the maximum current allowed in each power wire and common wire. Observe all electrical codes
dictating the maximum current allowed for each wire size. If the current goes above the allowed
maximum, the wiring could overheat, causing serious damage to your equipment.

Temperature Caution!

Please be cautious when handling the NPort device server. When plugged in, the NPort’s internal
components generate heat, and consequently, the casing may be too hot to the touch. When installed with
other components, make sure that there is at least a 2-cm clearance on all sides of the NPort device server
in order to allow proper heat dissipation.

You should observe:

e Use separate paths to route wiring for power and devices. If the power wiring and device wiring paths
must cross, make sure the wires are perpendicular at the intersection point.

NOTE

Do not run signal or communication wiring and power wiring in the same wire conduit. To avoid
interference, wires with different signal characteristics should be routed separately.

NPort 5000 Series User Manual




e You can use the type of signal transmitted through a wire to determine which wires should be kept
separate. The rule of thumb is that wires that share similar electrical characteristics can be bundled
together.

e Keep input wiring and output wiring separate.
e Where necessary, we strongly advised that you label wires to all devices in the system.

Connecting the Power

Connect the power line with the NPort’s power input. If the power is properly supplied, the “Ready” LED will
show a solid red color until the system is ready, at which time the “"Ready” LED will change to a green color.

Grounding the NPort Device Server

Note: This section only applies if your NPort’s power input is on a terminal block.

Grounding and wire routing help limit the effects of noise caused by electromagnetic interference (EMI). Run
the ground connection from the ground screw to the grounding surface before connecting the devices.

/\  WARNING

NPorts with a power terminal block are intended to be mounted to a well-grounded mounting surface, such
as a metal panel.

Type of Power Terminal Block Shielded Ground (SG) Applicable Products
The Shielded Ground (sometimes called
£ & ¢ Ny o Protected Ground) contact is the left most
= contact of the 7-pin power terminal block .
- NPort IA5000 Series
o 0o 0o 0 06 0 o connector when viewed from the angle

shown here. Connect the SG wire to an
appropriate grounded metal surface.

R
RELAY|
WR

The Shielded Ground (sometimes called
Protected Ground) contact is the left most
j contact of the 8-contact power terminal

NPort IA5000A Series

block connector when viewed from the angle
shown here. Connect the SG wire to an
appropriate grounded metal surface.

No | [T]
vi-| [[]

NC

com | [[]
J
Vi+ |]:|

-
4 &

iy
C

The Shielded Ground (sometimes called
g& Protected Ground) contact is the left most
contact of the 3-pin power terminal block NPort 5200/5400 Series
connector when viewed from the angle NPort 5200A Series
NPor shown here. Connect the SG wire to an
appropriate grounded metal surface.

]

1 Rescy
Bererst NI

BIR|RPD The Shielded Ground (sometimes called

Protected Ground) contact is the second

V+ V- @ contact from the right of the 5-pin power NPort 5600 Series
terminal block connector on the rear panel
‘—9) of NPort 5600 VDC models. Connect the SG
SG wire to the earth ground.

NPort 5000 Series User Manual 8



Connecting to the Network

Connect one end of the Ethernet cable to the NPort’s 10/100M Ethernet port and the other end of the cable
to the Ethernet network. The NPort device server will show a valid connection to the Ethernet in the
following ways:

e The Ethernet LED maintains a solid green color when connected to a 100 Mbps Ethernet network.

e The Ethernet LED maintains a solid orange color when connected to a 10 Mbps Ethernet network.

e The Ethernet LED will flash when Ethernet packets are being transmitted or received.

/\ ATTENTION

NPort IA5000/IA5000A/5600-8-DT Series of NPorts has two Ethernet ports that can create an open chain
of NPort IA5000/IA5000A/5600-8-DT device servers. Be careful not to connect the Ethernet ports of the
two device servers at the ends of the chain.

In other words, NPort IA5000/IA5000A/5600-8-DT Series of NPorts do NOT support closed chains.

Connecting to a Serial Device

Connect a serial data cable between the NPort and the serial device. Serial data cables must be purchased
separately. They are not provided with the NPort.

LED Indicators

NPort 5100/5100A/P5150A Series

LED Name LED Color |LED Function
Steady on: |Power is on, and the NPort is booting up.

Red Blinking: Shows an IP conflict, or the DHCP or BOOTP server did not
g respond properly.
Ready Steady on: |Power is on, and the NPort is functioning normally.
Green . The device server has been located by NPort Administrator’s
Blinking: . .
Location function.
Off Power is off, or a power error condition exists.

The device is connected to a 10 Mbps Ethernet connection, but

Orange Steady on: data is NOT being transmitted.
9 . The Ethernet port is connected, and data is being transmitted at
Blinking:
10 Mbps.
Link The device is connected to a 100 Mbps Ethernet connection, but
Steady on: ) ) )
Green data is NOT being transmitted.
L The Ethernet port is connected, and data is being transmitted at
Blinking:
100 Mbps.
Off The Ethernet cable is disconnected, or has a short.
Orange The serial port is receiving data.
Tx/Rx Green The serial port is transmitting data.
Off Data is NOT being transmitted or received through the serial port.

NPort 5000 Series User Manual 9



NPort 5200/5200A/5400 Series
LED Name __|LED Color

Steady on: |Power is on, and the NPort is booting up.
Red Blinking: Shows an IP conflict, or the DHCP or BOOTP server did not
g respond properly.
Ready Steady on: |Power is on, and the NPort is functioning normally.
Green L The device server has been located by NPort Administrator’s
Blinking: . .
Location function.
Off Power is off, or a power error condition exists.
The device is connected to a 10 Mbps Ethernet connection, but
Steady on: . ) .
Oranae data is NOT being transmitted.
d s The Ethernet port is connected, and data is being transmitted at
Blinking:
Link 10 Mbps.
(Ethernet) Steady on: The device is connected to a 100 Mbps Ethernet connection, but
YO l4ata is NOT being transmitted.
Green - - - -
. The Ethernet port is connected, and data is being transmitted at
Blinking:
100 Mbps.
Off The Ethernet cable is disconnected, or has a short.
Orange The serial port is receiving data.
P1, P2, - . —
(P3, P4) Green The serial port is transmitting data.
! Off Data is NOT being transmitted or received through the serial port.

NPort 5600 Series (Rackmount)

LED Name LED Color |LED Function
Steady on: |Power is on and the NPort is booting up.
Red Blinking: Shows an IP conflict, or the DHCP or BOOTP server did not
g respond properly.
Ready Steady on: |Power is on, and the NPort is functioning normally
Green . The device server has been located by NPort Administrator’s
Blinking: . .
Location function.
Off Power is off, or a power error condition exists.
Orange The serial port is receiving data.
Tx/RX, - - Py
P1 to P16 Green The serial port is transmitting data.
Off Data is NOT being transmitted or received through the serial port.
Green The Ethernet port is connected, but data is NOT being transmitted.
LAN Blinking The Ethernet port is connected, and data is being transmitted.
Off The Ethernet port is disconnected.
Green Power cable is connected and provides electricity properly.
PWR —
Off Power cable is disconnected.

NPort 5000 Series User Manual
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NPort 5600-8-DT/DTL Series

Red Power is on.
PWR Off Power is off.
Steady on: |The NPort is operational.
Ready Green Blinking: The NPort is responding to NPort Administrator’s Location
function, or the NPort is being reset to factory defaults.
Off Power is off, or power error condition exists.
Red Shows an IP conflict, or the DHCP or BOOTP server did not respond properly.
Fault Off No fault condition detected.
Off Blinking: Network is connected, data is being transmitted.
ETH 1. ETH2 Green Steady on Network is connected, no data is being transmitted.
! Off Blinking Network is connected, data is being transmitted.
In Use Green Serial port has been opened by server side software.
(P1 to P8) Off Serial port is not currently opened by host side software.
Green (Tx) |Serial device is transmitting data.
Tx/Rx - —— —
(P1 to P8) Orange(Rx) |[Serial de.V|ce |s. receiving data. .
Off No data is flowing to or from the serial port.

NPort 5000AI-M12 Series

PWR Green Power is being supplied to the power input.
Steady on: |Power is on, and the NPort is booting up.
Red Blinking: Shows an IP conflict, or the DHCP or BOOTP server did not
g respond properly.
Ready Steady on: |Power is on, and the NPort is functioning normally
Green L The device server has been located by NPort Administrator’s
Blinking: . .
Location function.
Off Power is off, or a power error condition exists.
The device is connected to a 10 Mbps Ethernet connection, but
Steady on: ) . .
Orange data is NOT being transmitted.
g L The Ethernet port is connected, and data is being transmitted at
Blinking:
10 Mbps.
10M, 100M The device is connected to a 100 Mbps Ethernet connection, but
Steady on: ) . -
Green data is NOT being transmitted.
. The Ethernet port is connected, and data is being transmitted at
Blinking:
100 Mbps.
Off The Ethernet cable is disconnected, or has a short.
Orange The serial port is receiving data.
P1, P2, P3, P4 |Green The serial port is transmitting data.
Off Data is NOT being transmitted or received through the serial port.

NPort 5000 Series User Manual
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NPort IA5000/IA5000A Series
LED Name _|LED Color |LED Function

PWR1, PWR2 |Red Power is being supplied to power input PWR1, PWR2.
Steady on: |Power is on, and the NPort IA is booting up.
Shows an IP conflict, the DHCP or BOOTP server did not respond
properly, or a relay output was triggered. When the above two
Red . conditions occur at the same time, check the relay output first.
Blinking: ) L
If after resolving the relay output and the Ready LED is still
Ready blinking, then there is an IP conflict, or the DHCP or BOOTP
server did not respond properly.
Steady on: |Power is on and the NPort IA is functioning normally.

Green L The device server has been located by NPort Administrator’s
Blinking: . .
Location function.
Off Power is off, or a power error condition exists.
The device is connected to a 10 Mbps Ethernet connection, but
Steady on: ) ) )
Oranae data is NOT being transmitted.
g L The Ethernet port is connected, and data is being transmitted at
Blinking:
10 Mbps.
El, E2 The device is connected to a 100 Mbps Ethernet connection, but
Steady on: . . .
data is NOT being transmitted.
Green - - - -
. The Ethernet port is connected, and data is being transmitted at
Blinking:
100 Mbps.
Off The Ethernet cable is disconnected, or has a short.
Orange The serial port is receiving data.
P1, P2, - . —
(P3, P4) Green The serial port is transmitting data.
! Off Data is NOT being transmitted or received through the serial port.
Exck Oranae Steady on: |The fiber port is connected, but data is NOT being transmitted.
g Blinking: The fiber port is connected, and data is being transmitted.

*Only applies to NPort IA5000 fiber models.

Beeper Definition

Beeper Timing (Frequency (Length/Intervals/Times) Definition
Startup 100 ms /100 ms/ 2 When the NPort is ready to run
. 100 ms / 900 ms / when user stops the When the NPort is located by an utility
Locating .
function such as DSU

RS-485 Port’s Adjustable Pull High/Low Resistor

For some applications, you may need to use termination resistors to prevent the reflection of serial signals.
When using termination resistors, it is important to set the pull high/low resistors correctly so that the
electrical signal is not corrupted. Refer to Appendix B for detailed instructions on how to set the pull
high/low resistor values for different models.
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Windows Utility for the NPort

Moxa provides a few types of software with the NPort 5000 Series:

The Device Search Utility (also known as DSU) includes broadcast search for all the NPort 5000s
accessible over the network and basic configuration for a quick start.

The NPort Administrator Suite is for COM mapping, a full set of configuration and monitoring tools. It
serves NPort 5000 Series only.

The NPort Windows Driver Manger is for COM mapping of Real COM operation mode.

All utilities are available to download from Moxa’s website: https://www.moxa.com/en/support/product-
support/software-and-documentation, and select your product and look for the driver for your OS platform.

For more detailed information on how to use these useful utilities, refer to Chapter 7.

You may also use the web console, serial console, or Telnet to configure the device server. Refer to the
section Configuration by Web Console, Configuration by Serial Console, and Configuration by Telnet Console
for additional information on using these consoles.

Configuration by Web Console

The Web Console is the most user-friendly way to configure NPort products. In this section, we cover a
device server’s general settings.

Opening Your Browser

1.

Open your browser with the cookie functionality enabled. (To enable your browser for cookies, right-
click on your desktop’s Internet Explorer icon, select Properties, click on the Security tab, and then
select the three Enable options as shown in the figure below.)

Internet Options 21X Security Settings e |
General Security |Cuntent | Connections | Programs | Advanced I Settings:
Select a Web content zane to specify its security settings. @ Caokies ;I
@] Allow conkies that are stared on your computer
o ° O Disable
Local intranet  Trusted sites  Restricted @ Enable
sites O Prompt J

@ Allow per-session cookies {not stored)
Internet

This zone contains all YWeb sites you Sites... O Disable
haven't placed in other z2ones (%) Enable

O Prompt
—Security level For this zone @ Downloads
Move the slider to set the security level For this zone, @ File download

= I - Medium ) Disable
- Safe browsing and still functional {2} Enable
- Prompts before downloading potentially unsafe content [ A d
- Unsigned Activel controls will not be downloaded 4 | | 3
- Appropriate for most Internet sites

—Reset custom sektings

Cuskom Level, . | Default Lesvel | sl IMedium j ﬂl
oK I Cancel | Apply | X I (el I

Type 192.168.127.254 in the Address input box (use the correct IP address if different from the
default), and then press Enter.

For the overall NPort 5000 Series, you will be prompted to enter the username and password to access

the NPort web console. Before configuring the NPort, you will need to unlock it first. Right-click the unit

in the Configuration screen and select Unlock in the pop-up menu. The default username and password
are admin and moxa, respectively. For the NPort 5100, 5200, and IA5000 Series, only the password is
required to log in.
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Web Interface for the NPort 5100, 5200, and IA5000 Series Only

a Input Password - Microsoft Internet Explorer

| Fle Edt View Favortes Tooks Help

| wBack ~ = - @ (2] 4 Qoearch [EiFavorites (PHistory | B~
| address [&] heep:/1192.168.127.254]

Input password

Password : I"‘“’“‘"‘“

Web Interface for the Overall NPort 5000 Series

MO Total Solution for Industrial Device Networking WWW.IMOXA.com

Username: |

Password:

ATTENTION

If you use other web browsers, remember to enable the functions to “allow cookies that are stored on your
computer” or “allow per-session cookies.” NPort device servers use cookies only for “password”
transmissions.
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The NPort home page will open. On this page, you can see a brief description of the Web Console’s function

groups.
Web Interface for the NPort 5100, 5200, and IA5000 Series Only

net Explorer

Hep

Wiew

Fs E 2 T
N Nie o decia =

Qe - O - [x] (&) | Dot yoromts Giek O[3 o[ ,
Address | €] http:1]192.165.127. 254 home. 3189e0a41ba ﬂ
(=i Main Menu Welcome to NPort's web console !

1 Overview

l(_l Basic Sattings [model Name NPort 14-5250
m_‘l A, [MAC Adaress 00:90:EB:52:50: 16
m[—':' Serial slemnus [Serial no. 525016

‘E: Onerating Satiings [Firmware version 1.0

Accassible IP Settngs g v Uptime 0 days, 00h:00m: 355

@] Auto Waming Settings
#_1 Monitor
1 Change Password Basic Settings

‘f' Load Factory Defauft Server name, real time clock, time server IP address, and Web console, Telnet console Enable, Disable
11 save/Restart function.

NPort's web console provide the following function groups.

Metwork Settings
IP address, netmask, default gateway, static IP or dynamic 1P, DNS, SNMP, IP lacation report.

Serial Settings
Baud rate, start bits, data bits, stop bits, flow control, UART FIFO,

Operating Settings
QOperation mode, TCP alive check, inactivity, delimiters, force transmit timeout.

Accessible IP Settings

"accessible IP or accessible [P group”, Disable to accept all IP's connection

Auto Warning Settings
Auto warning E-Mail, SNMP Trap server IP address, Relay Output.

eb Interface for the Overall NPort 5000 Series

Welcome to NPort web console

Overview

Quick Setup Modsl NPort IAS450A1
Basic Settings Name NPIAS450A1_11625
Network Settings Serial NO. 11625
- Serial Settings Firmware 1.6 Build 19013022
- Operating Settings S R
Aocebinl Sctlings Mac Address 00:90:EB:4D:A9:6F
- Administration
- Backup/Resiore Up Time 0 days 01h:18m:37s
System Log Setings Serial Port 1 115200,None. 8.1
- Auto Warning Settings Serial Port 2 115200,None,B,1
System Log Event settings Serial Port 3 115200,None.8,1
E-mail and SNMP Trap Serial Port 4 115200, None.8.1
Event Type
Upgrade Firmware
- Monitor
Line
Asyne
Async-Settings
Relay Output
System Log

Change Password
Load Factory Default
Save/Restart

Logout

/\  ATTENTION

If you can’t remember the password, the ONLY way to configure the NPort is to load factory defaults by
using the Reset button near the NPort’s Ethernet port.

Remember to use NPort Administrator (for NPort 5000 and the NPort IA5000 Series) to export the
configuration file when you have finished the configuration. After using the Reset button to load factory
defaults, your configuration can be easily reloaded into the NPort by using the NPort Administrator Import
function. Refer to Chapter 5 for details about using the Export and Import functions.
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Quick Setup (available for the NPort 5000A Series only)

Quick Setup streamlines configuration of your NPort into three basic and quick steps that cover the most
commonly used settings. While in Quick Setup, you may click the Back button at any time to return to the
previous step, or click the Cancel button to reverse all settings. For more detailed settings, refer to the
Basic Settings, Network Settings, Serial Settings, and Operating Settings sections later in this
chapter.

Step 1/3

In Step 1/3, you must assign a valid IP address to the NPort before it will work in your network
environment. Your network system administrator should provide you with an IP address and related settings
for your network. In addition, the server name field is a useful way to specify the location or application of
different NPort units.

Step 1/3

Server Settings

Server name NPIAS450AI 6671

Network Settings

IP settings Static v
IP address 192.168.]2?{.135
Netmask 255.255.255.0
Gateway

T T EGTT

Step 2/3

In Step 2/3, you must specify which operation mode you will use. If your operation mode is not Real COM,
TCP Server, TCP Client, or UDP mode, click Cancel, return to the main menu, and choose Operating
Settings to select the correct settings.

Step 2/3

Operation Mode Settings

® Real COM

PC communicate with serial device through COM port.

Remember to install Real COM/TTY driver on PC. For detail information please refer to User's Manual.

TCP
PC communicate with serial device through TCP port.

Device is TCP client
Destination IP address Port 4001

upp
PC communicate with serial device through UDP port.

Destination IP address Port 4001

[Back | New | Cancol |

Step 3/3

In Step 3/3, change the Serial Settings.
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Step 3/3

Serial Settings

Baud rate [115200 ¥ |

Data bits [87]

Stop bits A~

Parity [None ¥
Interface [Rs232 ]

Finish Settings

Review your settings on the Finish Settings page to confirm that they are correct and then click the
Save/Restart button to restart the device with the new settings.

Finish Settings

Your changes have not been saved. Please check that your settings in the following and click Save/Restart for the
updates to take effect or click Back to modify it.

Basic Settings
Server name NPIAS450A1_6671
Network Settings

IF settings Static

IP 192.168.127.135
Netmask 255.255.255.0
Gateway

Operation Mode Settings

Mode RealCCM
Parameters —

Serial Settings

Baudrate 115200
Farameters Data bits: 8, Stop bits: 1, Parity: None
Interface RS-232

/7 NOTE

If you change the IP address, you cannot use the Home button to return to the home page.

NPort 5000 Series User Manual
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Export/Import (Excluding the NPort 5100, 5200, and IA5000
Series)

Export/Import allows you to back up and recover your settings.

Configuration Import

Overview

Quick Setup Configuration Import

Basic Settings Select configuration file Choose File No file chosen

Network Settings IP configuration | Import all configurations including IP configurations.

- Serial Settings
- Operating Settings E
Accessible IP Settings m
- Administration
- Backup/Restore
Pre-shared Key
Configuration Import
Configuration Export
System Log Settings
- Auto Warning Settings
Upgrade Firmware
- Monitor
Change Password
Load Factory Default

Save/Restart
Loaout
Configuration Export
Overview
Quick Setup Configuration Export

Basic Settings ~
Network Settings m
- Serial Settings
- Operating Setlings
Accessible 1P Settings
- Administration
- Backup/Restore
Pre-shared Key
Configuration Import
Configuration Export
System Log Settings
- Auto Warning Settings
Upgrade Firmware
- Monitor
Change Password
Load Factory Default
Save/Restart

1 Aev st

The exported configuration file can be encrypted for security with a user-specified export password (the
default password is moxa), which you may assign in Pre-shared Key. Click Download to write all
configuration data to a fixed file name: <Servername>.txt.

To import the configuration file, you will need to be sure that the pre-shared key stored in the system is the
same as the configuration file (which is assigned when exporting the configuration file) to successfully
import the configuration file.
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If the firmware is not up to the version below, you many need to key in the password manually.

NPort 5100A Series Firmware v1.5
NPort 5200A Series Firmware v1.5
NPort 5150AI Series Firmware v1.4
NPort 5250AI Series Firmware v1.4
NPort 5450AI Series Firmware v1.4
NPort 5600 Series Firmware v3.9
NPort 5600 DT Series Firmware v2.6
NPort 5600 DTL Series Firmware v1.5
NPort IA5150A Series Firmware v1.4
NPort IA5450A Series Firmware v1.6

d
#/  NOTE
The configuration encrypting function is not available in the NPort 5100, NPort 5200, and NPort IA5000
Series.
Pre-shared Key
Overview
Quick Setup Fre-shared Key
Basic Settings Cipher key for encrypting the configuration file

MNetwork Settings

- Serial Settings

- Operating Settings

#Accessible IP Settings

- Administration

- Backup/Restore
Pre-shared Key
Configuration Import
Configuration Export

System Log Settings

Refer to the table below for the firmware versions that support the encrypted configuration files in the Web

Console.

Firmware version supporting encrypted configuration files.
NPort 5100A Series Firmware v1.3 and up

NPort 5200A Series Firmware v1.3 and up

NPort 5x50AI-M12 Series Firmware v1.2 and up

NPort IA5150A, NPort IA5250A |Firmware v1.3 and up

NPort IA5450A Firmware v1.4 and up
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Basic Settings

Web Interface for the NPort 5100, 5200, and IA5000 Series Only

} WPort Web Console - Microsoft Internet Explorer

Bl Edt  Yew Favorites Tools Hebp

Qo - ) - [x) 2] (| e S rones B @)1 1L

Adress [ ] htpi152.168.127 254 fpome.HiniPassword=731 a9e024 1ba3bb0a27cadh 30239k 5 bmit=5ubmit =
'l Main Menu Basic Setting
1 averview
(1 Basic Settings isemer name [1PIA5250_525015
(0 Metwork Settings [ o
zg Serial :etl:ils'l:; _ i‘_l'ime 20ne [{GMT)Greenwich Mean Time. Dublin, Edinburgh. Lisbon, Landon =]
era 5 T
2] ft::BssiI:g P S:t:'nus IanaI time |2“”5 ! |8_x' |r |5_: W: W
] Auto Waming Settings | Madify
# (] Manitor iTJ’ma server |
D Change Password [ gettings
- (0 Load Factory Default  [uyp console @ Enable C Disable
"0 savefestart iTBInet console 2 Enable © Disable
iReset button protect o C Yes
Submit |

Web Interface for the Overall NPort Series

Basic Settings

Server Settings

Server name [Wsﬁ 0A_5722

Console Settings

HTTP console O Enable @ Dpisable
HTTPS console (support TLS v1.2) © Enable O Disable
TLS v1.0/v1.1 for HTTPS console O Enable @) Disable
Telnet console O Enable @® Disable
Serial console O Enable ® Disable
Moxa Service @ Enable O Disable
Maximum Login Users For HTTP+HTTPS 6 (1~6)

Auto Logout Setting (min) (1~1440)

Reset button protect ® No O Yes
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Web Interface for the NPort 5000AI-M12 Series Only

Basic Settings
Overview
Server Setts
Quick Setup "o
Basic Setings Server nas NPS450AIM12_996877665544.
Settings
Time Settings
- Ope attings
Accessible IP Sellings Time zone (GMT)Greenwich Mean Time: Dublin, Edinburgh, Lishon, London +
sainiso Time 220 (s [ | [23):[se [+ | T
Backup/Restore
Time server
System Log Settings
Remota Log Server
- Auto Warning Settings Daylight Saving Time Settings
Upgrade Firmware
Monitor —
Change Password Start Date ~| -~ -~ [=~]
Load Factory Defautt End Date -~ - ] =+ [Eee]
SaverRestart
Offset 0 v hourls)
Logout
Cansole Settings
HTTP console ) Enable ® Disable
HTTPS console (support TLS v1.2) ® Enable 7 Disable
TLS v1.0h4.1 for HTTPS consale O Enable ® Disable
Teinet conscle () Enable ® Disable
Serial console © Enable ® Disable
Moxa Service @® Enable O Disabie
Maximum Login Users For HTTP+HTTPS L] (1~6)
Auto Logout Setting (min) 1440 | (1~1440)
Reset button protect ® No 0 Yes
Booper Settings
Beep service ® Enable Disable
/

The NPort 5100/5100A does not support Time Settings.

Parameter Factory Default |Description
NP[model This option is useful for specifying

Server name |1 to 39 characters name]_[Serial the location or application of Optional
No.] different NPorts.

User selectable time zone
Not available in NPort GMT (Greenwich

Time zone ¢4 6/5100A/5200/5200A |Mean Time) N/A Required
Series
User adjustable time . .
. Click the Modify button to open
Local time (1900/1/1-2037/12/31) |GMT (Greenwich the change time settings window |Required

Not available in NPort Mean Time)

5100/5100A Series to input the correct local time.

NPorts use SNTP (RFC-1769) for

IP or Domain address auto time calibration. Input the
(only available in correct Time server IP address or
) 2/4/8/16 ports models) domain name. Once the NPort is .
Time server E.g., 192.168.1.1 or None configured with the correct Time Optional
time.stdtime.gov.tw or server address, the NPort will
time.nist.gov request time information from the
Time server every 10 minutes.
Setting 1: “Start Date: The NPort can offset the system
Daylight Mon_th, Week, Day, Hour” time to thg values you have set in
saving Setting 2: “End Date: None these settings.
Month, Week, Day, Hour” (This feature only applies to the
Setting 3: “Offset: hours” NPort 5000AI-M12 Series.)
http console |Enable or D!sable Disable The options that are disabled by Requ!red
https console |Enable or Disable Enable Required

default—http Console, Telnet

TLS v1.0/v1.1 . . Console, and Serial Console—are .
for HTTPS Enable or Disable Disable . Required
console for security reasons. In some
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Parameter Setting
Telnet console |Enable or Disable

Factory Default
Disable

Serial

Enable or Disable
Consoles

Enable

Moxa Service |Enable or Disable

Enable

Description

cases, disable one or most of
these console utilities as an extra
precaution to prevent
unauthorized users from accessing
your NPort. Please refer to
Chapter 3 “Cybersecurity
Considerations” for detailed
suggestions.

Necessity
Required

Required

Required

Beep Service |Enable or Disable

Enable

Beeper Service is to provide audio
notification and warning according
to the different situations.

(This feature only applies to the
NPort 5000AI-M12 Series.)

Optional

Reset button

. Yes or No
protection

No

Select the Yes option to allow
limited use of the Reset Button. In
this case, the reset button can be
used for only 60 seconds; 60 s.
after booting up, the reset button
will be disabled automatically.

Required

LCM read-only

protection Writeable/Read-only

Writeable

The NPort 5000 front panel,
known as the LCM (Liquid Crystal
Module), may be configured for
read-only or writeable access.
Read-only access allows settings
to be viewed but not changed.
Writeable access allows users in
the Administration group to
change the setting. This setting is
only available for the model that
has a font panel.

Optional

WARNING

If you disable both the http/https console and Telnet console, you can still use NPort Administrator to
configure the NPort device servers either locally or remotely over the network. Refer to Chapter 5 for
details. If you disable all the console and services, there is no alternative way to access the NPort device
servers neither locally nor remotely. The only way to gain control is to reset to factory default settings.
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Network Settings
Web Interface for the NPort 5100, NPort 5200, and NPort IA5000 Series Only
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Web Interface for the Overall NPort 5000 Series, excluding the NPort IA5000A Series

Network Settings

Network Settings

IP address 192.168.127.254
Netmask 255.255.255.0
Gateway

IP configuration Wi
DNS server 1

DNS server 2

IP Address Report

Auto report to IP
Auto report to UDP port 4002

Auto report period 10 (0~99 secs)

LLDP Settings

LLDP © Enable ~ Disable

Message Transmit Interval 30 (5~32768 secs)

NPort 5000 Series User Manual
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Web Interface for the NPort IAS5000A Series

Network Settings

LAN1 IP address
LAN1 Netmask
LAMN1 Gateway

LAMN1 IP configuration

Multi-LAN mode
LANZ IP address
LANZ Netmask
LAN2 Gateway

LANZ IP configuration

Network Settings

192.168.127.254

255.255.255.0
| Static s
[ Switch N

192.168.126.254

255.265.256.0

| Static £

DNS server 1

DNS server 2

IP Address Report

Auto report to IP
Auto report to IP (LANZ)
Auto report to UDP port 4002

Auto report period 10 (0~99 secs)

LLDP Settings

LLDP © Enable () Disable

Message Transmit Interval 30 (5~32T68 secs)

You must assign a valid IP address to the NPort before it will work in your network environment. Your
network system administrator should provide you with an IP address and related settings for your network.
The IP address must be unique within the network (otherwise, the NPort will not have a valid connection to
the network). You can choose from four possible IP configuration modes—Static, DHCP, DHCP/BOOTP,
and BOOTP—located under the web console screen’s IP configuration dropdown box.

Method Function Definition
Static The user must define the IP address, Netmask, and Gateway.
DHCP The DHCP Server assigns the IP address, Netmask, Gateway, DNS, and Time Server

DHCP/BOOTP The DHCP Server assigns the IP address, Netmask, Gateway, DNS, and Time Server, or
the BOOTP Server assigns the IP address (if the DHCP Server does not respond).
BOOTP The BOOTP Server assigns the IP address.
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Network Settings

Parameter Description Necessity

An IP address is a humber
assigned to a network device
(such as a computer) as a
permanent address on the
network. Computers use the
IP address to identify and Required
talk to each other over the
network. Choose a proper IP
address that is unique and
valid in your network
environment.

A subnet mask represents all
the network hosts at one
geographic location, in one
building, or on the same
local area network. When a
packet is sent out over the
network, the NPort will use
the subnet mask to check
E.g., whether the desired TCP/IP
255.255.255.0 255.255.255.0 host specified in the packet
is on the local network
segment. If the address is on
the same network segment
as the NPort, a connection is
established directly from the
NPort. Otherwise, the
connection is established
through the default gateway.
A gateway is a network
gateway that acts as an
entrance to another network.
Usually, the computers that
control traffic within the
network or at the local
Internet service provider are
gateway nodes. The NPort
Gateway E.g., 192.168.1.1|None needs to know the IP Optional
address of the default
gateway computer in order
to communicate with the
hosts outside the local
network environment. For
correct gateway IP address
information, consult with
your network administrator.

192.168.127.2

IP Address E.g., 192.168.1.1 54

Netmask Required

Static
P DHCP _ .
Configuration |DHCP/BOOTP | tatc N/A Required
BOOTP
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Factory . .- .
Parameter m DefaUIt NeceSSIty

Dual LAN can be used as a
redundant connection or dual
IP. The scenario for
redundancy is the NPort will
automatically switch to
working connection in case

Multi-LAN the other one loses

mode (for the |Switch connectivity (because of

NPort Redundant LAN |Switch failed network component in |Optional
IA5000A Dual IP the NPort, port at the

Series only) switch/router stop working,

etc.). As for dual IP scenario,
each port will have its own IP
address, but both will have
the same MAC address, as it
is convenient to connect the
NPort to different network.

In order to use the NPort’s
DNS feature, you need to
configure the DNS server.
Doing so allows the NPort to
use a host’s domain name to
access the host. The NPort
provides DNS server 1 and
DNS server 2 configuration
items to configure the IP
E.g., 192.168.1.1|None address of the DNS server. |Optional
DNS Server 2 is included for
use when DNS server 1 is
unavailable.

The NPort plays the role of
DNS client, in the sense that
the NPort will actively query
the DNS server for the IP
address associated with a
particular domain name.

Not available for the NPort

LLDP Settings |Enable or Disable |Enable 5600DT Rev 1.5 or earlier Optional

DNS server 1/
DNS server 2

/\  WARNING

In Dynamic IP environments, the firmware will retry three times every 30 seconds until network settings
are assigned by the DHCP or BOOTP server. The Timeout for each try increases from 1 second, to 3
seconds, to 5 seconds.

If the DHCP/BOQTP Server is unavailable, the firmware will use the default IP address (192.168.127.254),
Netmask, and Gateway for IP settings.
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Web Interface for the Overall NPort 5000 Series

Overview

Quick Setup

Basic Settings
Network Settings

- Serial Settings

- Operating Settings
Accessible IP Settings

- Administration

SNMP Agent Settings

Configuration
SNMP
Read community string
Contact name
Location

SNMP agent version

- Account Management

© Enable ) Disable

public

Bvi@wv

Notification Message
User Account
Password & Login Policy
SNMP Agent
- Backup/Reslore

Svstam | na Sattinos.

SNMP Settings

Parameter

Description

Necessity

A community name is a plain-text
Community 1 to 31 characters . password mechanism that is used to .
Public . . Optional
Name (e.g., Moxa) weakly authenticate queries to agents
of managed network devices.
1 to 31 characters The SNMP contact information usually
Contact (e.g., Support, 886-|None includes an emergency contact name |Optional
89191230 #300) and telephone or pager number.
1 to 39 characters Specify the location string for.SNM.P
. . agents, such as the NPort. This string .
Location (E.g., floor 1, office |None . Optional
2) is usually set to t.he stre_et address
where the NPort is physically located.
The NPort 5000 1- and 2-port model
supports SNMP V1 and V2, where the
V1, V2 checked [4/8/16-port model supports V1, V2 and
for 1/2-port V3. Select the version according to
SNMP Agent |V1,V2,V3 (V3is models. your environmental needs. Please note
Version V1, available on 4/8/16 |V1, V2, V3 that the 4/8/16-port model only Optional
V2, V3 ports model) checked for supports standard MIB such as
4/8/16-port RFC1213/1317, which supports Set
models. server nhame, contact, location,
whereas the 1/2-port model only
supports Get, but not Set.

The following fields allow you to define usernames, passwords, and authentication parameters for two levels
of access: read-only and read/write. The name of the field will show which level of access it refers to. For
example, Read-only authentication mode allows you to configure the authentication mode for read-only
access, whereas Read/write authentication mode allows you to configure the authentication mode for
read/write access. For each level of access, you may configure the following:

Use this optional field to identify the

access.

Read-only 1 to 31 characters |None username for the specified level of Optional
username
access.
Use this field to select MD5 or SHA as
Read-only the method of password
authentication |MD5, SHA Disable ) P - Optional
mode encryption for the specified level of
access, or to disable authentication
Read-only 1 to 31 characters Use this field to set the password for Optional
password read only of access.
Read-on! Use this field to enable or disable
. y DEC, CBC Disable DES_CBC data encryption for the Optional
privacy mode .
specified level of access.
Re'ad-on/y 1 to 31 characters |None Use this field to .d.eflne the encryption Optional
privacy key for the specified level of access.
. Use this optional field to identify the
Read/write 1 to 31 characters |None username for the specified level of Optional
username
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Parameter

Factory " .

. Use this field to select MD5 or SHA as
Read/write the method of password
authentication |MD5, SHA Disable ) P - Optional
encryption for the specified level of
mode . L
access, or to disable authentication
Read/write 1 to 31 characters Use thIS. field to set the password for Optional
only password read/write access.
Read/write Use this field to enable or disable
only privacy  |DEC, CBC Disable DES_CBC data encryption for the Optional
mode specified level of access.
Read/w'r/te 1 to 31 characters |None Use this field to F{eﬁne the encryption Optional
only privacy key for the specified level of access

IP Address Report

When NPort products are used in a dynamic IP environment, users must spend more time on IP
management tasks. For example, if the NPort works as a server (TCP or UDP), then the host, which acts as
a client, must know the IP address of the server. If the DHCP server assigns a new IP address to the NPort,
the host must have some way of determining the NPort’s new IP address.

NPort products help by reporting their IP address periodically to the IP location server, in case the dynamic
IP has changed. The parameters shown below are used to configure the Auto IP report function. There are
two ways to develop an “Auto IP report Server” to receive the NPort’s Auto IP report.

Use Device Server Administrator’s IP Address Report function.

2. Auto IP report protocol, which can receive the Auto IP report automatically regularly, is also available
to help you develop your own software. Refer to Appendix E for details about the Auto IP report
protocol.

Parameter Description Necessity

Reports generated by the Auto report
function will be automatically sent to
Auto report to |E.g., 192.168.1.1 or None this IP address. In the multiple-LAN Optional
P URL model version, two IPs can be set for
the Auto report. The report will be sent
to each IP when generated.
Auto report to In the multiple-LAN model version, two _
UDP port E.g., 4001 4002 IPs can be set for Auto report. Report |Optional
will be sent to each IP when generated.
Autg report Time interval (in 10 NA Optional
period seconds)

Serial Settings

The Serial Settings page is where you set the serial communication parameters for each device port.
Settings include baudrate, parity, and flow control. Each device port can be configured independently.

Web Interface for the NPort 5100, 5200, and IA5000 Series Only
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Web Interface for the Overall NPort 5000 Series

Serial Settings
Port  Alias Baud rate Data bits Stop bits Parity FIFO Flow ctrl Interface
1 115200 8 1 None Enable RTS/CTS R3-232
2 115200 B il MNone Enable RTS/ICTS RS-232
3 115200 8 1 None Enable RTS/ICTS RS5-232
4 115200 ] 1 None Enable RTS/ICTS RS5-232

To change serial settings for a particular port, click on the Port Number under Serial Settings, located
under Main Menu on the left side of the browser window.

Web Interface for the NPort 5100, 5200, and IA5000 Series Only

O/

‘4 Main Menu
0 overview

-1 Agcessible IP Settings
] Auto Warning Settings
(] Monitor

I =

Serial Settings

[lapply the above settings to all serial ports

] Basic Settings Port 1
] Metwork Settings port alias
B4 Serial Settings Ry
e B Baud rate (115200
Data bits | b
Stop bits (1
pasky Nene ]
Flow control [RTSCTS  ~
. ] Ports FIFO ® Enable CfDilsabIe
# ] Operating Settings Interface |RE-232 v

Port 1

Port alias

Serial Settings

Web Interface for the Overall NPort 5000 Series

Serial Settings

Baud rate 115200 ¢

Data bits (8%

Stop bits El ¢

Parity ! 5

Flow control [RTSICTS %)

FIFO © Enable _) Disable

Interface | RS-232 %

Apply the above settings to S 2l 2
All ports

A

ATTENTION

It is critical that the device port’s serial communication settings match the attached device. Refer to the
user’s manual for your serial device for the correct serial communication settings.
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Operating Settings

Operating Settings is where each device port’s operation mode and associated parameters are configured.
Use the chart below to select the operation mode that is most suitable for your application and refer to
Chapters 4 and 5 for a detailed explanation of different operating modes and parameters.

Using legacy
NO - COM-based software? -YES
Host requires more

COM ports?
YES. Using socket NO
program?
Uging MOXA's
TCP~ Which protocol, -ypp- drivers?
TCP or UDP? Need to extend
serial transmission . np NO YES
range?
P YES
Host appllcgmon 15 Client
server or client?
_ Need to perform
Server console
1 management?
Need serial control YES NO

~NO* parameters?

TCP Client || TP Server WRFCZZIT W 0p poge e Reverse | Contactyour | RFc2217 | Realcom
Mode Mode Server Mode Modes Telnet saleperson. Mode Mode

Click on Operating Settings under Main Menu to display the operating settings for the NPort's serial
ports. To change operating settings for a particular port, click on the Port Number under Operating
Settings, located under Main Menu on the left side of the browser window.

Web Interface for the NPort 5100, 5200, and IA5000 Series Only

Web Interface for the Overall NPort 5000 Series

.
Operation Modes
Overview
. Port Operating Mode Packing Length Delimiter 1 Delimiter 2 Delimiter Process Force Transmit
Quick Setup
Basic Settings 0 : : 0 (Disable) 0 (Disable) Do Nothing 0
Network Settings 1 RealCOM TCP alive check time: 7
Max connection: 1
- Serial Settings B = 3
0 0 (Disable) 0 (Disable) Do Nothing 0
Port 1
2 RealCOM TCP alive check time: T
Port2 Max connection: 1
Bor3 0 0 {Disable) 0 (Disable) Do Nothing 0
i 3 RealCOM TCP alive cheek time: 7
- Operating Settings Max connection: 1
Accessible IP Settings i) 0 (Disable} 0 (Disable) Do Nothing 0
- Administration 4 RealCOM TCP alive check time: b
- Backup/Restore Max connection: 1

System Log Settings
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Accessible IP Settings

Web Interface for the Overall NPort 5000 Series
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Accessible IP Settings allow you to add or block remote host IP addresses to prevent unauthorized
access. Access to the NPort is controlled by an IP address. That is, if a host’s IP address is in the accessible
IP table, then the host will be allowed to access the NPort. Three setting types are described below:

e Activate the Accessible IP list

Operation modes are NOT allowed for IPs NOT on the list. IPs that are not on the list will not be granted
when communicating with the NPort via Operation mode.

o Apply additional restrictions

All device services are NOT allowed for IPs NOT on the list. Services will not be granted for IPs that are
not on the list. Please note that all IPs will still have access if the IP list is empty, even though the
function is enabled.

Tip: For exact IP identification, the netmask needs to be 255.255.255.255.

o Only one host with a specific IP address can access the NPort
Enter “[IP address]/255.255.255.255" (e.g., *192.168.1.1/255.255.255.255").
¢ Hosts on a specific subnet can access the NPort
Enter “[IP address]/255.255.255.0” (e.g., "192.168.1.0/255.255.255.0").
e Any host can access the NPort
Disable this function. Refer to the following table for more details about the configuration.

Allowable Hosts Input format

Any host Disable

192.168.1.120 192.168.1.120 / 255.255.255.255
192.168.1.1 to 192.168.1.254 192.168.1.0 / 255.255.255.0
192.168.0.1 to 192.168.255.254 192.168.0.0 / 255.255.0.0
192.168.1.1 to 192.168.1.126 192.168.1.0 / 255.255.255.128
192.168.1.129 to 192.168.1.254 192.168.1.128 / 255.255.255.128

Firmware Upgrading Compatibility Check

At times, Moxa needs to change the components within the NPort, which means the driver in the firmware
needs to be updated. However, the firmware cannot always contain all the versions of the driver in one file;
therefore, on some occasions, we need to separate the firmware for the older and newer versions of
hardware. Before you decide to update the firmware to a newer or older version, please make sure that the
firmware is compatible with your NPort hardware version. In most of the cases, if a firmware does not
specify for a particular hardware version, it is supposed to support all models in the series and for any
hardware revision. If you are not sure, please refer the product website to check for instructions or refer to
the table below for specific cases, or otherwise, please consult your region’s technical support for
confirmation.

Corresponding

Product Series Models Supporting Condition Firmware
Version
NPort 5110 Models All revisions v2.10
NPort 51
ort 5100 NPort 5130/5150 Models All revisions v3.9
Rev 2.x and prior v2.9
NPort 5400 NPort 5410/5430 Models Rev. 3.2 and later V314
NPort 5600-DT All Supporting NPort 5600-DTL Series |v2.9
NPort IA5150A/IA5250A models |All revisions v1l.5
NPort TAS000A NPort IA5450A models All revisions v1l.7
HW Rev 1.x v1l.7
NPort TA5000 Al HW Rev 2.0 and after v2.0
NPort 5150AI-M12 models All v1.5
NPort 5000AI-M12 [NPort 5250AI-M12 models All v1.5
NPort 5250AI-M12 models All v1l.5
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Account Management

The Account Management setting provides administrators the authority to add/delete/modify a user
account, grant access to the device users for specified function groups, and manage password and login
policy to ensure device is used by a proper set of people.

Notification Message

As an administrator, you may customize your Login Message and the Login Authentication Failure
Message to notify users with information you would like to provide.

The message will appear on the login page at the time of a successful login or login failure. Examples are
below.

NPort 5000 Series User Manual
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User Account

In the NPort 5000 Series, the main function groups are highly correlated with the User Level set by the
administrator(s). Administrators are allowed to add user accounts to the NPort 5000 device by clicking the
Add button on the User Account page. You may also click on the current user to Edit or Delete the

selected account.

The Add Account (Edit Account) page will show up for you to enter (modify) account information and
assign password to this user. Also, the Administrator(s) may assign proper User Level to this user to limit
his/her privileges of using NPort 5000.

NPort 5000 Series User Manual
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Password and Login Policy

A user with an administrator role is authorized to determine the password and login policy of the NPort 5000
device.

Account Password Policy

Parameter ____Setting ___|Default |Description

Password minimum length 4-16 characters |4 Define the minimum length of login password
Password complexity strength Enable/Disable |Disable Enable password compIeX|tY str.ength c.heck will
check: enforce the password combination setting

The password must contain at least one number

* Atleast one digit (0-9) Enable/Disable |Disable (0-9) when enabling this parameter

e Mixed upper and lower

. . The password must contain an upper and a
case letters (A to Z, ato |Enable/Disable |Disable P . p,p
2) lowercase letter when enabling this parameter

* Atleast one special The must contain at least one special
characters (~!@#$%~&*-|Enable/Disable |Disable password must contain at least one specia

character when enabling this parameter
Lite<>[100) S e P
A password lifetime can be specified, and a
I 0-180 days system notification message will show up to
Password lifetime (0 for disable) 90 days remind users to change the password if the

option is enabled.

Account Login Failure Lockout

Parameter ______|Setting ___|Default |Description

. . . . An account login failure lockout rule can be
Account Login Failure Lockout Enable/Disable |Disable defined and enforced when enabled.

. 5if Number of retries can be determined prior to
e  Retry failure threshold 1-10 retry enabled |the lockout
. 5if Lockout duration can be specified to determine
e Lockout time 1-60 minute(s) P

enabled |time until the next retry.

NPort 5000 Series User Manual 38



Auto Warning Settings

The NPort device server can automatically warn administrators of certain system, network, and
configuration events. Depending on the event, different options for automatic notification are available.
These options are configured in the Auto Warning Settings.

Auto warning: E-mail and SNMP trap

The Email and SNMP trap parameters are used to configure how e-mail and SNMP traps are sent when an
automatic warning is issued by the NPort device server.

Web Interface for the NPort 5100, 5200, IA5000 Series

Web Interface for the Overall NPort 5000 Series
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Monitor

Monitor Line

Click Line under Monitor to show the operation mode and status of each connection (IPx), for each of the
four serial ports.

Web Interface for the NPort 5100, 5200, and IA5000 Series Only

Web Interface for the Overall NPort 5000 Series

Monitor Async

Click Async under Monitor to show the current status of each of the four serial ports.

Web Interface for the NPort 5100, 5200, and IA5000 Series Only
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System Log Settings

/  NOTE

The NPort 5100, NPort 5200, and NPort IA5000 Series don’t support this function.

System Log Settings allow NPort users to customize network events that are logged by the NPort 5000.
Events are grouped into four categories, known as event groups, and the user selects which groups to log
as Local Log (on the NPort 5000). The actual system events that would be logged for each system group are
listed under the column “Summary”. For example, if System was enabled, then System Cold Start events
and System Warm Start events would be logged.

Local Log [Keep the log in the flash of NPort 5000 up to 512 items.

System

System Cold Start NPort 5000 cold start.

System Warm Start NPort 5000 warm start.

Network

DHCP/BOOTP/PPPOE Get IP of the NPort 5000 is refreshed.

IP/Renew

NTP Time synchronization successful.

NTP Connect Fail The NPort 5000 failed to connect to the NTP Server.

Mail Fail Failed to deliver the email.

IP Conflict There is an IP conflict on the local network.

Network Link Down LAN 1 Link is down.

Config

Login Fail

IP Changed Static IP address was changed.

Password Changed Administrator Password was changed.

Config Changed The NPort 5000’s configuration was changed.

Firmware Upgrade Firmware was upgraded.

SSL Certificate Import SSL Certificate was imported.

Config Import Config was imported.

Config Export Config was exported.

OpMode

Connect Op Mode is in use

Disconnect Op Mode switched from in use to disconnect.

Authentication Fail The Authentication failed in terminal; reverse terminal; or dial in/out operation
modes

Restart Serial port restarted.
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Change Password

You can set a password to restrict access to the NPort’s configuration parameters. (The default password for
NPort is moxa.) If a user does not enter the correct password when accessing the NPort through one of the
consoles (e.g., web console), access to the NPort configuration settings will be denied.

Web Interface for the NPort 5100, 5200, IA5000 Series Only

Web Interface for the Overall NPort 5000 Series

/\ ATTENTION

If you forget the NPort’s password, the ONLY way to configure the NPort is by using the hardware reset
button to load the factory defaults. Before you set a password for the first time, it is a good idea to export
the NPort’s complete configuration to a file. Your configuration can then be easily restored if necessary.
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Load Factory Default

Web Interface for the NPort 5100, 5200, and IA5000 Series Only

Load Factory Default

This function will reset all MOXA NPort Server settings to their factory default values. Be aware that previous settings
will be lost,

“Submit

Web Interface for the Overall NPort 5000 Series

Load Factory Default

This function will reset all MOXA NPort Server seftings to their factory default values.
Be aware that previous settings will be lost.

This function will reset all the NPort's settings to the factory default values. Be aware that previous settings
will be lost.

Configuration by Telnet Console

You can update your NPort’s IP address by using Telnet to connect to your NPort IA5000A over the network.
(Figures in this section were generated using the NPort IA5450AI).

1. From the Windows desktop, click on Start and then select Run.

2. Type telnet 192.168.127.254 (use the correct IP address if different from the default) in the Open
text input box, and then click OK.

= Type the name of a program, folder, document, or
: Internet resource, and Windows wil open it for you.

Open: |telnet 192, 168, 127,254

OK ][ Cance| l[ Browse... ]

When the Telnet window opens, you will be prompted to input the Console password (the default
username is admin and password is moxa; for the NPort 5100/5200/IA5000, it only requires the
default password moxa); input the password and then press Enter.

Trying 192.168.127.254...

Connected to 192.168.127.254.

Escape character is '~]"'.

Model name : NPort 5250A

Please keyin your username:admin

Please keyin your password:kkkx
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Configuration by Serial Console

Serial Console (19200, n, 8, 1)

You may use the RS-232 console port to configure your NPort’s IP address. We suggest using PComm
Terminal Emulator, which is available free as part of the PComm Lite program suite, to carry out the
installation procedure, although other similar utilities may also be used.

/\  ATTENTION

The serial console port is an RS-232 port.

Before you configure the NPort device server over the serial console, turn off the power and connect the
serial cable from the NPort to your computer’s serial port.

1. Connect the NPort’ s serial port 1 directly to your computer’s male RS-232 serial port. From the
Windows desktop click Start > Programs > PComm Lite > Terminal Emulator.

2. When the PComm Terminal Emulator window opens, first click on the Port Manager menu item and
select Open, or simply click on the Open icon.

IE'_‘I PComm Terminal Emulator

Profile PortManager Help

3. The Property window opens automatically. From the Communication Parameter page, select the
appropriate COM port for the connection, COM1 in this example, and 19200 for Baud Rate, 8 for Data
Bits, None for Parity, and 1 for Stop Bits.

Communication Parameter lTenﬂinaI ] File Transfer l Capturing ]

— COM Options -
Ports : CoM1 =
Baud Rate : 19200 =

Data Bits : 3 s
Parity : None -
Stop Bits : 1 =

1~ Flow Corntral - — Output State - i
[~ RTS/CTS DTR &~ ON " OFF

[~ XON/¥OFF RTS & ON " OFF

10],4 | Cancel

4. From the Property window’s Terminal page, select ANSI or VT100 for Terminal Type and then click
OK.
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9. Start configuring the IP address under Network Settings. Refer to step 4 in the Telnet Console section
for the rest of the IP settings.

Testing Your NPort

After completing installation and configuration, you can do a simple test to ensure that your NPort will
communicate successfully. Click on the appropriate link below to view a technical note that explains how to
test your NPort one of four common operation modes: Real COM, TCP client, TCP server, and UDP.

e Real COM Mode for NPort

e TCP Client Mode for NPort

e TCP Server Mode for NPort

e UDP Mode for NPort
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3. Cybersecurity Considerations

With cyberattacks growing in number and sophistication, network device vendors are adding functions
geared towards protecting sensitive business and personal information. Moxa has dedicated itself in this
area by developing measure to make sure all the products can and will meet the security standard, so
customers will use Moxa’s product without too much to worry about. There are certain details that Moxa
cannot do alone; customers and Moxa need to work together to build up a much-secured environment to
defend against all kinds of cyberthreats. This chapter introduces the essential steps to enhance the
cybersecurity of Moxa’s products. Customers may need to refer to other sections in the user manual for
exact settings or commands. The following topics are covered in this chapter:

Updating Firmware

When a customer buys a product from Moxa or reseller, Moxa may have already pushed out a newer version
of firmware and that is likely to have enhanced the security features included. We suggest you always
update to the latest firmware. Please check with Moxa’s support website for further details.

Turn Off Unused Service and Ports

Imagine living in a house that has many entrances. If all the doors and windows are left unlocked or even
open, it sends a message of welcoming to intruders out there. It is always recommended to turn off services
and ports that are not in use to reduce the chances of being attacked.

Turn Off Moxa Service After Installation

Moxa Service is extremely helpful for first-time installation as it helps the device to be discovered in a local
area network (LAN). Once the installation is completed, this service should be turned off for safety reasons;
however, once it is turned off, a utility such as Moxa’s DSU (Device Search Utility) is no longer seeking for
the device, and only by the IP and login with username and password will have the access to the product.

Turn On Services That Are Necessary

There are services that were designed some while ago, but then cybersecurity wasn’t much of an issue,
therefore the design’s considerations didn’t quite cover cybersecurity. Below is a list of services that are
recommended to turn on only when necessary:

HTTP/HTTPS: If the web console is required to access the product, it is recommended to use HTTPS over
HTTP

Telnet: Only enable Telnet if a command line is required to manage the product

SNMP: If using Simple Network Management Protocol for remote device monitoring and management, this
should be turned on. We strongly advised to change the default community name once enabled and also set
SNMP to send a trap if authentication failures happen.

NOTE

Once all the settings are configured according to your needs, remember to save and restart the device so
that all the new settings are effective. Remember to export your settings.
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7/ NOTE

If all HTTP/HTTPS/Telnet/Serial consoles are turned off, then there is no other route to access the product.
The only way to recover it is to reset the device and start from the beginning. Please refer to the user
manual on how to reset the device.

Limited IP Access

Limiting the number of IP addresses that can access the product is one of the most effective ways of
blocking unwanted intruders. If there are only limited desktop/notebook/mobile devices that would access
the product, grant those IPs access.

Account and Password

There is a default username and password for first-time installation; it is strongly suggested to change
the password after installation has been done.

Use your own passwords for users of the devices. If possible, also change the default name of the
account. For example, don’t name admin group “admin” before the device is deployed.

Use strong passwords. The devices support a function to check if the passwords are strong enough. You
can enable the function to help you check whether the passwords are strong enough.

Use account login failure lockout feature to prevent unwelcome access

System Log

System log can contain all kinds of activities that are happening on your NPort, such as Login Fail, IP
Changed, Password Changed, Config Changed, etc. Check the log periodically to examine any abnormal
behavior.

Testing the Security Environment

Besides these devices that support those protective functions, network managers can follow several
recommendations to protect their network and devices.

To prevent unauthorized access to a device, follow these recommendations:

1.

Testing tools for cybersecurity environment checks are available. Some may provide limited free use,
for example, Nessus. These tools help identify possible security leaks in the environment.

The device should be operated inside a secure network, protected by a firewall or router that blocks
attacks via the Internet.

Control access to the serial console as with any physical access to the device.
Avoid using insecure services such as Telnet and TFTP; the best way is to disable them completely.

Limit the number of simultaneous web server and Telnet sessions allowed. Periodically, change the
passwords.

Backup the configuration files periodically and compare the configurations to make sure the devices
work properly.

Audit the devices periodically to make sure they comply with these recommendations and/or any
internal security policies.

If there is a need to return the unit to Moxa, make sure encryption is disabled and that you had already
backup the current configuration before returning it.
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4. Choosing the Proper Operation Mode

In this chapter, we describe the NPort device server’s various operation modes. The options include an
operation mode that uses a driver installed on the host computer, and operation modes that rely on TCP/IP
socket programming concepts. After choosing the proper operation mode in this chapter, refer to Chapter 5
for detailed configuration parameter definitions.

Overview

NPort serial device servers network-enabled traditional RS-232/422/485 devices. A serial device server is a
small computer equipped with a CPU, real-time OS, and TCP/IP protocols that can bi-directionally translate
data between the serial and Ethernet formats. NPort device servers that are connected to a network that
with access to the Internet can be accessed from a computer located anywhere in the world.

Traditional SCADA and data collection systems rely on serial ports (RS-232/422/485) to collect data from
various kinds of instruments. Since NPort serial device servers network-enabled instruments equipped with
an RS-232/422/485 communication port, your SCADA and data collection system will be able to access all
instruments connected to a standard TCP/IP network, regardless of whether the devices are used locally or
at a remote site.

An NPort serial device server is an external IP-based network device that allows you to expand the number
of serial ports for a host computer on demand. If your host computer supports the TCP/IP protocol, you
won't be limited by the host computer’s bus limitation (such as ISA or PCI), or lack of drivers for various
operating systems.

Besides providing socket access, the NPort also comes with a Real COM / TTY driver that transmits all serial
signals intact. This means that you can continue using your existing COM/TTY-based software, without
needing to invest in additional software.

Three different socket modes are available: TCP Server, TCP Client, and UDP Server/Client. The major
difference between the TCP and UDP protocols is that TCP guarantees delivery of data by requiring the
recipient to send an acknowledgement to the sender. UDP does not require this type of verification, making
it possible to offer speedier delivery. UDP also allows data to be unicast to only one IP address, or multicast
to groups of IP addresses.

Real COM Mode

The NPort comes equipped with COM drivers that work with
Windows systems, and also TTY drivers for Linux systems.
The driver establishes a transparent connection between the
host and serial device by IP-Port mapping the for NPort’s
serial port to a local COM/TTY port on the host computer.
Real COM Mode also supports up to 4 simultaneous
connections, so that multiple hosts can collect data from the
same serial device at the same time.
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/\  ATTENTION

The driver used for Real COM Mode is bundled with NPort Administrator. The driver is installed on your
computer automatically when you install NPort Administration Suite.

One of the major conveniences of using Real COM Mode is that Real COM Mode allows users to continue
using RS-232/422/485 serial communications software that was written for pure serial communications
applications. The driver intercepts data sent to the host’'s COM port, packs it into a TCP/IP packet, and then
redirects it through the host’s Ethernet card. At the other end of the connection, the NPort accepts the
Ethernet frame, unpacks the TCP/IP packet, and then sends it transparently to the appropriate serial device
attached to one of the NPort’s serial ports.

/\  ATTENTION

Real COM Mode allows several hosts to access the same NPort. The driver that comes with your NPort
controls host access to attached serial devices by checking the host’s IP address. Refer to the Accessible
IP Settings section in Chapter 2 for details.

RFC2217 Mode

RFC2217 Mode is only supported by the NPort 5000A, NPort 5000AI-M12, NPort IA5000A, NPort
5600, and NPort 5600-8-DT/DTL Series.

RFC 2217 mode is similar to Real COM mode in that a driver is used to establish a transparent connection
between a host computer and a serial device by mapping the serial port on the NPort to a local COM port on
the host computer. RFC2217 defines general COM port control options based on the Telnet protocol. Third
party drivers supporting RFC2217 are widely available on the Internet and can implement Virtual COM
mapping to your NPort serial port(s).

TCP Server Mode

In TCP Server Mode, the NPort is configured with a unique
IP-Port combination on a TCP/IP network. Here, the NPort
waits passively to be contacted by the host computer. After
the host computer establishes a connection with the serial
device, it can then proceed with data transmission. TCP
Server mode also supports up to 4 simultaneous
connections, so that multiple hosts can collect data from the
same serial device—at the same time. As illustrated in the
figure, data transmission proceeds as follows:

@

TCP/P
\ Ethernet

TCP Server

1. The host requests a connection from the NPort

configured for TCP Server Mode. (DRequest a
connection
) RS-232
2. Once the connection is established, data can be @Proceed with
transmitted in both directions—from the host to the data transmission (Device )
NPort, and from the NPort to the host.
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TCP Client Mode

In TCP Client Mode, the NPort can actively establish a TCP
connection with a pre-determined host computer when serial
data arrives. After the data has been transferred, the NPort
can disconnect automatically from the host computer by
using the TCP alive check time or Inactivity time
settings. Refer to Chapter 5 for detailed configuration
instructions. As illustrated in the figure, data transmission
proceeds:

TCP Client

1. The NPort configured for TCP Client Mode requests a
connection from the host.

(@DRequest a
2. Once the connection is established, data can be connection RS-232
transmitted in both directions—from the host to the @ Proceed with
NPort, and from the NPort to the host. data transmission

UDP Mode

Compared to TCP communication, UDP is faster and more
efficient. In UDP mode, you can unicast or multicast data
from the serial device to one or multiple host computers, and ‘ - Directly proceed with
the serial device can also receive data from one or multiple X data transmission

. . ; . (no connection required)
host computers, making this mode ideal for message display
applications.

RS-232

Pair Connection Mode

Pair Connection Mode employs two NPort units in tandem and can remove the 15-meter distance limitation
imposed by the RS-232 interface. One NPort is connected from its RS-232/422/485 port to the COM port of
a PC or other type of computer, such as hand-held PDAs that have a serial port, and the serial device is
connected to the RS-232/422/485 port of the other NPort. The two NPort units are then connected to each
other with a crossover Ethernet cable, both are connected to the same LAN, or in a more advanced setup,
they communicate with each other over a WAN (i.e., through one or more routers). Pair Connection Mode
transparently transfers both data and modem control signals (although it cannot transmit the DCD signal)
between the two NPorts.

Ethernet Modem Mode

Ethernet Modem Mode is only supported by the NPort IA5000/IA5000A, NPort 5000A, NPort
5000AI-M12, and NPort 5100 Series.

Ethernet Modem Mode is designed for use with legacy operating systems, such as MS-DOS, that do not
support TCP/IP Ethernet. By connecting one of NPort’s serial ports to the MS-DOS computer’s serial port, it
is possible to use legacy software originally designed to transmit data via modem, but now transmit the
data over the Ethernet.
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Reverse Telnet Mode

Console management is commonly used by connecting to Console/AUX or COM ports of routers, switches,
and UPS units. Reverse Telnet works the same as TCP Server mode in that only one TCP port is listened to
after booting up. The system then waits for a host on the network to start a connection. The difference is
that the TCP Server mode does not provide the conversion function provided by Telnet. If the connected
devices need to use the CR/LF conversion function when controlling, then users must choose Reverse Telnet
mode.

Reverse Telnet
mode

PPP Mode

PPP Mode is only supported by the NPort 5600 Series.

The NPort 5000 provides dial-in access for ISPs and enterprises that need a remote access solution. When a
user at a remote site uses a PPP dial-up connection to access the NPort 5600, the NPort 5600 plays the role
of a dial-up server, but also ensures that the user has legal access to the network by verifying the user’s
identity with the NPort 5600 User Table.

Disabled Mode

When the Operation Mode for a particular port is set to Disabled, that port will be disabled.
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5. Advanced Operation Mode Settings

Your NPort’s serial ports can be configured to use one of several operation modes, such as Real COM mode
or Reverse Telnet mode. In this chapter, we explain the settings for every parameter of every operation
mode.

Overview

A device port’s operation mode determines how the port interacts with the network. Depending on your
application and device, you may choose between two or more operating modes. For each mode, the default
settings should work for most applications. Change these settings only if absolutely necessary for your
application. The operation mode and related parameters can be configured through NPort Administrator. The
same parameters may also be configured using the web console, Telnet console, or serial console.

List of Parameters

TCP Server Mode

TCP Client Mode
Reverse Telnet Mode
Pair Connection Mode
RFC2217 Mode

()
°
0
=
=
o
o
©
()
x

UDP Mode

Connection Management Parameters
v | v | ¥ |TCP alive check time

v Inactivity time

Max connection

Ignore jammed IP

Allow driver control

Data Packing Parameters
Packing length

Delimiter 1 and 2

Delimiter process

Force transmit

Other Parameters

Local TCP port

Command port

v Destination IP address

v 4 Destination IP address 1 through 4
v Designated local port 1 through 4
v Local listen port

v Connection Control

4 Map <CR-LF>

NIRNEN

N

NN
EVIRIRNEENEEN

NIRNINIEN
N IRNINIEN
NIRNINIEN
NIRNIEN
NIRNINIEN

<
<
<

<
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When to Make Adjustments

The default settings for each operation mode work for most applications and rarely need to be changed.
However, adjustments may be required for the following situations:
e You need to control network data packing using specific delimiter characters.
Adjust Delimiters 1 and 2 and Delimiter process.
e Multiple hosts will simultaneously access the attached device.
Adjust Max Connection, Ignore Jammed IP, and Allow driver control.
e Data will be broadcast from the serial device to multiple network destinations.
Adjust Destination IP 1 through 4.
e You are using Pair Connection modes to connect two serial devices over Ethernet.
Adjust Local TCP port and Destination IP Address

Using Pair Connection Modes

For some applications, you may want to configure two serial devices to communicate directly with each
other over the network. This can be done with a pair of NPort device servers configured for Pair Connection
Master/Slave modes. Configure one device port on one of the NPorts to Pair Connection Master mode, and
one device port on the other NPort to Pair Connection Slave mode. It doesn’t matter which NPort is the
master and which NPort is the slave.

For the device port configured for Pair Connection Slave mode, designate a Local TCP port to be used for
communication. For the device port configured for Pair Connection Master mode, enter the slave’s IP
address and Local TCP port as the Destination IP.

Once both device ports have been configured, the attached serial devices will communicate over Ethernet as
if they were connected by a serial cable. The two NPorts can be connected by an Ethernet cable, or they can
be connected to the same network.

Parameter Summary

Connection Management Parameters
| v | v ]| [ v ]|v]~v]| |TCP alive check time

Setting Options: 0 to 99 minutes
Default: 7 minutes

UDP Mode
PPP Mode

Description: Specifies the time counter to check if the TCP
connection is alive. If there is no response from the other end of the
connection after the specified time, then the TCP connection will be
closed. A setting of 0 means disabled. This is a good practice to free
up the device’s resources.

Real COM Mode (BN
TCP Server Mode
TCP Client Mode
Reverse Telnet Mode
Pair Connection Mode
RFC2217 Mode
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Data Packing Parameters

Packing length

AN

Real COM Mode
TCP Server Mode BN
TCP Client Mode BN
UDP Mode BN

Reverse Telnet Mode

Pair Connection Mode

RFC2217 Mode &S

PPP Mode

Setting Options: 0 to 1024
Default: 0

Description: Controls data packing by the amount of data received.
Serial data accumulates in the device port’s buffer until it reaches
the specified length. When the specified amount of data has
accumulated in the buffer, the data is packed for network
transmission. A setting of 0 means that data will not be packed until
the buffer is full. 0 is the recommended setting, unless your
application specifically needs to limit packet sizes or improve
response times.

Real COM Mode
TCP Server Mode BN
TCP Client Mode BN
UDP Mode BN

Reverse Telnet Mode

Pair Connection Mode

RFC2217 Mode &S

i

PPP Mode

Delimiter 1 and 2
Setting Options: Enable, 0 to FF
Default: Disable

Description: Controls data packing using special delimiter
character(s).

Serial data accumulates in the device port’s buffer until the delimiter
character(s) are received, after which the data is packed for
network transmission. If only one delimiter character is needed, be
sure to enable Delimiter 1 only. If both Delimiter 1 and 2 are
enabled, both characters must be received in sequence for data
packing to occur. For example, the carriage return character could
be used as a delimiter in order to transmit each sentence or
paragraph in a separate packet. Data is packed according to the
Delimiter process parameter.

Delimiters must be incorporated into the data stream at the
software or device level.

/\ ATTENTION

When the device port buffer is full, the data will be packed for network transmission, regardless of the
settings for Delimiter 1, Delimiter 2, and Force transmit.

Real COM Mode (BN
TCP Server Mode BN
TCP Client Mode BN
UDP Mode H

Reverse Telnet Mode

Pair Connection Mode

RFC2217 Mode &N

PPP Mode

Delimiter process

Setting Options: Do Nothing, Delimiter + 1, Delimiter + 2, Strip
Delimiter

Default: Do Nothing

Description: Controls how data is packed when delimiter characters
are received. Note that this field has no effect if delimiters are not
enabled (see Delimiters 1 and 2).

“Do nothing” will pack the accumulated data including delimiters.

“Delimiter + 1” will wait for an additional character before packing
the accumulated data.

“Delimiter + 2" will wait for two additional characters before packing
the accumulated data.

“Strip Delimiter” will pack the accumulated data but will not include

the delimiter characters in the packet.
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vy | v | v |v 4 Force transmit
%o) %(; % % %o) % %(; -Cé Eztgzlgt'ooptl:l;)sns: 0 to 65535 ms
= = = = = = = = :
= o |E|5|e|5 5|& - . .
8 qa) 2| 3 % BN a |Description: Controls data packing by the time that elapses between
= | wn g = Q Q bits of data. As serial data is received, it accumulates in the device
2 E') E @ S | ¢ port’s buffer. If serial data is not received for the specified amount
= 2 8 of time, the data that is currently in the buffer is packed for network
& E“ transmission. A setting of 0 means that data in the buffer will not be
automatically packed when additional data is not received from the
device. When using this field, make sure Inactivity time is disabled
or set to a larger value. Otherwise, the connection may be closed
before the data in the buffer can be transmitted.
Other Parameters
4 v | vV Local TCP port
] () ] () ] () i i .
%0) 31 8/28|2|8 § 3 EzgElgt'O4p(§é)01n?c':r1ptoort6;552(5)02 for port 2, etc
s|l=|=|=|=|=|=|%= . ' e
=l |c|adl8|lS|N & . " cating wi
8 c | 2|35 c 5 d a |Description: Specifies the TCP port number for communicating with
= ] ;’ A Q ¢ the attached device. Socket applications will need to use this port
g5 2 | 5| number to refer to the device. For Pair Connection modes, this field
= 0:3 8 specifies the slave’s port number, and the same value must be used
e 5 for the master’s Destination IP parameter.

AN

Setting Options: 1 to 65535
Default: 966

UDP Mode
PPP Mode

Description: Specifies the TCP port number for Moxa IP-Serial
Library commands. You do not need to reference this port number
in your application when using the Moxa IP-Serial Library, since the
library automatically gets the number from the device server. Only
change this setting if there is a port number conflict with another
application or device.

| | | | [v ] | |pestination IP address

v | V|| Y| o o | o |Setting Options: N/A
Default: none

Real COM Mode

TCP Server Mode
TCP Client Mode
Reverse Telnet Mode
Pair Connection Mode
RFC2217 Mode

UDP Mod
PPP Mod

Description: Specifies the IP address for the slave end of a pair
connection.

Real COM Mode
TCP Server Mod
TCP Client Mod
RFC2217 Mod

Reverse Telnet Mod
Pair Connection Mod

Destination IP address 1 through 4
Setting Options: N/A
Default: none

UDP Mode H
PPP Mode

Description: Specifies the network host(s) that will access the
device. Serial data will be transmitted to every address listed, and
network data will be sent to the device on a first-in-first-out basis.

Real COM Mode

TCP Server Mode
TCP Client Mode H

Reverse Telnet Mode

Pair Connection Mode

RFC2217 Mode
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How to Choose Proper Operation Mode

Using legacy
~NO - COM-based software? ~YES-
Host requires more

COM ports?
.YES. Using socket NO
program?
Ue;ing MOXA's
~TCP~ Which protocol, -ypp- drivers?
TCP or UDP? Need to extend
serial transmission . Np — NO YES
range? |
o YES
Host appllce_mon IS Client
server or client?
- Need to perform
Server console
I management?
Need serial control YES NO
~=NO" parameters? '
YES
TCP Client || TCP Server m’ﬁfﬁp UDP Mode ga" " Reverse [ Contactyour | Rrc2217 | Realcom
Mode Mode SULESEL Telnet saleperson. Made Mode

Server Mode Modes

Web Console

Click Operating Settings to display the operating settings for each of the NPort’s serial ports.

Web Interface for the NPort 5100, 5200, and IA5000 Series Only
Operating Settings

Operating Settings
[ : Packing v o i ;
Port Operating mode angth Delimiter 1 Delimiter 2 Delimiter process  |[Force transmit
o |0 ¢Disable) [0 (pDizable) [Do Mothing o
a Real COM Mode TCP alive check time: 7
Max connection: 1
o | (Dizable) |0 (Disable) [Do Mothing o
2 |Real COM Mode TCP alive check time: 7
Max connection: al

Web Interface for the Overall NPort 5000 Series

.
Operation Modes
Overview
Quick Setup Port | Operating Mode Packing Length Delimiter 1 Delimiter 2 Delimiter Process Force Transmit
Basic Setings 0 0 (Disable) 0 (Disable) Do Nothing 0
Network Settings 1 RealCOM TCP alive nn.eck time: 7
Max connection: 1
- Serial Settings = =
] 0 (Disable) 0 (Disable) Do Nothing 0
Port 1
2 RealCOM TCP alive check time: T
Port 2 Max connection: 1
o3 0 0 {Disable) 0 {Disable) Do Nothing 0
Port4 3 RealCOM TCP alive check time: 7
- Operating Settings Max connection: 1
Accessible IP Settings 0 0 (Disable) 0 (Disable) Do Nothing 0
- Administration 4 RealCOM TCP alive check time: 7
- Backup/Restore Max connection: 1

System Log Settings
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6. Installing Windows Driver

NPort Real COM driver can be installed by installing NPort Administrator Suite or NPort Windows Driver
Manager is intended for use with NPort 5000 serial ports that are set to Real COM mode. The software
manages the installation of drivers that allow you to map unused COM ports on your PC to serial ports on
the NPort 5000. When the drivers are installed and configured, devices that are attached to serial ports on
the NPort 5000 will be treated as if they were attached to your PC’s own COM ports.

For how to configure NPort by NPort Administrator Suite or how to use Windows Driver Manager for COM
mapping, please refer to Chapter 7. Windows Utilities for NPort.
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7. Windows Utilities for NPort 5000
Models

Device Search Utility (DSU)

Installing Device Search Utility

Double-click the Device Search Utility installer which you download from the Moxa website and follow the
installation steps to complete setup.

Configuring by Device Search Utility (DSU)

Search

Before configuring the NPort, you will need to find it on the network first. The Broadcast Search function is
used to locate all NPort 5000 servers that are connected to the same LAN as your computer.

Llosu - (e %
File Function View Help
£ 2 a a =
Exit Seaich Seaich|P  Locate Console
{ No | Model | LANT MAC Address | LANT IP Address I LAN2 MAC Address | LAN2 IP Address } Status | Firmware Veersion

X quit DSU

Exit
S = Broadcast search for devices
Search
SearchIP Search device by specific IP
- Locate the device by beeping it
Locate 4 ping
c Access the device through consoles
Lonsole
B . .
Astion IP Assign IP to a device
UnLock Unlock the device before anything else
w
| - Import configuration file to a device
Import
F .
E- Export configuration file from a device
xpork
- Upgrade firmware of a device
Upgrade Pg

In DSU, click Search to search your LAN for NPort device servers, or right-click to find Search function.
Since the Broadcast Search function searches for MAC address and not IP address, all NPort 5000 servers
connected to the LAN will be located, regardless of whether they are part of the same subnet as the host.
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Configuration by NPort Administrator Suite

/\ ATTENTION

Before installing and configuring the NPort Administration suite, make sure your user privilege is set as
system administrator.

NPort Administrator Suite is an integrated software suite that bundles NPort Administrator and the IP Serial
Library, providing everything you need to manage, monitor, and change your NPort from a remote location.

With NPort Administrator, you can easily install and configure your NPort device server over the network.
Five different functions are provided to ease the installation process: Configuration, Monitor, Porting
Monitor, COM Mapping, and IP Address Report.

You may also use the other interface, like web console, Moxa CLI tool, serial console, or Telnet, to configure
the device server. Refer to the specific section for additional information on using these consoles.

Installing NPort Administrator

Download and run the setup program from Moxa’s support website. Run NPort Administrator when the
installation has been completed.

The Administrator-Configuration window is divided into four parts.

e The top section contains the function list and online help area. (Windows NT does not support this .chm
file format.)

e The five Administrator function groups are listed in the left section.

o Alist of NPort serial device servers, each of which can be selected to process user requirements, is
displayed in the right section.

e The activity log, which displays messages that record the user’s processing history, is shown in the
bottom section.

a
X

& NPort Administrator-Configuration

File Function Configuration View Help

i it
Ext  Seach SeachlP
Function an"au:ﬂ“a“ = g HPDI’I[S)
Function: «
groups« List-of-NPort-«

< >

Message Log - 0 | Monitor Log - 0|

P

Activity-Log+

|Now: 3/27/2019 10:53:22 AM

Searching for Device Servers over a LAN

The Search function is used to locate all NPort 5000 device servers that are connected to the same LAN as
your computer. Since the Search function broadcast searches by MAC address and not IP address, all NPorts
connected to the LAN will be located, regardless of whether they are part of the same subnet as the host.

NPort 5000 Series User Manual 102






Unlock Your NPort

Before configuring the NPort, you will need to unlock the NPort first. Right-click the unit on the
Configuration screen and select Unlock on the pop-up menu. Before configuring the NPort, you will need to
unlock it first. Right-click the unit on the Configuration screen and select Unlock on the pop-up menu.

The default login is:

Username: admin
Password: moxa

NOTE
The NPort 5100/5200/IA5000 Series only requires a password.

Default password: moxa

The meanings of the six “Status” states are given below (note that the term Fixed is borrowed from the
standard fixed IP address networking terminology):

Lock

The NPort is password protected, “Broadcast Search” was used to locate it, and the password has not yet
been entered from within the current Administrator session.

Unlock

The NPort is password protected. “"Broadcast Search” was used to locate it, and the password has been
entered from within the current Administrator session. Henceforth, during this Administrator session,
activating various utilities for this NPort will not require re-entering the server password.

Blank

The NPort is not password protected, and “Broadcast Search” was used to locate it.
Fixed

The NPort is not password protected, and “Search by IP address” was used to locate it.
Lock Fixed

The NPort is password protected, “Specify by IP address” was used to locate it, and the password has not
yet been entered from within the current Administrator session.

Unlock Fixed

The NPort is password protected, “Specify by IP address” was used to locate it, and the password has been
entered from within the current Administrator session. Henceforth, during this Administrator session,
activating various utilities for this NPort will not require re-entering the server password.
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Configure

When NPort is in an unlocked state, right-click your unit in the Configuration screen and select Configure in
the pop-up menu.

The progress bar shows that Administrator is retrieving configuration information from the specific NPort.

& NPort Administrator-Configuration - u] X
File Function Configuation View Help
i 2 H ] & a2
Exit Seaich SeaichlP Locate Configue ‘Web
Function Configuration - 1 NPort(s)
= {24 NPort No Model MAC Address |P Address IP Address2 Server Name Status
Confguraion | [
Monitor £ Broadcast Search
& Port Monitor | &K Specify by IP Address
@& COM Mapping
*@: IP Address Report 3 Locate
=2 Unlock
o E T —
B web

|8 Upgrade Firmware
& Export Configuration
= Import Configuration

Assign IP Address
< _ >

Message Log -5 | Monitor Log - 0|

No | Time | Desciiption

1 3/27/2018310:57:22 AM Found NPort(s]: 1

2 3/27/20191057.43AM  Found NPor(s} 1

3 3/27/201911:0207AM  Load Configuration Fait NPort 52504 (00: S0:E8:6350:FD)
4 3/27/201911:0207AM  Unlock Fait NPort 52504 (00:90E6:6350.FD)

5 3/27/201911:0216AM  Unlock Ok: NPort 52504 (00:90E8 6350FD)

Now: 3/27/2019 11:03:16 AM

The progress bar would appear, showing that Administrator is retrieving configuration information from the
specific NPort.

Processing X

Please wait ...

9/46,19%
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Moxa cross-compiling interactive script

To simplify the processes above, Moxa has provided an interactive script, "mxcc", to cross-compile these
drivers. You may execute ./mxcc in the Real TTY driver source directory to cross-compile the Moxa driver.

The steps are as follows:

# _/mxcc

Enter target device architecture (ARCH) [arm]:

Enter cross-compiler (CROSS_COMPILE) [arm-linux-gnueabihf-]:

Enter target device kernel source directory [/moxa/kernel/]:

IT you wish to use secure communication with the NPort 6000 Series device, choose
[Y] to enable the SSL function.

Note: This function supports Real COM with secure mode in the NPort 6000 Series
only.

Do you want to enable secure mode? [Y/N]: N

The polling mode allows you to open the tty port as nonblocking even if the NPort
is not connected.

Do you want to set the driver to polling mode? [Y/N]: N

Moxa NPort Server Real TTY Driver Series driver cross-compiling finished.
When cross compiling is successful, the driver is outputted to output folder.

EAAEAXEAAEAAAEAAXAAXAAAXAAXAAAAAXAAAXAAXAAAXAAAXAAXAAAXAAAXAAAAAAAAAAAAXAAAAAAXAAdX

The binaries will now be generated and placed in the output directory under the source code folder.

Manually build the Real TTY driver with a cross-compiler

To cross-compile npreal2 driver, users can find "Makefile" in the driver
source folder, then run it.
# make -C KDIR=<KERNEL_SOURCE> M=<DRIVER_SOURCE> ARCH=<ARCH>

CROSS_COMPILE=<CROSS_COMPILE> KVER_MAJOR=<KERNEL_MAJOR>
KVER_MINOR=<KERNEL_MINOR> modules

<KERNEL_SOURCE>: The directory of target kernel source.
<DRIVER_SOURCE>: The directory of the Real TTY driver source.
<ARCH>: The target Arm environment device's CPU architecture. For example, arm, arm64.

<CROSS_COMPILE>: The cross-compile toolchain path. If the toolchain is arm-linux-gnueabihf, and the
path of toolchain exists in your PATH environment variable, please enter "arm-linux-gnueabihf-" here.

<KERNEL_MAIJOR>: The target Arm system kernel source's kernel major version. You can use the command
"make kernelversion" to get the kernel source's major version.

For example:

# make kernelversion
4.4.0

|

+--- kernel major version

<KERNEL_MINOR>: The target Arm system kernel source's kernel minor version. You can use the command
"make kernelversion" to get the kernel source's minor version.

For example:
$ make kernelversion
4.4.0

+--- kernel minor version
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Deploy cross-compiled binary to target

You should find the following binaries under the output or source code directory:

npreal2.ko
npreal2d
npreal2d_redund
mxloadsvr
mxaddsvr
mxdelsvr

mxsetsec
A few necessary tools are available in the source code directory:

mxcfmat
mxmknod
mxrmnod

npreal2d.cf
Follow the steps below to deploy to the target Arm platform.

Copy the npreal2.ko to the path /lib/modules/” uname -r' /kernel/drivers/char on the Arm platform.
Create a folder /usr/lib/npreal2/driver. Copy all the above files to that folder, except npreal2.ko.
Boot into the Arm platform and load the driver.

# modprobe npreal2

4. Change the directory to “/usr/lib/npreal2/driver” and run “mxaddsvr, mxdelsvr, or mxsetsec”, the same
as running them on x86 Linux.

5. The module can be unloaded by the following command:
# modprobe -r npreal?2

Porting to Raspberry Pi OS

Raspberry Pi OS images are prebuilt by www.raspberrypi.org. You can install the image and start up the
system. The process to build the Real TTY driver is the same as with x86 Linux. Please refer to README.txt
to check the system requirements.

You may use the rpi-source to install the kernel source packages for a more convenient option. Please refer
to the official website https://github.com/notro/rpi-source/wiki for more information.

rpi-source is a third-party package offering an integrated kernel resource for building a driver. The Real TTY
is tested with this package to see if it works well. However, the requirements may vary for different
Raspberry Pi OS versions. Please read the manual of the rpi-source to understand the know-how and the
limitations.
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Porting to the Yocto Project on Raspberry Pi

Prerequisite

You are expected to be familiar with the Yocto Project. Please refer to https://docs.yoctoproject.org for the
Yocto Project documentation for further understanding. Also, it is encouraged to follow the procedures in
this guide unless you have sufficient knowledge about the Real TTY driver, the Yocto Project, and Raspberry
Pi.

The dunfell branch (3.1.9) is referred to throughout in this section. Please base it on this version before
reading the instructions in the Yocto Project documentation. You are required to build the Yocto image
successfully with the "Yocto Project Quick Build" document.

In the Yocto Project, you can select the platform you want to build. This guide installs Raspberry Pi BSP
Layer as a demonstration in the following steps:

1. Suppose the Yocto Project is installed in the /home/user/poky folder. Checkout the source code of the
Raspberry Pi BSP Layer.
$ cd /home/user/poky
$ git clone https://git.yoctoproject.org/cgit/cgit.cgi/meta-raspberrypi -b
dunfell

2. A meta-raspberrypi folder will be checked out now. Use the following instructions to set up Raspberry Pi
BSP:

$ source oe-init-build-env
3. Use a text editor to add the following content to the configuration file './conf/local.conf'.
Add the type 'rpi-sdimg' optionally if SD card is preferred
IMAGE_FSTYPES="tar.bz2 ext3 rpi-sdimg"
5. Change the machine name of your target
# Use raspberrypi2 for Pi 2 board
# Use raspberrypi3 for Pi 3 board
Use raspberrypi3-64 for 64-bit Pi 3 board
MACHINE ?= "raspberrypi3"
Use the text editor to add the following content to the configuration file './conf/bblayers.conf'
Add this line '/home/user/poky/meta-raspberrypi' to BBLAYERS
BBLAYERS ?= "\
/home/user/poky/meta \
/home/user/poky/meta-poky \
/home/user/poky/meta-yocto-bsp \
/home/user/poky/meta-raspberrypi \
8. Build the target core-image-base by following this command and the Raspberry Pi image will be
generated:
$ bitbake core-image-base

Once the above image runs on Raspberry Pi, go to the next section.
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Create a Moxa Layer for the Yocto Project

Introduction

Moxa RealTTY driver is packaged as a layer for Yocto. You can add or remove the driver by modifying the
BBLAYERS attribute in the bblayers.conf file.

The following sections describe how to create the meta-moxa layer for the dunfell branch (3.1.9). Note that
the process may vary if your target uses a different branch. Please refer to Yocto's manual for complete
information.

An example is also available in the examples folder in the RealTTY driver.

You may follow the subsequent procedures to create the same meta-moxa layer.

Create an empty Moxa Layer
Use the following commands to create an empty layer, named meta-moxa.

1. Start the environment first. Suppose the project is installed in /home/user/poky.
$ cd /home/user/poky
$ source oe-init-build-env
2. The above commands changed the directory to the built directory. Now, we change the directory back
to the Yocto root directory.
$ cd /home/user/poky
3. Create meta-moxa:
A message appears reminding you to add the layer later.
$ bitbake-layers create-layer meta-moxa
Note: Starting bitbake server.
Add your new layer with ibitbake-layers add-layer meta-moxa.T

The meta-moxa directory will be created in /home/user/poky:

$ tree meta-moxa

meta-moxa
—— conf
| L—— layer.conf
—— COPYING.MIT
|—— README
L—— recipes-example

L—— example

L—— example_0.1.bb

The “recipes-example” folder is not necessary; it may be deleted at anytime.
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Install a Moxa Layer Into the Yocto Project

1. Install the Moxa layer and Real TTY recipes into the Yocto Project.

$ cd /home/user/poky
$ source oe-init-build-env

2. Use a text editor to add the following content to the configuration file:
'./conf/bblayers.conf':
3. Add this line "/home/user/poky/meta-moxa' to BBLAYERS

BBLAYERS ?= "\
/home/user/poky/meta \
/home/user/poky/meta-poky \
/home/user/poky/meta-yocto-bsp \
/home/user/poky/meta-raspberrypi \
/home/user/poky/meta-moxa \

4. Use a text editor to add the following content to the configuration file:
'./conf/local.conf":
IMAGE_INSTALL_append += " realtty-tools realtty-kernel"

Deploy the Yocto Image in Raspberry Pi

Build the image with the Real TTY driver:

$ cd /home/user/poky
$ source oe-init-build-env
$ bitbake core-image-base

An SD-card format image (.rpi-sdimg) is generated under

/home/user/poky/build/tmp/deploy/images/raspberrypi3. It is suggested to use the Raspberry Pi official tool

‘rpi-imager’ to burn the image into the SD-card and then boot it into the Linux kernel in Raspberry Pi.

Start the Real TTY Driver in Raspberry Pi

After logging into the system, start the Real TTY driver

root@raspberrypi3:~# modprobe npreal2

[ 39.906812] npreal2: loading out-of-tree module taints kernel.

[ 39.913379] Moxa Async/NPort server family Real TTY driver ttymajor 33 calloutmajor 38 verbose 1
(Ver5.1)

For example, we illustrate how to add a 4-port NPort with the IP address: 192.168.127.254

root@raspberrypi3:~# cd /usr/lib/npreal2/driver
root@raspberrypi3:/usr/lib/npreal2/driver# ./mxaddsvr 192.168.127.254 4
Adding Server...

ttyr00, cur00
ttyr01, curO1
ttyr02, cur02
ttyr03, cur03
Added Real Com IP : 192.168.127.254

Now the device node /dev/ttyr00 ~ /dev/ttyr03 is created for tty port use.
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Set the Default tty Mapping to the Real TTY Configuration

You may use the Real TTY configuration file, npreal2d.cf that we set up in 4.5, as the default settings when
deploying to a new Raspberry Pi image.
1. Copy and replace npreal2d.cf in the NPort Real TTY driver folder

'/moxa' extracted in the build system.

tar -zxvf new_npreal2_driver.tgz /moxa

Go back to “Create a recipe for the Real TTY utilities”, change the name of
npreal2_vM.N_BUILD_DATE.tgz with the file name in step 2.)

4. Rebuild the image.

Troubleshooting

If the following error is encountered during the building of the image,

ERROR: Task (/home/user/poky/meta/recipes-devtools/binutils/binutils_2.34.bb:do_compile) failed with
exit code '1'

It is suggested to compile binutils first, then compile the entire image:

$ bitbake binutils -c do_compile
$ bitbake core-image-base
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10. Installing macOS Driver

Basic Procedures

To map an NPort 5000 serial port to a Mac host’s tty port, follow these instructions:

1. Set up the NPort 5000. Verify the IP configuration works by using ping, telnet, etc.
2. Install the Mac driver files on the host.
3. Search or manually input the IP address of the NPort to set up virtual COM port.

Hardware Setup

Before proceeding with the software installation, make sure you have completed the hardware installation.
Please note the default IP address for the NPort 5000 is 192.168.127.254.

Installing macOS TTY Driver Files

/  NOTE

For the newest information, please refer to readme.txt on Mac TTY Driver. Resources location of product
information, release note, and readme file: /usr/local/share/NPortConnect

1. Obtain the driver file from Moxa’s website, at http://www.moxa.com. You may find it in the Resource
section under your product page.

Execute the installer package ‘moxa-macOS-tty-drivers-for-macOS-xx.xx-or-later-vx.x.pkg’.
Follow the instruction of each step and complete the installation.
Press Continue in the Destination Select window.

v R wN

In the final step, you may find the location of driver's document and also instruction of driver uninstall.

) « Install NPortConnect o

The installation was completed successfully.

NPortConnect pseudo-tty driver for NPort series
Introduction
- Thank you for installation. Now you can find and launch the NPortConnect
License service on Apple Status Bar near the upper right corner.

Destination Select
= Resources
Installation Type

Location of product information, release note, and readme file:

Installation
fusrfiocal’share/NPortConnect
Summary
Go through fellowing links for additional information.
Moxa Inc
Uninstall NPortConnect pseudo-tty driver
RAun the following command to uninstall driver.
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Mapping macOS TTY port

1. In the menu bar, a NPortConnect icon should appear after the installation is completed. Click on the
icon and choose TTY Port Mapping to start COM port mapping.

&~ 2 T DPus =

About NPortConnect

TTY Port Mapping

v Open at Login

Quit NPortConnect

2. Click the NPortConnect icon and select NPort Mapping for the port mapping function.
3. Click + to enter the tty port setup.

[ ) NPortConnect
No TTY Name IP Address Port
0 items ®
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8. When everything is set, click Apply to save the configuration.

z
o

TTY Name

ttys007
ttys008
ttys009
ttys998
ttys011

ttys012
ttys013
ttys014

0N WN =

+

NPortConnect

IP Address

192.168.1.222
192.168.1.222
192.168.1.222
192.168.1.222
192.168.127.253
192.168.127.253
192.168.127.254
192.168.127.254

8 items

Port

950
951
952
953
950
951
950
951

Cancel

@

Apply

9. In each editing interface, there is a info icon at the bottom of list, mouse over would show the original

value of each tty port, in case miss-edited something and you want to refer the original value.

Current Configuration

TTY Name

IP Address Part

ttys007 192.168.1.222 950

ttys008 192.168.1.222 951
ttys009 192.168.1.222 952
ttys01 192.168.127.253 950
ttys012 192.168.127.253 251
ttys013 192.168.127.254 950

ttys014 192.168.127.254 251
ttys999 192.168.1.222 953

Uninstalling the Driver

Run the following command to uninstall driver:

$ sudo bash /Library/NPortConnect/uninstall.sh
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11. Installing WinCE Driver

NPort CE Driver Manager for Windows CE applies to the NPort 5000 and NPort IA5000 Series only.

Overview

/\  ATTENTION

Before installing and configuring the NPort Administration suite, make sure your user privilege is set as
system administrator.

Installing NPort CE Driver Manager

1. Copy “"NPortCab.cab” to Windows CE and install driver by double clicking on it.
2. Click on "OK” to complete the installation when the following screen appears.

Install Default Company Name NP... Bla
Z) \Program Files
ﬁ[ummand Prompt

Marne: [MWPortCab Type: EI

3. Driver installation is now complete and the “NPortCab.cab” icon disappears from the screen. This is
normal when installing drivers in Windows CE.
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Using NPort CE Driver Manager

After you install NPort CE Driver Manager, you can set up the NPort’s serial ports as remote COM ports for

your Windows CE. Make sure that the serial port(s) on your NPort are set to Real COM mode when mapping
COM ports with NPort CE Driver Manager.

1. Go to Start > Programs > NPort CE Driver Manager.
COM Setting | com Mapping | About |
com | 1P addr | Datajomd | | Delete Al |
Setkings
Ti Mu:u:lel EI Iﬂl
FIFC: |—E|
0 COM port(s) was Found.
2. Click on the COM Mapping page and then the “Search” button to scan for NPort servers
COM Mapping | sbout
| Model I IF Addr I Ports I | search |
MPork 5110 192.165.127.254 1

Search

Part Inde:x Completed.

Aidd

Select the port index
af MPort that wou
want to add.

3. All NPort servers that were located will appear in the NPort CE Driver Manager window. Click on the

server which COM ports you would like to map to and then select the port index. Note that multiple
selections are allowed.
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12. IP Serial LIB

Overview

What is IP Serial Library?

IP Serial Library is a Windows library with frequently used serial command sets and subroutines. IP Serial
Library reduces the complexity and poor efficiency of serial communication over TCP/IP. For example, Telnet
can only transfer data, but it cannot monitor or configure the serial line’s parameters.

Why Use IP Serial Library?

For programmers familiar with serial communication, IP Serial Library provides well-designed function calls
that have the same style as Moxa’s PComm Library.

IP Serial Library is amazingly simple and easy to understand. By including it in your VB, C, or Delphi

programming environment, you can program your own TCP/IP application with the ability to control serial
communication parameters.

The NPort serial device server uses 2 TCP ports for communication between the NPort and host computer’s
Real COM driver. The NPort uses a data port and command port to provide pure data transfer without
decode and encode. Compared to using only one TCP port to control serial communication (such as RFC
2217), IP Serial Library uses a command port to communicate with the NPort from the user’s program. IP
Serial Library not only runs with excellent efficiency but also runs with no decode or encode problems.

How to Install IP Serial Library

IP Serial Lib comes with the NPort Administration Suite. Refer to the IPSerial directory for more detail about
the function definitions.

BN NPortAdminSuite

J File Edit WYiew Favorites Tools  Help

J $Back » = - [3] | @y search ||:E3F0Iders £ HHistory ||¥ 0 x @ | Ed-

JAddress ID WPortAdminSuite

Folders x -x_ =] Mame / | Size | Type | Modified |
:gj Deskkop L':_I L =t ~ File Folder G s L]
142y My Documents b < [ 1PSerial File Folder 4,1’28,1’200?@

- [ My Pictures NPortAdminSuite [_RealCom e TTZa2003 .01 PM
EIQ, My Computer r% readme 1 KB Text Document 401/2003 11:26 &AM

[+= Local Disk (C:) YERSION unins000 11KE DATFile 4/28(2003 4:01 PM
= TEST (D3) Text Dacument 2 uninsooo 85KB  Application 1/8/2003 12:00 AM
% Z?Fciszzeonot;sa;j e Modified: 3(17/2003 3:23 &M Z] vErsION LKB  Text Document 311712003 3:23 &M
C] Personal Data Size: 110 bytes
B %-\Emg.\;::e:sﬂoersies Attributes: (normal)

-] Comman Files

-7 ComPlus Applications
-] Internet Explarer
-] microsoft fronkpage
-] Microsoft Office
-] Microsaft isual Studio
-] MwSnap

\:l MetMeeting
R F P oA dminSuite
-7 outlook Express
27 Windows Media Player
-] windaws NT

F-] WINNT
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IP Serial LIB Function Groups

Port Status

Server Control Port Control Input/Output Data e Miscellaneous
nsio_init nsio_open nsio_read nsio_lIstatus nsio_break
nsio_end nsio_close nsio_SetReadTimeouts |nsio_data_status nsio_break_on
nsio_resetserver nsio_ioctl nsio_write nsio_break_off
nsio_checkalive nsio_flowctrl nsio_SetWriteTimeouts nsio_breakcount

nsio_DTR

nsio_RTS

nsio_lctrl

nsio_baud

nsio_resetport

Example Program

char NPort 5100A-Nip=1192.168.1.10T;

char buffer[255]; /*data buffer, 255 chars */

int port = 1; /*1st port */

int portid; /* port handle */

nsio_init(Q); /*initial IP Serial Library */
portid = nsio_open(NPort 5100Aip, port); /*1st port, NPort 5100A
nsio_ioctl(portid, B9600, (BIT_8 | STOP_1 | 1P=192.168.1.10 */

P_NONE) ); /*set 9600, N81 */

sleep(1000); /* wait for 1000 ms for data */
nsio_read(port, buffer, 200); /* read 200 bytes from port 1 */
nsio_close(portid); /* close this serial port */
nsio_end(); /* close IP Serial Library */
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13. Android API Instructions

Overview

If you want to remote control your serial devices on an Android platform, then the MxNPortAPI is a simple
application programming tool you can use. The MxNPortAPI helps programmers develop an Android
application to access the device server by TCP/IP.

The MxNPortAPI provides frequently used serial command sets like port control, input/output, etc., and the
style of developed Android application is similar to Moxa Driver Manager. For more details of the provided
functions, please refer to the "MxNPortAPI Function Groups” section.

This MxNPortAPI is layered between the Android application and the Android network manager framework.
This Android library is compatible with Java 1.7, Android 3.1 (Honeycomb - API version 12), and later
versions.

Android Platform

Application
(Phone, Contacts, Camera...)

Java API MxNPortAPl

Frameworks
(USB, Package, Location...)

Dalvik

Libraries
Runtime

Linux Kernel
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How to Start MxNPortAPI

You can download the MxNPortAPI from Moxa’s website at http://www.moxa.com, and develop the
application program in popular Oss, such as Windows, Linux, or Mac. (You may find it in the Resource
section under your product page.)

(You can refer to the Android studio website to see the system requirements for the development
environment: https://developer.android.com/studio/index.html?hl=zh-tw#Requirements).

To start your application program, please unzip the MxNPortAPI file and refer to the index (.html) under the
Help directory.

1. » android_mxnport v1.0_build 17111716 » help » ~ | ¥4 Ml Search help pel
Organize + @ Open =  Sharewith > Print  Newfolder = 0 @
9 Favorites Name ° Date modified Type Size
M Desktop L com 11/22/2017 2:42 PM  File folder
& Downloads L index-files 11/22/2017 3:42 PM  File folder
‘] Recent Places | resources 11/22/2017 3:42 PM  File folder
& | aliclasses-frame 11/8/2017 8:02 PM HTML Document 2KE
4 Libraries £ aliclasses-noframe 11/8/2017 8:02 PM HTML Document 2KB
@ Documents & | constant-values 11/8/2017 8:02 PM HTML Document 19 KB
J’l Music & ] deprecated-list 10/26/2017 5:30 PM  HTML Document 4 KB
Pictures €] help-doc 11/8/2017 8:02 PM HTML Document BKE
- Videos €] index 11/8/2017 8:02 PM HTML Document 3KB
& | index-all 10/26/2017 5:3 PM  HTML Document 46 KB
18 Computer €] overview 11/8/2017 3:54 PM HTML Document 16Ke
g', OVENVIEW-SUMMary 11/8/2017 8:02 PM HTML Document 20KB
¢' Network & | overview-tree 11/8/2017 8:02 PM HTML Document 6KB
| package-list 11/8/2017 8:02 PM File 1KB
script 11/8/2017 8:02 PM  IScript Script File 1KE
& serialized-form 11/8/2017 8:02 PM HTML Document 5KB
& styleshest 9/15/2017 541 PM  Cascading Style S... 14 KB
@ | index Date medified: 11/8/2017 8:02 PM Date created: 11/22/2017 3:42 PM
J HTML Document Size: 271 KB

For more details about the installation, please refer to the Overview section.

avaScriot s dimabled on your biowser.

PREV NDIT  FRAMES MOFRAMES  ALLCLASSES

This & tis 3¢ for the MuNPorAPL

See; Description

Package Descrption
com mons manportapt
This & i de for the M1 . You can et inf bowt how to code with the 3N quickly and how to link the MxXNPortAR] Library into your program.

1. Introduction to the NPort Android API
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MxNPortAPI Function Groups
The supported functions in this API are listed below:

Port Control Input/Output Port Status Inquiry

open read getBaud setBreak
close write getFlowCtrl

setloctiMode getloctiMode

setFlowCtrl getLineStatus

setBaud getModemStatus

setRTS getOQueue

setDTR

flush

Example Program

To make sure this API is workable with the device server on an Android platform, see the example program
below:

Thread thread = new Thread()
{
@Override
public void run() {
/* Enumerate and initialize NPorts on system */
List<MxNPort> NPortList = MxNPortService.getNPortInfoList();
if(NPortList!=null){

MxNPort.IoctiMode mode = new MxNPort.IoctIMode();
mode.baudRate = 38400;
mode.dataBits = MxNPort.DATA_BITS_S;
mode.parity = MxNPort.PARITY_NONE;
mode.stopBits = MxNPort.STOP_BITS_1;

MxNPort mxNPort = NPortList.get(0); /* Get first NPort device */
try {
byte[] buf = {'H",'e","I","I','0"," ','W",'0",'r","I','d"};
mxNPort.open(); /*open port*/
mxNPort.setloctiMode(mode); /*serial parameters setting*/
mxNPort.write(buf, buf.length); /*write data*/
mxNPort.close(); /*close port*/
} catch (MxException e){
/*Error handling*/
b
b
b
b
thread.start();
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14. Introduction to LCM Display

Typically, you will use either NPort Administrator or the web console to configure the NPort 5600-8-DT
Series (standard temperature models), the NPort 5600 Series (standard temperature models)
and the NPort 5410/5430 series (standard temperature models). These are not the only options for
configuration. For basic on-site configuration, you can use the LCM console built into the device server,
without requiring a connection to the network or a laptop.

In this chapter, we will introduce the basic operation and menu options of LCM display.

Basic Operation

If the NPort works properly, the LCM panel will display a green color. The red Ready LED will also light up,
showing that the NPort is receiving power. After the red Ready LED turns to green, you will see a display

similar to:
N P 5 4 1 0 _ 6 1 4 0 5
1 9 2 - 1 6 8 - 1 2 7 - 2 5 4

This is where

f  NP5410 is the NPort’s name
T 61405 is the NPort’s serial number
192.168.127.254 is the NPort’s IP address

There are four push buttons on the NPort’s nameplate. Going from left to right, the buttons are:

Button Name Action

menu menu activates the main menu, or returns to a lower level

A up cursor scrolls up through a list of items shown on the LCM panel’s second line
\% down cursor scrolls down through a list of items shown on the LCM panel’s second line
sel select selects the option listed on the LCM panel’s second line

The buttons are manipulated in a manner similar to the way a modern cellular phone operates. As you move
through the various functions and setting options, note that the top line shows the current menu or
submenu name, and the bottom line shows the submenu name or menu item, which is activated by pressing
the SEL button.

Detailed Menu Options

The best way to explain all the NPort’s LCM functions is to refer to the tree graph shown on the next page.
There are three main levels—1, 2, and 3—with each level represented by a separate column. The first thing
to remember is that the menu button is used to move back and forth between the LCM panel’s default
screen and main menu screen:

N P 5 4 1 0 _ 6 1 4 0 5

1 9 2 - 1 6 8 - 1 2 7 - 2 5 4

M a i n e n U

S e r \Y e r (S e t t i n g ®
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A. Pinouts and Cable Wiring

Port Pinout Diagrams

Ethernet Port Pinouts

Ethernet R145

Pin Signal
1 Tx+
2 Tx-

3 Rx+
6 Rx-

Ethernet M12:
PIN | TX

B 71D+

B} RD+
B T1D-
3 RD-

Housing: shield

Power M12:

3 2

4 1
5

Ethernet M12 (For NPort 5000AI-M12 only)

PIN Description

1 Input V+

2 |Not assigned

3 |Input V-

4  |Not assigned

5 |Function ground

Serial Port Pinouts

Pin

Pin Assignment

RS-232
DCD
RxD

TxD
DTR

GND

DSR
RTS

CTS

O ONOOURA WN

DB9 Male RS-232 Port Pinouts

Applicable Products
NPort 5110, NPort 5150,
NPort 5110A, NPort
5150A, NPort P5150A,
NPort_5000AI-M12,
NPort 5210A, NPort
5250A, NPort 5410,
NPort 5410/5450/54501,
NPort 5610-8-DT, 5650-
8-DT, 5650I-8-DT, 5610-
8-DTL/DTL-T, 5650-8-
DTL/DTL-T, and
56501-8-DTL/DTL-T,
NPort IA5150/5250
NPort IA5150A/5250A
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Cable Wiring Diagrams

Ethernet Cables

: Straight-Through Cable E
Switch Port |:| D :NIC Port

RJ45 Plug Pin 1

RJ45 : : RJ45
Connector Cable Wiring Connector
Tx+ 3 3 éRx+
Tx- 6 6 :Rx-

Rx+ | 1 1 P Tx+
Rx- ! 2 2 P Tx-

Switch Port : Cross-Over Cable | Switch Port
(NIC Port) : |:| |:| (NIC Port)

: RJ45 Plug Pin 1 :
RJ45 : ' RJ45

Connector Cable Wiring Connector
(Rx+)  Tx+ 3 1 ‘Rx+  (Tx+)
(Rx-)  Tx-: 6 2 Rx- (Tx-)
(Tx+)  Rx+ 1 3 iTx+  (Rx+)
(Tx) Rx-: 2 6 iTx-  (Rx-)

Serial Cables

Moxa Serial Cable
Model Name

Serial Cable Wiring Diagrams

~ Male DB9 Female DB9 Male DB9 Female DB9
) i RS-232
e Pt @‘ @ : Device
2
a 9 pins | Cable Wiring - 9 pins
< CBL-F9M9-150 = - o Py
= CBL-FOM9-20 ek B g lmm
S XD | 3 > 3 | RxD
a DTR: 4 » 4 :DSR
a GND : 5 5 :GND
9 DSR: 6 = 6 | DTR
£ RTS | 7 > 7 | CTS
9 CTS | 8 = 8 [RTS
Male DB9 | Female DB9 Male DB25 | Female DB25
| RS-232
n Kot @ i Device
@
3 9 pins | Cable Wiring i 25 pins
s N/A DCD | 1 = 8 i DCD
S RxD i 2 = 3 iTxD
s ™D 3 > 2 | RxD
a DTR | 4 » 20 | DSR
[l GND : 5 7 :GND
2o DSR: 6 —= 6 :{ DTR
E RIS : 7 > 4 . CTS
0 CTS | 8 = 5 i RTS
b~ i i

NPort 5000 Series User Manual 205
























B. Adjustable Pull High/Low Resistors for
the RS-485 Port

In some critical environments, you may need to add termination resistors to prevent the reflection of serial
signals. When using termination resistors, it is important to set the pull high/low resistors correctly so that
the electrical signal is not corrupted. Since there is no resistor value that works for every environment, DIP

switches or jumpers are used to set the pull high/low resistor values for each RS-485 port.

/\ ATTENTION

Do not use the 1 kQ setting on NPorts when using the RS-232 interface. Doing so will degrade the RS-232
signals and shorten the maximum allowed communication distance.

Series
NPort 5230

NPort 5232

NPort 52321

Pull H/L resistance

Fixed, 1 kQ

Terminator

N/A

NPort 5130

NPort 5150

NPort 5130A

NPort 5150A

NPort 5450AI-M12

Adjustable, ON = 1 kQ / OFF = 150 kQ

default = 150 kQ

N/A

NPort 5430

NPort 5450

NPort 54301

NPort 54501

NPort 5630

NPort 5650

NPort 5230A

NPort 5250A

NPort 5650-8-DT/DTL

NPort P5150A

NPort IA-5150/IA-5250

NPort IA5150A/5250A

NPort IA5450A

NPort IA-51501

Adjustable, ON = 1 kQ / OFF = 150 kQ

default = 150 kQ

120 Q
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C. Well-known Port Numbers

In this appendix, which is included for your reference, we provide a list of well-known port numbers that
may cause network problems if you set the NPort to one of these ports. Refer to RFC 1700 for well-known
port numbers, or refer to the following introduction from the IANA.

The port numbers are divided into three ranges: the well-known Ports, the Registered Ports, and the
Dynamic and/or Private Ports.

The Well-Known Ports range from 0 through 1023.

f  The Registered Ports range from 1024 through 49151.

f  The Dynamic and/or Private Ports range from 49152 through 65535.

The well-known ports are assigned by the IANA, and on most systems, can only be used by system
processes or by programs executed by privileged users. The following table shows famous port numbers

among the well-known port numbers. For more details, please visit the IANA website at
http://www.iana.org/assignments/port-numbers.

TCP Socket Application Service

0 reserved

1 TCP Port Service Multiplexor

2 Management Utility

7 Echo

9 Discard

11 Active Users (systat)

13 Daytime

15 Netstat

20 FTP data port

21 FTP CONTROL port

23 Telnet

25 SMTP (Simple Mail Transfer Protocol)
37 Time (Time Server)

42 Host name server (names server)
43 Whois (nickname)

49 (Login Host Protocol) (Login)

53 Domain Name Server (domain)
79 Finger protocol (Finger)

80 World Wide Web HTTP

119 Network news Transfer Protocol (NNTP)
123 Network Time Protocol

213 IPX

160 - 223 Reserved for future use
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D. SNMP Agents with MIB II & RS-
232/422/485 Like Groups

The NPort has built-in SNMP (Simple Network Management Protocol) agent software. It supports SNMP
Trap, RFC1317 RS-232 like group and RFC 1213 MIB-II. The following table lists the standard MIB-II group,
as well as the variable implementation for the NPort device server.

RFC1213 MIB-II Supported SNMP Variables:

System MIB _lInterfacesMIB  TPMIB_ _______ |ICMPMIB

SysDescr itNumber ipForwarding IcmpInMsgs
SysObjectID ifIndex ipDefaultTTL IcmplInErrors
SysUpTime ifDescr ipInreceives IcmpInDestUnreachs
SysContact ifType ipInHdrErrors IcmpInTimeExcds
SysName ifMtu ipInAddrErrors IcmpInParmProbs
SyslLocation ifSpeed ipForwDatagrams IcmpInSrcQuenchs
SysServices ifPhysAddress ipInUnknownProtos IcmpInRedirects
ifAdminStatus ipInDiscards IcmpInEchos
ifOperStatus ipInDelivers IcmpInEchoReps
ifLastChange ipOutRequests IcmpInTimestamps
ifInOctets ipOutDiscards IcmpTimestampReps
ifinUcastPkts ipOutNoRoutes IcmpInAddrMasks
ifInNUcastPkts ipReasmTimeout IcmpOutMsgs
ifInDiscards ipReasmReqds IcmpOutErrors
ifInErrors ipReasmOKs IcmpOutDestUnreachs
ifiInUnknownProtos ipReasmFails IcmpOutTimeExcds
ifOutOctets ipFragOKs IcmpOutParmProbs
ifOutUcastPkts ipFragFails IcmpOutSrcQuenchs
ifOutNUcastPkts ipFragCreates IcmpOutRedirects
ifOutDiscards ipAdEntAddr IcmpOutEchos
ifOutErrors ipAdEntIfIndex IcmpOutEchoReps
ifOutQLen ipAdEntNetMask IcmpOutTimestamps
ifSpecific ipAdEntBcastAddr IcmpOutTimestampReps
ipAdEntReasmMaxSize IcmpOutAddrMasks
IpNetToMedialfIndex IcmpOutAddrMaskReps

IpNetToMediaPhysAddress

IpNetToMediaNetAddress

IpNetToMediaType

IpRoutingDiscards
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E. Auto IP Report Protocol

The NPort Series provides several ways to configure Ethernet IP addresses. One of them is DHCP Client.
When you set up the NPort to use DHCP Client to configure Ethernet IP addresses, it will automatically send
a DHCP request over the Ethernet to find the DHCP Server. And then the DHCP Server will send an available
IP address to the NPort. The NPort will use this IP address for a period after receiving it. But the NPort will
send a DHCP request again to the DHCP Server. Once the DHCP Server realizes that this IP address is to be
released to another DHCP Client, the NPort then will receive a different IP address. For this reason, users
sometimes find that the NPort will use different IP addresses, not a fixed IP address.

In order to know what IP address the NPort is using, you need to set up parameters in Network Settings via
the Web browser. The figure below is the NPort Web console configuration window. Enter the IP address and
the Port number of the PC that you want to send this information to.

Network Settings

Network Settings

LAN1 IP address 192.168.127.254
LAN1 Netmask 255.255.255.0
LAN1 Gateway

LAN1 IP configuration Static &
Multi-LAN mode Switch -
LANZ IP address 192.168.126.254
LANZ Netmask 255.255.255.0

LANZ Gateway

LANZ IP configuration Static -

DNS server 1

DNS server 2

IP Address Report

Auto report to IP

Auto report to IP (LANZ2)

Auto report to UDP port 4002
Auto report period 10 (0-99 secs)
LLDP Settings
LLDP Enable Disable
Message Transmit Interval |30 (5-32768 secs)

And then you can develop your own programs to receive this information from the NPort. Here is NPort’s
Auto IP Report Protocol. We provide an example for you to easily develop your own programs. You can find
this example on Moxa’s website.

Auto IP Report Format
“Moxa”, 4 bytes \Info[O] Info[1] Info[n]

Info [n]

Field ID Length Data
Length 1 1 Variable, Length is “Length Field”
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F. Compliance Notice

A CE Warning

This is a Class A product. In a domestic environment, this product may cause radio interference, in which
case the user may be required to take appropriate measures.

Federal Communications Commission Statement

This device complies with part 15 of the FCC Rules. Operation is subject to the following two conditions: (1)
This device may not cause harmful interference, and (2) this device must accept any interference received,
including interference that may cause undesired operation.

A FCC Warning

This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant
to part 15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful
interference when the equipment is operated in a commercial environment. This equipment generates,
uses, and can radiate radio frequency energy and, if not installed and used in accordance with the
instruction manual, may cause harmful interference to radio communications. Operation of this equipment
in a residential area is likely to cause harmful interference, in which case the user will be required to
correct the interference at his or her own expense.
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G. How to Become a Registered User on
the Moxa Website

Why you should become a Moxa.com registered user, it benefits you to receive all updates of your
purchased or interested products, including software such as firmware, driver, and documentation, like
datasheet, Quick Installation Guide (QIG).

To become a registered user and receiving all updates, you need to do following:

Register a Moxa account
1. Go to Moxa.com and click 'Sign in' at the top-right corner.

Contact Us | Partner Zone | My Moxa Sign In

MOX/\ Products Solutions Support How to Buy About Us Q

New Innovation Secures
Oil Supplies

LEARN MORE

2. In the sign-in page, click "Create your Moxa member account" at below.

Please sign in

Email*

Password™

Forgot your password?

SIGN IN

Not a member? Create your Moxa member account
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