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Perface  

This manual mainly introduces the access methods and software features of 

SICOM6432G/3432G industrial Ethernet switch, and details Web configuration methods. 

Content Structures 

The manual contains the following contents: 

Main Content Explanation 

1. Product Introduction ü Overview 

ü Software Features 

2. Switch Access ü View Types 

ü Switch Access by Console Port 

ü Switch Access by Telnet 

ü Switch Access by Web 

3. User ü User Management 

ü Auth Type 

4.System ü Basic information 

ü Config Management 

ü Clock management 

ü Software updatêHTTP, FTP,TFTP̃ 

ü Soft Application Active 

ü Language Update 

ü Restart 

ü About 

5. Service ü SSL Configuration 

ü SNMP v1/v2c/v3 

ü SSH Configuration 

ü TACACS+ Configuration 

ü RADIUS Configuration 

ü DNS 

http://10.1.22.99/tabsFrame.html
http://10.1.22.99/tabsFrame.html


Perface 

2 

ü RMON 

6. Alarm  

7. Function Management ü Port Configuration 

ü VLAN 

ü IP Configuration 

ü Port Aggregation 

ü Redundancy 

ü ARP Configuration 

ü ACL Configuration 

ü MAC Address Configuration 

ü IGMP snooping 

ü DHCP Configuration 

ü IEEE802.1X Configuration 

ü PIM
#
 

ü NAT
#
 

ü IGMP
#
 

ü Route
#
 

ü GMRP 

ü Static Route 

ü QoS Configuration 

ü VRRP
#
 

8. Diagnosis ü Log 

ü Port Mirror 

ü LLDP 

ü Trace Route 

ü Ping 

ü IP Source Guard 

ü DDM 

 



Perface 

3 

 

NOTE: 

# The SICOM3432G series does not support this marking function. 

 

Conventions in the manual 

1. Text format conventions 

Format Explanation 

< > The content in < > is a button name. For example, click <Apply> button. 

[ ] The content in [ ] is a window name or a menu name. For example, click [File] menu item. 

{ } The content in { } is a portfolio. For example, {IP address, MAC address} means IP address 

and MAC address is a portfolio and they can be configured and displayed together. 

Ÿ Multi-level menus are separated by ñŸò. For example, Start Ÿ All Programs Ÿ 

Accessories. Click [Start] menu, click the sub menu [All programs], then click the submenu 

[Accessories]. 

/ Select one option from two or more options that are separated by ñ/ò. For example 

ñAddition/Deductionò means addition or deduction. 

~ It means a range. For example, ñ1~255ò means the range from 1 to 255. 

 

2. CLI conventions 

Format Description 

Bold Commands and keywords, for example, show version, appear in bold font. 

Italic Parameters for which you supply values are in italic font. For example, in the 

show vlan vlan id command, you need to supply the actual value of vlan id. 

 

3. Symbol conventions 

Symbol Explanation 

 Caution 

The matters need attention during the operation and configuration, and they are 

supplement to the operation description. 

 Note 
Necessary explanations to the operation description. 
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 Warning 

The matters call for special attention. Incorrect operation might cause data loss 

or damage to devices. 

 

Product Documents 

The documents of SICOM6432G/3432G series industrial Ethernet switches include:  

Name of Document Content Introduction 

SICOM6432G&3432G Series Industrial Ethernet 

Switches Hardware Installation Manual 

Describes the hardware structure, hardware 

specifications, mounting and dismounting methods. 

SICOM6432G&3432G Series Industrial Ethernet 

Switches Web Operation Manual 

Describes the switch software functions, Web 

configuration methods, and steps of all functions. 

 

Document Obtainment 

Product documents can be obtained by: 

ü CD shipped with the device 

ü Kyland website: www.kyland.com 

http://www.kyland.cn/


Perface 

5 

1 Product Introduction 

1.1 Overview 

SICOM6432G/3432G include a series of high-performance industrial Ethernet switches 

developed by Kyland particularly for rail transportation industry. The series devices meet the 

requirements stipulated in the EN50155, EN50121 and other industrial standards. The 

switches support MSTP/RSTP, IEC62439-6 redundancy protocols, guaranteeing the reliable 

operation of the system.  

1.2 Software Features 

SICOM6432G/3432G provides abundant software features, satisfying customers' various 

requirements. 

ü Redundancy protocols: DRP, STP/RSTP, VRRP and MSTP. 

ü Multicast protocols: IGMP Snooping, GMRP̆ PIM-SMȁPIM-DM. 

ü Switching attributes: VLAN, PVLAN, GVRP, QoS, and ARP. 

ü Bandwidth management: port static aggregation, LACP, port rate limiting, and port storm 

suppression. 

ü Security: user management, access management, SSH, SSL, TACACS+, RADIUS, 

IEEE802.1X, ACL, IP Source Guard and Port Isolate. 

ü Synchronization protocols: SNTP, NTP. 

ü Device management: software update, configuration file upload/download, and log record 

and upload. 

ü Device diagnosis: port mirror, LLDP. 

ü Alarm function: power alarm, port alarm, ring alarm, and IP/MAC address conflict alarm. 

ü Network management: management by CLI, Telnet, Web and Kyvision network 

management software, DHCP, and SNMP v1/v2c/v3 network monitoring. 

ü Network related: NAT, DNS. 

ü éé 
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2 Switch Access 

You can access the switch by: 

ü Console port 

ü Telnet/SSH 

ü Web browser 

ü Kyvision management software 

Kyvision network management software is designed by Kyland. For details, refer to its user 

manual. 

2.1 View Types 

When logging into the Command Line Interface (CLI) by the console port or Telnet, you can 

enter different views or switch between views by using the following commands. 

Table 1 View Types 

View Prompt View Type View Function Command for View Switching 

SWITCH # Privileged 

mode 

View recently used commands. 

View software version. 

View response information for ping 

operation. 

Upload/Download configuration file.  

Restore Default configuration. 

Reboot switch. 

Save current configuration. 

Display current configuration. 

Update software. 

Input ñconfigure terminalò to 

switch from privileged mode to 

configuration mode. 

Input ñexitò to return to the 

general mode. 

SWITCĤconfig̃

# 

Configurati

on mode 

Configure all switch functions. Input "exit" or "end" to return to 

the Privileged mode. 

 

When the switch is configured through the CLI, "?" can be used to get command help. In the 

help information, there are different parameter description formats. For example, <1, 255> 
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means a number range; <xx:xx:xx:xx:xx:xx> means a MAC address; <word31> means the 

string range is 1~31. In addition, ŷ and Ź can be used to scroll through recently used 

commands. 

2.2 Switch Access by Console Port 

The console port is an RJ45 interface, and you can access the device in two ways. 

 ̧ DB9-RJ45 console cable 

You can access a switch by its console port and the hyper terminal of Windows OS or other 

software that supports serial port connection, such as HTT3.3. The following example shows 

how to use Hyper Terminal to access switch by console port. 

1. Connect the 9-pin serial port of a PC to the console port of the switch with the 

M12-A-4P-M console cable. 

2. Run the Hyper Terminal in Windows desktop. Click [Start] Ÿ [All Programs] Ÿ 

[Accessories] Ÿ [Communications] Ÿ [Hyper Terminal], as shown in Figure 1. 

 

Figure 1 Starting the Hyper Terminal 

3. Create a new connection "Switch", as shown in Figure 2. 
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Figure 2 Creating a New Connection 

4. Connect the communication port in use, as shown in Figure 3. 

 

Figure 3 Selecting the Communication Port 

 

Note̔ 

To confirm the communication port in use, right-click [My Computer] and click [Property] Ÿ 

[Hardware] Ÿ [Device Manager] Ÿ [Port]. 
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5. Set port parameters (Bits per second: 115200, Data bits: 8, Parity: None, Stop bits: 1, and 

Flow control: None), as shown in Figure 4. 

 

Figure 4 Setting Port Parameters 

6. Click <OK> button to enter the switch CLI. Input default user "adminò, and passwordò123ò 

to enter the privileged mode. You can also input other created users and password, as 

shown in Figure 5. 
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Figure 5 CLI 

 ̧ RJ45 console cable 

1. The PC and the switch can communicate normally; 

2. Input "IP address" in the browser address bar (Default ip: 192.168.1.2). After opening the 

login dialog box, enter the default user name (admin) and default password (123) to 

successfully log in to the device Web management page. 

 

2.3 Switch Access by Telnet 

The precondition for accessing a switch by Telnet is the normal communication between the 

PC and the switch. 

1. Enter "telnet IP address" in the Run dialog box, as shown in Figure 6. The default IP 

address of a Kyland switch is 192.168.0.2. 
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Figure 6 Telnet Access 

 

Note̔ 

To confirm the switch IP address, please refer to ñ7.3 IP Configurationò to learn how to obtain IP 

address. 

    

2. In the Telnet interface, input user "admin", and password "123" to log in to the switch. You 

can also input other created users and password, as shown in Figure 7. 

 

Figure 7 Telnet Interface   

2.4 Switch Access by Web 

The precondition for accessing a switch by Web is the normal communication between the 
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PC and the switch. 

 

Note̔ 

IE8.0 or a later version is recommended for the best Web display results. 

 

1. Input "IP address" in the browser address bar. The login interface is displayed, as shown 

in Figure 8. Input the default user name "admin", password "123", and the Verification. Click 

<Login>. You can also input other created users and password. 

 

Figure 8 Web Login 

Enter the main interface. In the upper right corner, you can switch to the English or Chinese 

Web operation interface. The English login interface is displayed by default. 

 

Note̔ 

To confirm the switch IP address, please refer to ñ7.3 IP Configurationò to learn how to obtain IP 

address. 

 

2. After you log in successfully, there is a navigation tree on the left of the interface, as 

shown in Figure 9. 
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Figure 9 Web Interface 

You can expand or collapse the navigation tree by clicking menu on the navigation tree. You 

can click  to link to Figure 9, and click  to exit the Web interface. 
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3 User 

3.1 User management 

3.1.1 Introduce 

To solve the security problem caused by illegal user access switch, the switch provides the 

function of user hierarchical management, based on different user identity, set different 

permissions to meet the diversify of user permissions control.  

3.1.2 Web Configuration 

1. Create a new user, as shown below. 

  

Figure 10 Create a new user 
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Add a new user in the user name formula bar, configure different user levels, and max 20 

users can be created.  

User name 

Configuration range̔1~31 characters 

Function̔configure user name. 

User level 

Configuration range̔0~15 

Function̔Configure the user's permission level. Users with different permission levels have 

different access permissions.  

Password 

Configuration range̔0~31 characters 

Function̔configure user login password. 

2. Edit user configuration, as shown below. 

  

Figure 11 Edit user configuration 
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Check the user who needs to be edited, click <Edit> button to midify the password and 

permission levels of user. 

Click <Del> button to delete the current user. 

 

Note̔ 

ü The default user admin canôt be deleted: 

 

3. Configure groups privilege level, as shown below. 

 

Figure 12 Configure groups privilege level 
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Group Name 

Configuration options: All functional groups 

Function: Select the switch function group for the operation  

Read Level 

Configuration options: 0-15 

Default configuration: 5 

Function: Configure the level at which the current function group can be viewed by the user. 

Different levels of function groups have different permission level requirements for user 

viewing. 

Config Level 

Configuration options: 0-15 

Default configuration: 10 

Function: Configure the level at which the current function group can be operated by the user. 

Different levels of function groups have different permission level requirements for user 

operations. 

 

Note̔ 

When the user privilege level is same or greater than a group privilege level, the user can 

access or configure the group. The access or configure right is based on the user privilege 

level. 

 

3.2 Auth Type 

Configure access mode to switch, authentication mode and authentication order, as shown 

below. 

http://10.1.22.99/tabsFrame.html
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Figure 13 Authentication Login Configuration 

Service Type 

Configuration options: Web/Console/Telnet/SSH 

Function: Select access mode to switch. 

Authentication1/ Authentication2/ Authentication3 

Configuration options: --/local/tacacs/radius 

Default configuration: local 

Function: The methods from left to right are Authentication1, Authentication2, and 

Authentication3. Select the order of authentication. Authentication method 1 is first 

performed. If the authentication fails, authentication method 2 is conducted. If both 

authentications method 1 and authentication method 2 fail, authentication method 3 is 

conducted. 

Description: -- means authentication is disabled and login is not possible. local means using 

username and password set in local to perform authentication. tacacs means using the 

username and password set in TACACS+ server for authentication. radius means using the 

username and password set in RADIUS server for authentication. 

 

Caution: 

If tacacs/radius is selected for Authentication1 and Authentication 2, it is recommended to 

configure Authentication 3 as local. This will enable the management client to login switch vis 

the local user if none of the configured remote authentication servers are alive. 
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4 System 

4.1 Basic Information 

System information includes Device Type, Device Name, MAC Address, Hardware Version, 

Logic Version, Software Version, Code Date, CPU Used, Memory Used, System Date, 

ystem Uptime, Contact and Location, as shown below.   

 

Figure 14 Basic Infomation 

4.2 Config Management 

1. Save the current configuration information, as shown in the following figure. 

  

Figure 15 Save the current configuration 

http://10.1.22.99/tabsFrame.html
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2. Restore the factory configuration, as shown below. 

  

Figure 16 Restore the factory configuration 

 

3. Configuration Export. Download the file from the switch to the local / server, as shown in 

Figure 17 - Figure 19. 
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Figure 17 Export Configuration File-HTTP 
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Figure 18 Export Configuration File ïFTP 

Server IP address 

Format: A.B.C.D  

Description: Configure the IP address of the FTP server. 

Server file name 

Configuration range: 1~63 characters 

Description: Configure the configuration file name stored on FTP server. 

{ User name, Password } 

Configuration range: { 1~63 characters, 1~63 characters } 

Description: Input the user name and password created on FTP server. 
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Caution: 

ü Transmission file by FTP, you need to configure FTP user name, password, and FTP server 

IP address. 

ü In the file transmission process, keeps the FTP server running. 

 

 

Figure 19 Export Configuration File-TFTP 

You can save a file in the switch to the local /server. running-config is the current running 

configuration file of the switch, and startup-config is the switch startup file. Select a file and 

click < Export> to save the file to the local/server. 

4. Configuration Update. Download the configuration file from local /server to switch as a 
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new startup file for the switch, as shown in Figure 20 -Figure 22. 

  

Figure 20 Download Configuration File-HTTP 
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Figure 21 Download Configuration File-FTP 

Server IP address 

Configuration Format: A.B.C.D  

Description: Configure the IP address of the FTP server. 

Server file name 

Configuration range: 1~63 characters 

Description: Configure the firmware update file name stored on FTP server. 

{ User name, Password } 

Configuration range: { 1~63 characters, 1~63 characters } 

Description: Input the user name and password created on FTP server. 

 

Caution̔ 

üWhen using FTP to transfer files, you need to configure the FTP user name, password, and 

FTP server IP address and file name.. 
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üIn the file transmission process, keep FTP server software running. 

 

  

Figure 22 Download Configuration File-TFTP 

You can download the configuration file from local /server to switch as a new startup file for 

the switch. The new startup file will replace the original startup-config file. Click <Update> 

to download the configuration file from local /server to switch. 

4.3 Clock management 

1. Set DST, as shown below. 

In order to make full use of daylight and save energy in summer, you can use DST̂DST: 

Daylight Saving Timẽ. DST configuration is divided into recurring and non-recurring 

configuration.  
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Figure 23 recurring configuration 
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Figure 24 Non-recurring configuration 

Time zone 

Function̔select local time zone. 

DST status 

Configuration options̔disable/recurring/non-recurring 

Default configuration̔disable 

Function̔Whether enable daylight saving time, after enable, select DST mode, recurring 

mode by year.  

Start time/end time 

Function a̔fter enabling DST, set the time range of DST. Non-recurring mode configure year, 

month, day, hour and minute to appoint the operation range of DST, as shown Figure 23 set 

DST between 00:00 on 1 January in 2014 and 23:59 on 1 July in 2097. Recurring mode 
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configure month, week, date, hour and minute to appoint the operation range of DST per 

year, as Figure 22 set DST between 00:00 on the first Monday in January and 23:59 on the 

first Monday in July per year.  

Offset 

Configuration range̔1~1439min 

Default configruation̔1min 

Function̔configurate DST offset, that is start time of DST, and advanced time.  

 

Caution̔ 

ü The start time and end time should be different: 

ü The start time is non-DST time, the end time is DST time. 

 

Example̔the DST time from 10:00:00 on April 1 to 9:00:00 on October 1, so the DST offset 

is 60 minȂ 

Non-DST time runs to 10: 00: 00 on April 1 and jumps directly to 11: 00: 00 DST to begin 

DST. When DST runs to 9: 00: 00 on October 1, it returns to 8: 00: 00 non-DST.  

2. NTP configuration 

NTP (network time protocol) is used to synchronize time between the distributed time server 

and the client. NTP can synchronize the clock of all devices with clock in the network, so that 

the clock of all devices in the network is same. So that the device can provide a variety of 

applications based on the same time. For the local system running NTP, it can receive 

synchronization from other clock sources or synchronize other clocks as clock sources.  
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Figure 25 NTP configuration 

NTP status 

Configuration options̔enable/disable 

Default configuration̔disable 

Function̔Whether enable global NTP services.  

 

Caution̔ 

ü NTP and SNTP protocol mutually exclusive. Because NTP and SNTP use the same UDP 

port , both cannot be enabled at the same time̕ 

ü When NTP services are disable, NTP services can be configured and saved, that is, the 

enable or disable NTP services does not affect the configuration of NTP services. 
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Server address 1/ server address 2/ server address 3/ server address 4/ server 

address 5 

Configuration format̔A.B.C.D 

Function̔Configure the IP address of the NTP server, and the client will calibrate time 

according to NTP serverôs message.  

3. SNTP configuration 

SNTP̂ Simple Network Time Protocol p̃rotocol calibrates time by requesting and responding 

between the server and the client. The switch as a client calibrate the time according to the 

server's message.  

 

Caution̔ 

ü When the switch enables SNTP, the SNTP server should be active.  

ü The time information in SNTP protocol is standard time information of the 0 time zone.  
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Figure 26 SNTP configuration 

SNTP status 

Configuration options̔enable/disable 

Default configuration̔diable 

Function̔Whether enable SNTP. 

Server address 

Configuration format̔A.B.C.D 

Function̔Configure the IP address of the SNTP server, and the client will calibrate time 

according to the servierôs message.  

4. Check if the switch time is synchronized with server time. 

Click on the navigation tree [system] Ÿ [basic information] to view system time information, 



System 

33 

as shown below. 

 

Figure 27 view clock informaton 

View switch time information according to server time, time zone and DST configuration.  

4.4  Software update 

Switches can achieve better performance by upgrading software versions. This series of 

switch upgrades include boot version upgrade and software version upgrade, first upgrade 

the boot version then upgrade the software version, only the software version is  upgraded 

when the boot version remains the same. The software version can be upgraded through the 

Local/FTP/TFTP protocol. 

4.4.1 Local update 

1. Local upgrade software, as shown below. 
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Figure 28 upgrade software-Local 

Upgrade way 

Configuration options̔upgrade from local/upgrade from FTP server/ Upgrade From TFTP 

Server  

Function̔select upgrade way. 

Upgrade target 

Configuration options̔software version/Boot version 

Function̔select upgrade target. 

Upgrade mode 

Configuration options̔primary partition/backup partition 

Description t̔wo versions of software can be downloaded, the two versions can be the same 

or different. 

2. After upgrading successfully, as shown in figure 28, activate the software version and 
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restart the device, then check if the software version is the upgraded version in the system 

information. 

  

Figure 29 upgrade successfully 

 

Warning̔ 

ü After the software upgrade is successful, you must activate the software version and restart 

the device before the software version can take effect;  

ü Cannot restart switch after upgrade failure, avoid version file loss and device can not start 

normally. 

4.4.2 FTP upgrade 

Install an FTP server. The following uses WFTPD software as an example to introduce FTP 

server configuration and software update. 

1. Click [Security] Ÿ [Users/Rights]. The "Users/Rights Security Dialog" dialog box is 
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displayed. Click <New User> to create a new FTP user, as shown in Figure 30. Create a 

user name and password, for example, user name "admin" and password "123". Click 

<OK>. 

 

 

Figure 30 Creating a New FTP User 

2. Input the storage path of the update file in "Home Directory", as shown in Figure 31. Click 

<Done>. 
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Figure 31 File Location 

3. Click [System] Ÿ [Software Update] in the navigation tree to enter the software update 

page, as shown in Figure 32. Enter the IP address of FTP server, FTP user name, password, 

and file name on the server. Click <Update>. 
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Figure 32 Software Update by FTP  

Upgrade Way 

Configuration options:Upgrade From Local / Upgrade From FTP Server/ Upgrade From 

TFTP Server  

Explanation: Select upgrade mode 

UpgradeTarget 

Configuration options: Appication/Bootloader 

Function: Select the upgrade target. 

Upgrade Mode 

Configuration options:Primary Partition/Backup Partition 

Description: Two firmware versions can be downloaded to the switch, and they can be 

the same or different. 
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Warning: 

ü The file name must contain an extension. Otherwise, the update may fail. 

 

4. Make sure the normal communication between the FTP server and the switch, as shown 

below. 

 

Figure 33 Normal Communication between FTP Server and Switch 

 

Caution̔ 

To display update log information as shown in Figure 33, you need to click [Logging] Ÿ [Log 

Options] in WFTPD and select Enable Logging and the log information to be displayed. 

 

5. Wait for the update to complete, as shown in Figure 34; 
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Figure 34 Waiting for the Update to Complete 

6. When the update is completed, please reboot the device and open the Switch Basic 

Information page to check whether the update succeeded and the new version is active. 

 

Warning̔ 

üIn the software update process, keeps the FTP server software running. 

üWhen update completes, reboot the device to activate the new version. 

üIf update fails, do not reboot the device to avoid the loss of software file and startup anomaly. 

 

4.4.3 TFTP upgrade 

Install TFTP server. The following uses TFTPD software as an example to introduce TFTP 

server configuration. 
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Figure 35  TFTP Server Configuration 

1. In "Current Directory", select the storage path of update file on server. Enter the server IP 

address in "Server interface". 

2. Click [System] Ÿ [Software Update] in the navigation tree to enter the software update 

page, as shown below. Enter the IP address of the TFTP server and file name on server. 

Click <Update>, and wait for update to complete. 


































































































































































































































































































































































































































































































































































































































































