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1. Introduction 

The NPort 6000 Series of secure serial device servers has many exceptional features. Over 20 models 

comprise the NPort 6000 Series. The major differences between the models are the number of ports and the 

type of network connection employed. All instructions and information presented for the NPort 6000 apply to 

all models in the series. Any differences between models will be specified. Please refer to the Product 

Selection Chart section in this chapter for details on differences between models in the series. 

Overview 
The NPort 6000 can connect any serial device to an Ethernet network and supports many different operation 

modes. In particular, the NPort 6000 also supports Secure TCP Server, Secure TCP Client, Secure Pair-

Connection, and Secure Real COM modes for security-critical applications, such as banking, telecom, access 

control, and remote site management. For firmware v1.14 and above, the NPort 6000 Series enhances its 

features based on the industry standard IEC 62443: more secure protocols supported, authentication 

control, more complex data encryptions, and so on. 

The NPort 6000’s Any Baudrate feature, which is based on Moxa’s UART IC, allows the use of nonstandard 

baudrates. For example, a baudrate of 500 kbps may be required for some special applications. Many device 

servers can only be configured for a baudrate of 460.8 kbps, resulting in an error rate of 7.84%. For serial 

communication, the acceptable margin of error is only 3%. The NPort 6000 allows you to configure the 

baudrate more accurately, and it can be configured to transmit serial data at a rate of 491.5 kbps. This is 

only a 1.7% margin of error, which is well within the acceptable margin for serial data. 

For some applications, data must be delivered reliably even if communication is disrupted. The NPort 6000 

provides a powerful function to ensure that data is buffered in case of a communication failure. When a 

communication failure occurs, the data is stored in the NPort 6000. Upon resumption of communication, the 

buffered data will be sent to the destination. The default size of the port buffer is 64 KB for each port. For 

the NPort 6610, NPort 6250, NPort 6450, and NPort 6650, users may increase the buffer size by using an 

external SD card. 

Package Checklist 
Each NPort 6000 serial device server is shipped in a separate box, which also includes several standard 

accessories. In addition, several optional accessories can be ordered separately. When you receive your 

shipment, please check the contents of the box carefully and notify your Moxa sales representative if any of 

the items are missing or appear to be damaged. 

NPort 6610/6650 

Six models of the NPort 6610 and eleven models of the NPort 6650 are available: 

Model Name Number of Serial Ports Power Requirements 

NPort 6610-8 8 

RS-232 100 to 240 VAC, power cord NPort 6610-16 16 

NPort 6610-32 32 

NPort 6610-8-48V 8 

RS-232 
±48 VDC (20 to 72 VDC, -20 to -72 VDC), 

terminal block 
NPort 6610-16-48V 16 

NPort 6610-32-48V 32 

NPort 6650-8/ 

NPort 6650-8-T 
8 

RS-232/422/485 100 to 240 VAC, power cord NPort 6650-16/ 

NPort 6650-16-T 
16 

NPort 6650-32 32 
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Model Name Number of Serial Ports Power Requirements 

NPort 6650-8-48V 8 

RS-232/422/485 
±48 VDC (20 to 72 VDC, -20 to -72 VDC), 

terminal block 
NPort 6650-16-48V 16 

NPort 6650-32-48V 32 

NPort 6650-8-HV-T 8 

RS-232/422/485 88 to 300 VDC terminal block NPort 6650-16-HV-T 16 

NPort 6650-32-HV-T 32 

Standard Accessories for the NPort 6610 and NPort 6650 

• 1 NPort 6600 device server 

• CBL-RJ45M9-150: 8-pin RJ45 to DB9 male connection cable, 150 cm 

• Power cord (AC models only) 

• 2 rackmount ears 

• Quick installation guide (printed) 

• Warranty card 

Cable Accessories for the NPort 6610 and NPort 6650 (can be purchased separately) 

• CBL-RJ45M9-150 (8-pin RJ45-to-male DB9 cable; 150 cm) 

• CBL-RJ45F9-150 (8-pin RJ45-to-female DB9 cable; 150 cm) 

• CBL-RJ45M25-150 (8-pin RJ45-to-male DB25 cable; 150 cm) 

• CBL-RJ45F25-150 (8-pin RJ45-to-female DB25 cable; 150 cm) 

Extension Modules for the NPort 6450 and NPort 6600 (can be purchased separately) 

• NM-TX01/NM-TX01-T: Network module with one 10/100BaseTX Ethernet port (RJ45 connector; 

supports cascade redundancy) 

• NM-TX02/NM-TX02-T: Network module with two 10/100BaseTX Ethernet ports (RJ45 connector; 

supports cascade redundancy) 

• NM-FX01-S-SC/NM-FX01-S-SC-T: Network module with one 100BaseFX single-mode fiber port (SC 

connector; supports cascade redundancy) 

• NM-FX02-S-SC/NM-FX02-S-SC-T: Network module with two 100BaseFX single-mode fiber ports (SC 

connectors; supports cascade redundancy) 

• NM-FX01-M-SC/NM-FX01-M-SC-T: Network module with one 100BaseFX multimode fiber port (SC 

connector; supports cascade redundancy) 

• NM-FX02-M-SC/NM-FX02-M-SC-T: Network module with two 100BaseFX multimode fiber ports (SC 

connectors; supports cascade redundancy) 

NPort 6150, NPort 6250, and NPort 6450 

One model of the NPort 6150, three models of the NPort 6250, and one model of the NPort 6450 are 

available: 

Model Name Number of Serial Ports Power Requirements 

NPort 6150/6150-T 1 100-240 VAC, adapter 

NPort 6250/6250-T 2 100-240 VAC, adapter 

NPort 6250-M-SC/6250-M-SC-T 2 100-240 VAC, adapter 

NPort 6250-S-SC/6250-S-SC-T 2 100-240 VAC, adapter 

NPort 6450/6450-T 4 100-240 VAC, adapter 

Standard Accessories for the NPort 6150 and NPort 6250 

• Quick installation guide (printed) 

• Power adapter (standard temp. models only) 

• Warranty card 

• 2 attachable wall-mount ears 

DIN-Rail Accessories for the NPort 6150, NPort 6250, and NPort 6450 (can be purchased 

separately) 

• DK-35A DIN-rail mounting kit (35 mm) 

• DIN-rail power supply 
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Product Features 
All models in the NPort 6000 Series have the following features: 

• Secure data access modes, including Secure Real COM, Secure TCP Server, Secure TCP Client, and 

Secure Pair Connection 

• Versatile socket-operating modes, including TCP Server, TCP Client, UDP, and Real COM driver 

• Port-buffering function to prevent loss of serial data when communication is disrupted 

• Enhanced remote configuration with HTTPS and SSH 

• Definable multi-user account management 

• High Secure Mode is supported to disable less secure protocols and cipher suites as well as enforce the 

longest key length for data encryptions 

• Port speeds of up to 921.6 kbps 

• Redundant Ethernet Ring capability (STP, RSTP, Turbo Ring, and Turbo Ring 2) 

• Any baudrate feature for easy configuration for custom baudrates 

Product Selection Chart 
The following table shows the main differences between the NPort 6000 models: 

Product 
Serial 

ports 

Serial 

interface 
Power Casing 

Built-in 

network 

interface 

Optional 

network 

modules 

Configurable 

alarm LED 

and relay 

output 

SD 

card 

slot 

6150/ 

6150-T 
1 

RS-232, 

RS-422, 

RS-485 

12 to 48 

VDC 

Aluminum  

(1 mm) 
Ethernet – – – 

6250/ 

6250-T 
2 

RS-232, 

RS-422, 

RS-485 

12 to 48 

VDC 

Aluminum  

(1 mm) 
Ethernet – – yes 

6250-M-SC/ 

6250-M-SC-

T 

2 

RS-232, 

RS-422, 

RS-485 

12 to 48 

VDC 

Aluminum  

(1 mm) 

Multimode 

Fiber 
– – yes 

6250-S-SC/ 

6250-S-SC-T 
2 

RS-232, 

RS-422, 

RS-485 

12 to 48 

VDC 

Aluminum  

(1 mm) 

Single-

mode  

Fiber 

– – yes 

6450/ 

6450-T 
4 

RS-232, 

RS-422, 

RS-485 

12 to 48 

VDC 

Aluminum  

(1 mm) 
Ethernet yes yes yes 

6610-8 8 RS-232 
100-240 

VAC 

SECC sheet 

metal (1 mm) 
Ethernet yes yes yes 

6610-16 16 RS-232 
100-240 

VAC 

SECC sheet 

metal (1 mm) 
Ethernet yes yes yes 

6610-32 32 RS-232 
100-240 

VAC 

SECC sheet 

metal (1 mm) 
Ethernet yes yes yes 

6610-8-48V 8 RS-232 ±48 VDC 
SECC sheet 

metal (1 mm) 
Ethernet yes yes yes 

6610-16-48V 16 RS-232 ±48 VDC 
SECC sheet 

metal (1 mm) 
Ethernet yes yes yes 

6610-32-48V 32 RS-232 ±48 VDC 
SECC sheet 

metal (1 mm) 
Ethernet yes yes yes 

6650-8/ 

6650-8-T 
8 

RS-232, 

RS-422, 

RS-485 

100-240 

VAC 

SECC sheet 

metal (1 mm) 
Ethernet yes yes yes 

6650-16/ 

6650-16-T 
16 

RS-232, 

RS-422, 

RS-485 

100-240 

VAC 

SECC sheet 

metal (1 mm) 
Ethernet yes yes yes 
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Product 
Serial 

ports 

Serial 

interface 
Power Casing 

Built-in 

network 

interface 

Optional 

network 

modules 

Configurable 

alarm LED 

and relay 

output 

SD 

card 

slot 

6650-32 32 

RS-232, 

RS-422, 

RS-485 

100-240 

VAC 

SECC sheet 

metal (1 mm) 
Ethernet yes yes yes 

6650-8-48V 8 

RS-232, 

RS-422, 

RS-485 

±48 VDC 
SECC sheet 

metal (1 mm) 
Ethernet yes yes yes 

6650-16-48V 16 

RS-232, 

RS-422, 

RS-485 

±48 VDC 
SECC sheet 

metal (1 mm) 
Ethernet yes yes yes 

6650-32-48V 32 

RS-232, 

RS-422, 

RS-485 

±48 VDC 
SECC sheet 

metal (1 mm) 
Ethernet yes yes yes 

NPort 6650-

8-HV-T 
8 

RS-232, 

RS-422, 

RS-485 

88-300 

VDC 

SECC sheet 

metal (1 mm) 
Ethernet yes yes yes 

NPort 6650-

16-HV-T 
16 

RS-232, 

RS-422, 

RS-485 

88-300 

VDC 

SECC sheet 

metal (1 mm) 
Ethernet yes yes yes 

NPort 6650-

32-HV-T 
32 

RS-232, 

RS-422, 

RS-485 

88-300 

VDC 

SECC sheet 

metal (1 mm) 
Ethernet yes yes yes 

 



 

 

NPort 6000 Series User Manual 11 

2. Getting Started 

This chapter covers the hardware installation of the NPort 6000. Software installation is covered in the next 

chapter. 

Panel Layout 

NPort 6150/6250 

NPort 6150 NPort 6250 
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NPort 6450 

 

 NOTE 

 The LCD panel is only available with standard temperature models. 
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NPort 6610/6650 

 

 NOTE 

 The LCD panel is only available with standard temperature models. 
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Panel, DIN-rail, and Rack-mounting 

Wall or Cabinet Mounting 

The NPort 6150, 6250, and 6450 device servers have built-in “ears” for attaching the device 

server to a wall or the inside of a cabinet. We suggest using two screws per ear to attach 

the device servers to a wall or the inside of a cabinet. The heads of the screws should be 

less than 6.0 mm in diameter, and the shafts should be less than 3.5 mm in diameter, as 

shown in the figure at the right. 

 

 

NPort 6150 

 

NPort 6250 NPort 6450 

  

 

DIN-rail Mounting 

DIN-rail attachments can be purchased separately to attach the NPort 6150, 6250, and 6450 to a DIN-rail. 

When snapping the attachments to the DIN-rail, make sure that the stiff metal springs are at the top. 

NPort 6150 NPort 6250 NPort 6450 

  

 

Rack-mounting 

Use four screws to attach the NPort 6610/6650 to a standard rack. 

NPort 6610/6650 
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Connecting the Hardware 
This section describes how to connect the NPort 6000 to serial devices for the first time. 

Wiring Requirements 

 ATTENTION 

 Disconnect the power before installing and wiring 

 Disconnect the power cord before installing and/or wiring your NPort 6000. 

 Do not exceed the maximum current for the wiring 

 Determine the maximum possible current for each power wire and common wire. Observe all electrical 

codes dictating the maximum current allowable for each wire size. 

 If the current exceeds the maximum rating, the wiring could overheat, causing serious damage to your 

equipment. 

 Server may get hot; use caution when handling 

 Use caution when handling the NPort 6000 after it has been plugged in. The internal components generate 

heat, and the casing may get too hot to touch. 
 

You should also heed the following guidelines: 

• Use separate paths to route wiring for power and devices. If power-wiring and device-wiring paths must 

cross, make sure the wires are perpendicular at the intersection point. 

 NOTE 

 Do not run signal or communication wiring and power wiring in the same wire conduit. To avoid 

interference, wires with different signal characteristics should be routed separately. 
 

• The type of signal transmitted through a wire should determine which wires should be kept separate. 

The rule of thumb is that wires sharing similar electrical characteristics may be bundled together. 

• Keep input wiring and output wiring separately. 

• It is good practice to label the wiring to all devices in the system. 

Connecting the NPort 6600 VDC’s Power 

To connect the NPort 6600-32/16/8-48V’s power cord with its terminal block, follow the steps given below: 

 

1. Loosen the screws on the V+ and V- terminals of the NPort 6600 VDC’s terminal 
block. 

2. Connect the power cord’s VDC wire to the terminal block’s V+ terminal and the 
power cord’s DC Power Ground wire to the terminal block’s V- terminal; then, 
tighten the terminal block screws. (Note: The NPort 6600 VDC can still operate 
even if the DC and DC Power Ground are reversed.) 

If the power is properly supplied, the “Ready” LED will glow solid red until the system is ready, at which 

time the “Ready” LED will change to green. 

 NOTE 

 You should use 8 kg-cm of screw torque and 22-14 AWG of suitable electric wire to connect the NPort 

6600 VDC’s power cord to its terminal block. 
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Grounding the NPort 6600 VDC 

Grounding and wire routing helps limit the effects of noise because of electromagnetic interference (EMI). 

Run the ground connection from the ground screw to the grounding surface before connecting devices.  

 

The Shielded Ground (sometimes called Protected Ground) contact is the second 

contact from the right of the 5-pin power terminal block connector on the rear panel of 

the NPort 6600 VDC. Connect the SG wire to the earth ground. 

 ATTENTION 

 This product is intended to be mounted to a well-grounded mounting surface such as a metal panel. 
 

Connecting to the Network 

Connect one end of the Ethernet cable to the NPort 6000’s 10/100M Ethernet port and the other end of the 

cable to the Ethernet network. If you are using a fiber-port version of the NPort 6000, connect the fiber 

cable from the Ethernet network to the NPort 6000’s fiber port.  

If the cable is properly connected, the NPort 6000 will show a valid connection to the Ethernet as follows: 

• The Ethernet LED glows solid green when connected to a 100 Mbps Ethernet network. 

• The Ethernet LED glows solid orange when connected to a 10 Mbps Ethernet network. 

• The Ethernet LED flashes when Ethernet packets are being transmitted or received. 

Connecting to a Serial Device 

Connect the serial data cable between the NPort 6000 and the serial device. Serial data cables are available 

as optional accessories. 

LED Indicators 

The LED indicators on the front panel of the NPort 6000 are described in the following table. 

LED Name LED Color LED Function 

PWR Red Power is being supplied to the power input. 

Ready 

Red 

Steady on: Power is on, and the NPort 6000 is booting up. 

Blinking: An IP conflict occurs, or the DHCP or BOOTP server does not 

respond properly. 

Green 

Steady on: Power is on, and the NPort 6000 is functioning normally. 

Blinking: The device server has been located by the NPort Search 

Utility. 

Off Power is off, or there is a power error condition. 

Link 

Orange The NPort 6000 is connected to a 10-Mbps Ethernet connection. 

Green The NPort 6000 is connected to a 100-Mbps Ethernet connection. 

Off The Ethernet cable is disconnected or has a short. 

P1 to P16 in-use LED 
Green Server-side software has opened the serial port. 

Off Server-side software did not open the serial port. 

P1, P2, P3, P4 

(6150/6250/6450) 

Orange The serial port is receiving data. 

Green The serial port is transmitting data. 

Off No data is being transmitted or received through the serial port. 

P1 to P16 Tx 

(6610/6650) 

Green The serial port is transmitting data. 

Off Data is not being transmitted through the serial port. 

P1 to P16 Rx 

(6610/6650) 

Orange The serial port is receiving data. 

Off No data is being received through the serial port. 
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NPort 6450 (Revision before v1.7.1) 

 

NPort 6450 DIP Switches (Revision v1.8.0 and after) 

 

SW 1 2 3 

Pull High Pull Low Terminator 

ON 1 Kǹ 1 Kǹ 120 ǹ 

OFF 150 Kǹ 150 Kǹ – 
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NPort 6650 DIP Switches 

 

SW 1 2 3 

Pull High Pull Low Terminator 

ON 1 Kǹ 1 Kǹ 120 ǹ 

OFF 150 Kǹ 150 Kǹ – 
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 NOTE 

 DISCLAIMER: Please note that the above information and guide (the “information”) are for your reference 

only. We do not guarantee a cyberthreat-free environment. These guidelines are to increase the security 

level to defend against cyberintrusions and do not guarantee that the above information will meet your 

specific requirements. The above information is provided “as-is”, and we make no warranties, express, 

implied or otherwise, regarding its accuracy, completeness, or performance. 
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1. From the Windows desktop, select Start -> Run and type the following in the Run window: 

telnet 192.168.127.254 

If your IP address is different from the default setting, use your IP address instead. Click OK. 

 

2. The console terminal type selection is displayed as shown. Enter 1 for ansi/vt100 and press ENTER to 

continue. 

 

3. You will be asked to enter the username and password to access the NPort 6000 device. If you're 

accessing the NPort the first time, the default username is admin and the default password is moxa. 

Press ENTER to proceed. 
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4. Press N or use the arrow keys to select Network and then press ENTER. 

 

5. Press B or use the arrow keys to select Basic and then press ENTER. 

 

6. Use the arrow keys to move the cursor to IP address. Use the DELETE, BACKSPACE, or SPACE keys 

to erase the current IP address; then, type in the new IP address and press ENTER. Note that if you are 

using a dynamic IP configuration (BOOTP, SHCP, etc.), you will need to go to the IPv4 Configuration 

Field (or IPv6 Configuration Field) and press ENTER to select the appropriate configuration. 
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7. Press ESC twice to return to the previous page. Press Y to confirm the modification.  

 

8. Press ESC to return to the previous page. 

9. Press A or use the arrow keys to select Save and then press ENTER. Press ENTER again to confirm the 

save command. 

 

10. Press R or use the arrow keys to select Restart and then press ENTER.  

 

11. Press S or use the arrow keys to select System; then press ENTER to restart the NPort 6000.  
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6. If you are using the NPort 6610/6650, you may power it up at this point. If you are using the NPort 

6150, 6250, or 6450, hold down the grave accent key (`) while powering it up, as shown below. Note 

that the grave accent key (sometimes called backwards apostrophe) is NOT the apostrophe key—it is 

the key usually found next to the number 1 key. 

 

The NPort 6000 will then automatically switch from data mode to console mode. 

7. If the NPort 6000 has been set up for password protection, you will be prompted to enter the password. 

After you enter the password, or if password protection is not enabled, you will be prompted to select 

the terminal mode. Press 1 for ansi/vt100 and then press ENTER. 
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8. The main menu should come up. Once you are in the console, you may configure the IP address 

through the Network menu item, just as with the Telnet console. Please refer to steps 4 to 11 in the 

Telnet Console section to complete the initial IP configuration. 
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Real COM and Secure Real COM Modes 

 

The NPort 6000 comes bundled with Real COM drivers for Windows systems and TTY drivers for Linux 

systems. Real COM mode includes optional data encryption, using TLS.  

In Real COM mode, the bundled drivers can establish a transparent connection between a host and a serial 

device by mapping the serial port on the NPort 6000 to a local COM/TTY port on the host computer. Real 

COM mode supports up to eight simultaneous connections that enable multiple hosts to simultaneously 

collect data from the same serial device. 

One of the major conveniences of using Real COM mode is that it allows you to use software that was 

written for pure serial communication applications. The Real COM driver intercepts data sent to the host’s 

COM port, packs it into a TCP/IP packet, then redirects it through the host’s Ethernet card. At the other end 

of the connection, the NPort 6000 accepts the Ethernet frame, unpacks the TCP/IP packet, and then 

transparently sends the data through the serial port to the attached serial device. 

 ATTENTION 

 Real COM mode allows several hosts to have access control over the same NPort 6000. The drivers that 

come with your NPort 6000 control host access by checking the host’s IP address. Please refer to the 

Accessible IP List section in Chapter 10, System Configuration Settings, for more details. 
 

Reverse Real COM Mode 

Real COM mode will not work when the NPort 6000 is using a private IP address, or if the NPort 6000 is in a 

dynamic IP address environment. In either of these cases, the remote host/server cannot connect to the 

NPort 6000. 

Private IP address application 
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Dynamic IP address application 

 

Reserve Real COM mode is an innovative operation mode developed by Moxa. It allows NPort 6000 terminal 

servers to achieve the same effect as Real COM mode, but without needing to apply for a public IP address. 

In other words, Reverse Real COM mode can be used even if the NPort is using a private IP address or is 

being used in a dynamic IP address environment. 

In Reserve Real COM mode, the NPort 6000 will actively start a connection to the remote host/server that is 

listed in the destination IP field after it boots up. 

RFC2217 Mode 

RFC-2217 mode is similar to Real COM mode. That is, a driver is used to establish a transparent connection 

between a host computer and a serial device by mapping the serial port on the NPort 6000 to a local COM 

port on the host computer. RFC2217 defines general COM port control options based on the Telnet protocol. 

Third- party drivers supporting RFC-2217 are widely available on the Internet and can implement Virtual 

COM mapping to your NPort 6000 serial port(s). 

Socket Applications 
For socket applications, the NPort 6000 offers the following modes: TCP Server/Secure TCP Server, TCP 

Client/ Secure TCP Client, and UDP. 

TCP Server and Secure TCP Server Modes 

 

In TCP Server mode, the serial port on the NPort 6000 is assigned a port number which must not conflict 

with any other serial port on the NPort 6000. The host computer starts contact with the NPort 6000, 

establishes the connection, and receives data from the serial device. This operation mode also supports up 

to eight simultaneous connections, enabling multiple hosts to collect data from the same serial device at the 

same time. 

As illustrated in the figure, data transmission proceeds as follows: 

1. The host requests a connection from the NPort 6000, which is configured for TCP Server mode. 

2. Once the connection is established, data can be transmitted in both directions between the host and the 

NPort 6000. 

TCP Server mode supports optional data encryption using TLS. 
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TCP Client and Secure TCP Client Modes 

 

In TCP Client mode, the NPort 6000 can actively establish a TCP connection to a predefined host computer 

when serial data arrives. After the data has been transferred, the NPort 6000 can automatically disconnect 

from the host computer by using the inactivity time settings. 

As illustrated in the figure, data transmission proceeds as follows: 

1. The NPort 6000, configured for TCP Client mode, requests a connection from the host. 

2. Once the connection is established, data can be transmitted in both directions between the host and the 

NPort 6000. 

TCP Client mode includes optional data encryption using TLS. 

UDP Mode 

 

Compared to TCP communication, UDP is faster and more efficient. In UDP mode, you can unicast or multi-

unicast data from a serial device to one or multiple host computers; and the serial device can receive data 

from one or multiple host computers. These traits make UDP mode especially suited for message display 

applications. 
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Pair Connection and Secure Pair Connection 
Modes 

 

In Pair Connection mode, two NPort 6000 servers work together to remove the 15-meter distance limitation 

imposed by the RS-232 interface. One server is arbitrarily designated the master and the other as the 

slave—it does not matter which is which if there is one of each. One server is connected from its RS-232 

port to the COM port of a PC or another type of computer, such as a handheld PDA that has a serial port; 

the other server is connected to the serial device through its RS-232 port. 

The two servers are then connected to each other over the network. 

Ethernet Modem Mode 

 

Ethernet Modem mode is designed for use with legacy operating systems, such as MS-DOS, that do not 

support TCP/IP Ethernet. By connecting the properly configured NPort 6000 serial port to the MS-DOS 

computer’s serial port, it is possible to use legacy software to transmit data over the Ethernet if the 

software is originally designed to transmit data over a modem. 
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Terminal Applications 

 

Terminal applications involve connecting terminals to UNIX or Windows servers over a network. A terminal 

connects to the appropriately configured serial port the NPort 6000, and the NPort 6000 transmits 

information to and from a UNIX or Windows server over the network through its Ethernet port. You may 

need to check with your network administrator to determine the appropriate terminal mode. All terminal 

modes support fast keys as used in many terminal applications.  

Please refer to Chapter 8, Configuring Serial Port Operation Modes, for detailed information and 

configuration instructions. 

Terminal ASCII Mode 

Terminal ASCII mode can handle up to 8 sessions per port with the ability to switch between sessions on 

the same terminal. This mode is used for text-based terminals with no file-transfer capability or encryption. 

Terminal BIN Mode 

Terminal BIN mode allows one session per port and is used for terminal applications that include file-

transfer features. 

SSH Mode 

SSH mode allows one session per port and is used for secure terminal applications that abide by the SSH 

protocol. 
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Reverse Terminal Applications 

 

Reverse terminal applications are like terminal applications in that they involve using the NPort 6000 to 

manage the connection between a terminal and a server. The difference is that with reverse terminal 

applications, the terminal is connected through the network and the server is connected through the serial 

port, rather than the other way around. In practice, a reverse terminal session typically involves a network 

administrator telnetting to a device that has a dedicated serial console port used specifically for 

configuration. 

For example, many routers, switches, UPS units, and other devices (including the NPort 6000) have 

Console/AUX or COM ports to which a terminal can be physically connected for console management. With 

the NPort 6000, the device’s console port can be connected to a serial port on the NPort 6000, allowing a 

network administrator to telnet to the device remotely through the network. Although modern network 

equipment generally allows other options for remote configuration through the network, there are situations 

in which it is necessary or desirable to configure a device by serial console (e.g., for security reasons, when 

using older-generation equipment, or as a backup configuration method when the network is down). 

NPort 6000 reverse terminal modes allow the use of the NPort 6000 User Table or a RADIUS server for 

identity verification purposes. Please refer to the Misc. Network Settings section in Chapter 10, System 

Configuration Settings, for instructions on setting up the NPort 6000 User Table.  

Reverse Telnet 

Reverse Telnet mode is widely used for device management in control rooms. The system waits for a host 

on the network to start a connection. Since TCP Server mode does not assist with conversion of CR/LF 

commands, reverse terminal applications that require this conversion should use Reverse Telnet mode.  

Reverse SSH 

The NPort 6000 also offers a Reverse SSH mode so you can use SSH utilities such as PuTTY to connect to 

remote servers. 
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Printer Modes 

 

The NPort 6000’s Printer mode provides an excellent solution for banking and stock exchange services with 

huge printing demands. Printer modes involve a network printer that is connected to a serial port on the 

NPort 6000, with a port number assigned to specify the printer’s location. Windows or UNIX hosts can 

access the printer over the network in either RAW or LPD modes. 

Please refer to Chapter 8, Configuring Serial Port Operation Modes, for detailed information and 

configuration instructions. 
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Dial In/Out Modes 

 

The NPort 6000 provides dial-in/dial-out access for ISPs and enterprises that need a remote access solution. 

When a user at a remote site uses a PPP dial-up connection to access the NPort 6000, the NPort 6000 plays 

the role of a dial-up server, but also ensures that the user has legal access to the network by verifying the 

user’s identity with the NPort 6000 User Table or a RADIUS server. Please refer to the Misc. Network 

Settings section in Chapter 10, System Configuration Settings, for instructions on setting up the NPort 

6000 User Table. 

The NPort 6000 supports PPP, SLIP, and Terminal modes for dial-in/dial-out access. Regardless of which 

operating system is used, you will always be able to use standard PPP dial-up to establish a connection. The 

NPort 6000 can also act as a router to connect serial ports to a WAN connection. Routing protocols 

(including static, RIP I, and RIP II) can be adjusted to route different WAN connections. 

Please refer to Chapter 8, Configuring Serial Port Operation Modes for detailed information and 

configuration instructions. 

Disabled Mode 
You can disable any port on the NPort 6000 by setting the operation mode to Disabled. 
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2. Select the Privacy tab. There are six levels of privacy setting: Block All Cookies, High, Medium High, 

Medium, Low, and Accept All Cookies. Users must select Medium High (as the image shows below) to 

access the NPort 6000 web console. 

 

 ATTENTION 

 If you are not using Internet Explorer, cookies are usually enabled through a web browser setting such as 

allow cookies that are stored on your computer or allow per-session cookies. 
 

Trusted Site Settings 

For Windows 2003 users, you may need to add the NPort 6000’s IP address to your browser’s list of trusted 

sites.  

1. If you see the following window while attempting to view the web console, click on Add… to modify the 

list of trusted sites: 

 

  



 

 

NPort 6000 Series User Manual 43 

You may also directly access the list of trusted sites through Internet Options in the Tools menu of 

Internet Explorer. Select the Security tab, then click on the Trusted Sites icon and on the Sites… 

button: 

 

2. In either case, the window below should appear, showing the list of sites that you have configured 

Internet Explorer to trust. Add the IP address of your NPort 6000 here (the factory default IP address is 

192.168.127.254). 

 

After adding the NPort 6000’s IP address as a trusted site, you should be able to view the web console 

by entering the NPort 6000’s IP address in your browser’s address bar. 
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Opening the Web Console 

Open your web browser and enter 192.168.127.254 in the website address line. This is the default IP 

address for the NPort 6000–if a new address has been assigned, enter the new address instead. Press 

ENTER to load the page. 

 ATTENTION 

 The examples and figures in this chapter use the NPort 6000 factory default IP address of 

192.168.127.254. If you have assigned a different IP address to your NPort 6000, be sure to adjust 

accordingly when following these directions. Please refer to Chapter 4, Initial IP Address 

Configuration, for details on how to configure the IP address. 
 

For firmware version 1.21 and before: 

The default login username is admin and the default password is moxa. 

 

For firmware version 2.0 and after: Please set up the username and password for the first user, and the 

admin user. Every time you reset the device to the default setting, you will need to set the username or 

password before you log in to the device. 

 

 ATTENTION 

 If you forget your password, the ONLY way to configure the NPort 6000 is by using the reset button to 

reset all settings and load the factory defaults. If you have disabled the reset button in your NPort 6000 

configuration, you may still use it to load the factory defaults within the first 60 seconds that the NPort 

6000 is powered on. 

 Remember to back up your configuration by exporting it to a file. Your configuration can be easily restored 

by importing the file to the NPort 6000. This will save time if you have forgotten the password and need to 

reload the factory defaults. 
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The NPort 6000’s web console will appear after logging in. 

 

Web Console Navigation 
On the NPort 6000 web console, the left panel is the navigation panel and contains an expandable menu 

tree for navigating among the various settings and categories. When you click on a menu item in the 

navigation panel, the main window will display the corresponding options for that item. Configuration 

changes can then be made in the main window. For example, if you click on Network Configurations in 

the navigation panel, the main window will show a page of network-related settings you can configure. 

You must click on the Submit button to keep your configuration changes. The Submit button will be at the 

bottom of every page that has configurable settings. If you navigate to another page without clicking the 

Submit button, your settings will not be kept. 

Changes will not take effect until they are saved and the NPort is restarted! You may complete this 

in one step by clicking on the Save/Restart option after you submit a change. If you need to make several 

changes before restarting, you may save your changes without restarting by selecting Save Configuration 

in the navigation panel. If you restart the NPort 6000 without saving your configuration, the NPort 6000 will 

discard all submitted changes. 
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Network Configuration 

Basic Network Settings 

 

You can access Basic Network Settings by expanding the Network Configuration item in the navigation 

panel. Basic Network Settings is where you assign the NPort 6000 IP address, netmask, Gateway, and other 

IP parameters. 

 NOTE 

 You must assign a valid IP address to your NPort 6000 before it works in your network environment. Your 

network system administrator should provide you with a unique IP address and related settings for your 

network. First-time users can refer to Chapter 4, Initial IP Address Configuration, for more 

information. 
 

IPv4 Configuration (default=Static): You can choose from four possible IP configuration modes. 

Option Description 

Static User-defined IP address, netmask, gateway. 

DHCP DHCP server-assigned IP address, netmask, gateway, DNS, and time server 

DHCP/BOOTP 
DHCP server-assigned IP address, netmask, gateway, DNS, and time server, or 

BOOTP server-assigned IP address (if the DHCP server does not respond) 

BOOTP BOOTP server-assigned IP address 

PPPoE PPP over Ethernet, remote ISP-assigned IP address 

IPv4 Address (default=192.168.127.254): Enter the IP address that will be assigned to your NPort 

6000. All ports on the NPort 6000 will share this IP address. An IP address is a number assigned to a 

network device (such as a computer) as a permanent address on the network. Computers use the IP 

address to identify and talk to each other over the network. Choose a proper IP address that is unique and 

valid in your network environment. 
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Pair Connection Master Mode 

When using Pair Connection mode, Pair Connection Master mode must be selected as the operation mode 

for one of the two serial ports involved, and Pair Connection Slave mode must be selected for the other 

serial port. In effect, the serial port that is in Pair Connection Master mode will act as a TCP client, and the 

one that is in Pair Connection Slave mode will act as a TCP server. In practice, it does not matter which port 

is the master and which port is the slave. 

 

TCP alive check time (default=7 min): This field specifies how long the NPort 6000 will wait for a 

response to keep-alive packets before closing the TCP connection. The NPort 6000 checks connection status 

by sending periodic keep-alive packets. If the remote host does not respond to the packet within the time 

specified in this field, the NPort 6000 will force the existing TCP connection to close. For socket and device 

control modes, the NPort 6000 will listen for another TCP connection from another host after closing the 

connection. If TCP alive check time is set to 0, the TCP connection will remain open even if there is no 

response to the keep-alive packets. 

Secure (default=Disable): If you select Enable, data sent through the Ethernet will be encrypted with 

SSL. 

 ATTENTION 

 When establishing a Pair Connection between two serial ports on two different NPort 6000 servers, make 

sure that if one side is configured for data encryption, the other side is also set up for data encryption 

(i.e., both are yes or both are no). 
 

Destination IP address: The Pair Connection Master will contact the network host that has the specified IP 

address. The port will default to 4001. Make sure the port numbers match on both the Pair Connection 

Master and Slave. 

Pair Connection Slave Mode 

 

TCP alive check time (default=7 min): This field specifies how long the NPort 6000 will wait for a 

response to keep-alive packets before closing the TCP connection. The NPort 6000 checks connection status 

by sending periodic keep-alive packets. If the remote host does not respond to the packet within the time 

specified in this field, the NPort 6000 will force the existing TCP connection to close. For socket and device 

control modes, the NPort 6000 will listen for another TCP connection from another host after closing the 

connection. If TCP alive check time is set to 0, the TCP connection will remain open even if there is no 

response to the keep-alive packets. 
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Secure (default=Disable): If you select Enable, data sent through the Ethernet will be encrypted with 

SSL. 

TCP port (default=4001): This is the TCP port number assignment for the serial port on the NPort 6000. 

It is the port number that the serial port uses to listen to connections and that other devices must use to 

contact the serial port. To avoid conflicts with well-known TCP ports, the default is set to 4001. Make sure 

the port numbers match on both the Pair Connection Master and Slave. 

Ethernet Modem Mode 

 

The NPort 6000 accepts the AT command ATD IP address: TCP port (for example, IPv4 : ATD 

192.127.168.1:4001 / IPv6 : ADT [fe80::290:e8ff:fe0d:b0fb]:65500 ) from the serial port and then 

requests a TCP connection from the remote Ethernet Modem or PC. Here IP address is the IP address of the 

remote Ethernet modem or PC, and TCP port is the TCP port number of the remote Ethernet modem or PC. 

Once the remote unit accepts this TCP connection, the NPort 6000 will send out the CONNECT baud signal 

via the serial port and then enter data mode. 

TCP alive check time (default=7 min): This field specifies how long the NPort 6000 will wait for a 

response to keep-alive packets before closing the TCP connection. The NPort 6000 checks connection status 

by sending periodic keep-alive packets. If the remote host does not respond to the packet within the time 

specified in this field, the NPort 6000 will force the existing TCP connection to close. For socket and device 

control modes, the NPort 6000 will listen for another TCP connection from another host after closing the 

connection. If TCP alive check time is set to 0, the TCP connection will remain open even if there is no 

response to the keep-alive packets. 

TCP port (default=4001): This is the TCP port number assignment for the serial port on the NPort 6000. 

It is the port number that the serial port uses to listen to connections and that other devices must use to 

contact the serial port. To avoid conflicts with well-known TCP ports, the default is set to 4001. 

Dial-in 

The NPort 6000 listens for a TCP/IP connection request from the remote Ethernet modem or host. The NPort 

6000’s response depends on the ATS0 value, as follows. 

ATS0=0: The NPort 6000 will temporarily accept the TCP connection and then send the RING signal out 

through the serial port. The serial controller must reply with ATA within 2.5 seconds to accept the 

connection request, after which the NPort 6000 enters data mode. If no ATA command is received, the 

NPort 6000 will disconnect after sending three RING signals. 

ATS0ʿ1: The NPort 6000 will accept the TCP connection immediately and then send the CONNECT baud 

command to the serial port, in which baud represents the baudrate of the NPort 6000's serial port. After 

that, the NPort 6000 immediately enters data mode. 

Dial-out 

The NPort 6000 accepts the AT command “ATD IP:TCP port” from the serial port and then requests a TCP 

connection from the remote Ethernet Modem or PC. Here IP is the IP address of the remote Ethernet 

modem or PC, and TCP port is the TCP port number of the remote Ethernet modem or PC. Once the remote 

unit accepts this TCP connection, the NPort 6000 will send out the CONNECT baud signal via the serial port 

and then enter data mode. 
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S Registers 

No. S Register Description & default value Remarks 

1 S0  Ring to auto-answer (default=0)  

2 S1 Ring counter (always=0) No action needed 

3 S2 Escape code character (default=43 ASCII “+”)  

4 S3 Return character (default=13 ASCII)  

5 S4 Line feed character (default=10 ASCII)  

6 S5 Backspace character (default= 8 ASCII)  

7 S6 Wait time for dial tone (always=2, unit=sec) No action needed 

8 S7 Wait time for carrier (default=3, unit=sec)  

9 S8 Pause time for dial delay (always=2, unit=sec) No action needed 

10 S9 Carrier detect response time (always=6, unit 1/10 sec) No action needed 

11 S10 Delay for hang up after carrier (always=14, unit 1/10 sec) No action needed 

12 S11 DTMF duration and spacing (always=100 ms) No action needed 

13 S12 
Escape code guard time (default=50, unit 1/50 sec) 

to control the idle time for “+++” 
 

Terminal Applications 

Terminal ASCII (TERM_ASC) 

 

Authentication type (default=None): This field allows you to configure the method used, if any, to verify 

a user’s ID and authorization. 

Option Description 

Local Verify the ID against the NPort 6000 User Table. 

RADIUS Verify the ID against the external RADIUS server. 

RADIUS - Local Radius authentication is tried first, switching to Local if unsuccessful. 

Local - RADIUS Authentication is performed locally first, switching to Radius if unsuccessful. 

TACACS+ Verify the ID against the external TACACS+ server. 

TACACS+ - Local TACACS+ authentication is tried first, switching to Local if unsuccessful. 

Local - TACACS+ Authentication is performed locally first, switching to Radius if unsuccessful. 

None Authentication is not required. 

Try next type on authentication denied (default=Disable): The field enables or disables the system to 

try next type on first authentication denied. 
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Terminal BIN (TERM_BIN) 

 

Terminal Binary mode can transfer files with XMODEM or ZMODEM. You are only allowed to open one 

terminal session at a time when in Terminal Binary mode. 

TCP alive check time (default=7 min): This field specifies how long the NPort 6000 will wait for a 

response to keep-alive packets before closing the TCP connection. The NPort 6000 checks connection status 

by sending periodic keep-alive packets. If the remote host does not respond to the packet within the time 

specified in this field, the NPort 6000 will force the existing TCP connection to close. For socket and device 

control modes, the NPort 6000 will listen for another TCP connection from another host after closing the 

connection. If TCP alive check time is set to 0, the TCP connection will remain open even if there is no 

response to the keep-alive packets. 

Inactivity time (default=0 min): This field specifies how long the NPort 6000 will wait for incoming and 

outgoing data through the serial port before closing the TCP connection. The TCP connection is closed if 

there is no incoming or outgoing data through the serial port for the specified Inactivity time. If this field 

is set to 0, the TCP connection is kept active until a connection close request is received. 

 ATTENTION 

 Inactivity time should at least be set larger than that of Force transmit time. To prevent the 

unintended loss of data because of the session being disconnected, it is highly recommended that this 

value is set large enough so that the intended data transfer is completed. 
 

Auto-Link Protocol: If this field is set to None, the NPort 6000 will not connect to the host automatically. 

If Auto-Link Protocol is set to Telnet or Rlogin, the NPort 6000 will connect to the host automatically using 

the specified protocol. 

Primary and Secondary host address: If specified, the fields designate permanent hosts to which the 

terminal will always be connected. 

Telnet TCP port (default=23): By default, the Telnet TCP port number is set to 23, which is the default 

TCP port number for Telnet. 

Terminal type (default=ansi): Some older terminal applications may require that the terminal type be 

transmitted before the connection can be established. You may need to refer to the server’s documentation 

to determine the appropriate terminal type. For most applications, this setting will be unnecessary and will 

have no effect.  

Quit (default=(^E) 0x05): This field configures the quick key used to disconnect the link between the 

current terminal session and the remote host. It is not necessary for binary communication. 
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Authentication type (default=None): This field allows you to configure the method used, if any, to verify 

a user’s ID and authorization. 

Option Description 

Local Verify the ID against the NPort 6000 User Table. 

RADIUS Verify the ID against the external RADIUS server. 

RADIUS - Local Radius authentication is tried first, switching to ocal if unsuccessful. 

Local - RADIUS Authentication is performed locally first, switching to Radius if unsuccessful. 

TACACS+ Verify the ID against the external TACACS+ server. 

TACACS+ - Local TACACS+ authentication is tried first, switching to Local if unsuccessful. 

Local - TACACS+ Authentication is performed locally first, switching to Radius if unsuccessful. 

None Authentication is not required. 

Try next type on authentication denied (default=Disable): The field enables or disables the system to 

try next type on first authentication denied. 

Auto-login prompt (default=ogin:) 

Password prompt (default=assword:) 

Login username: Enter the terminal login ID here. 

Login password: Enter the password for the terminal login here. 

SSH 

 

TCP alive check time (default=7 min): The TCP connection will be closed if there is no TCP activity for 

the specified amount of time. If this is set to 0, the TCP connection will remain open even if the connection 

remains idle. For socket and device control modes, the NPort 6000 will start listening for another TCP 

connection from another host after the connection is closed for being idle. 

Inactivity time (default=0 min): This field specifies how long the NPort 6000 will wait for incoming and 

outgoing data through the serial port before closing the TCP connection. The TCP connection is closed if 

there is no incoming or outgoing data through the serial port for the specified Inactivity time. If this field 

is set to 0, the TCP connection is kept active until a connection close request is received. 

 ATTENTION 

 Inactivity time should at least be set larger than that of Force transmit time. To prevent the 

unintended loss of data because of the session being disconnected, it is highly recommended that this 

value is set large enough so that the intended data transfer is completed. 
 

Primary and Secondary host address: If specified, the fields designate permanent hosts to which the 

terminal will always be connected. 

SSH TCP port (default=22): By default, the SSH TCP port number is set to 22, which is the default SSH 

port number. 
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Quit (default=(^E) 0x05): This field configures the quick key used to disconnect the link between the 

current terminal session and the remote host. For binary communication, it is unnecessary to define the quit 

key. 

Break: This field defines the Host key for sending the break signal. For binary communication, it is 

unnecessary to define the break key. 

Authentication type (default=None): This field allows you to configure the method used, if any, to verify 

a user’s ID and authorization. 

Option Description 

Local Verify the ID against the NPort 6000 User Table. 

RADIUS Verify the ID against the external RADIUS server. 

RADIUS - Local Radius authentication is tried first, switching to Local if unsuccessful. 

Local - RADIUS Authentication is performed locally first, switching to Radius if unsuccessful. 

TACACS+ Verify the ID against the external TACACS+ server. 

TACACS+ - Local TACACS+ authentication is tried first, switching to Local if unsuccessful. 

Local - TACACS+ Authentication is performed locally first, switching to Radius if unsuccessful. 

None Authentication is not required. 

Try next type on authentication denied (default=Disable): The field enables or disables the system to 

try next type on first authentication denied. 

Login username: Enter the terminal login ID here. 

Login password: Enter the password for the terminal login here. 

Reverse Terminal Applications 

Reverse Telnet Mode 

 

TCP alive check time (default=7 min): This field specifies how long the NPort 6000 will wait for a 

response to keep-alive packets before closing the TCP connection. The NPort 6000 checks connection status 

by sending periodic keep-alive packets. If the remote host does not respond to the packet within the time 

specified in this field, the NPort 6000 will force the existing TCP connection to close. For socket and device 

control modes, the NPort 6000 will listen for another TCP connection from another host after closing the 

connection. If TCP alive check time is set to 0, the TCP connection will remain open even if there is no 

response to the keep-alive packets. 

Inactivity time (default=0 min): This field specifies the idle time setting for auto-disconnection. A setting 

of 0 min. will cause the port to remain connected even if idle. 

TCP port (default=4001): This is the TCP port number assignment for the serial port on the NPort 6000. 

It is the port number that the serial port uses to listen to connections and that other devices must use to 

contact the serial port. To avoid conflicts with well-known TCP ports, the default is set to 4001. 
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Authentication type (default=None): This field allows you to configure the method used, if any, to verify 

a user’s ID and authorization. 

Option Description 

Local Verify the ID against the NPort 6000 User Table. 

RADIUS Verify the ID against the external RADIUS server. 

RADIUS - Local Radius authentication is tried first, switching to Local if unsuccessful. 

Local - RADIUS Authentication is performed locally first, switching to Radius if unsuccessful. 

TACACS+ Verify the ID against the external TACACS+ server. 

TACACS+ - Local TACACS+ authentication is tried first, switching to Local if unsuccessful. 

Local - TACACS+ Authentication is performed locally first, switching to Radius if unsuccessful. 

None Authentication is not required. 

Try next type on authentication denied (default=Disable): The field enables or disables the system to 

try next type on first authentication denied. 

Map keys <CR-LF> (default=CR-LF): This specifies how the ENTER key is mapped from the Ethernet 

port through the serial port. 

Option Description 

<CR-LF> 
carriage return + line feed (i.e., the cursor will jump to the next line, and return 

to the first character of the line) 

<CR> carriage return (i.e., the cursor will return to the first character of the line) 

<LF> line feed (i.e., the cursor will jump to the next line, but not move horizontally) 

Reverse SSH Mode 

 

TCP alive check time (default=7 min): This field specifies how long the NPort 6000 will wait for a 

response to keep-alive packets before closing the TCP connection. The NPort 6000 checks connection status 

by sending periodic keep-alive packets. If the remote host does not respond to the packet within the time 

specified in this field, the NPort 6000 will force the existing TCP connection to close. For socket and device 

control modes, the NPort 6000 will listen for another TCP connection from another host after closing the 

connection. If TCP alive check time is set to 0, the TCP connection will remain open even if there is no 

response to the keep-alive packets. 

Inactivity time (default=0 min): This field specifies the idle time setting for auto-disconnection. A setting 

of 0 min. will cause the port to remain connected even if idle. 

TCP port (default=4001): This is the TCP port number assignment for the serial port on the NPort 6000. 

It is the port number that the serial port uses to listen to connections, and that other devices must use to 

contact the serial port. To avoid conflicts with well-known TCP ports, the default is set to 4001. 

Each NPort 6000’s serial ports are mapped to a TCP port. To avoid conflicts with other TCP ports, set port 

numbers to 4001 for port 1, 4002 for port 2, etc. 
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Authentication type (default=None): This field allows you to configure the method used, if any, to verify 

a user’s ID and authorization. 

Option Description 

Local Verify the ID against the NPort 6000 User Table. 

RADIUS Verify the ID against the external RADIUS server. 

RADIUS - Local Radius authentication is tried first, switching to Local if unsuccessful. 

Local - RADIUS Authentication is performed locally first, switching to Radius if unsuccessful. 

TACACS+ Verify the ID against the external TACACS+ server. 

TACACS+ - Local TACACS+ authentication is tried first, switching to Local if unsuccessful. 

Local - TACACS+ Authentication is performed locally first, switching to Radius if unsuccessful. 

None Authentication is not required. 

Try next type on authentication denied (default=Disable): The field enables or disables the system to 

try next type on first authentication denied. 

Map keys <CR-LF> (default=CR-LF): This specifies how the ENTER key is mapped from the Ethernet 

port through the serial port. 

Option Description 

<CR-LF> carriage return + line feed (i.e., the cursor will jump to the next line, and return 

to the first character of the line) 

<CR> carriage return (i.e., the cursor will return to the first character of the line) 

<LF> line feed (i.e., the cursor will jump to the next line, but not move horizontally) 

Printer Applications 

RAW PRN Mode 

 

TCP alive check time (default=7 min): This field specifies how long the NPort 6000 will wait for a 

response to keep-alive packets before closing the TCP connection. The NPort 6000 checks connection status 

by sending periodic keep-alive packets. If the remote host does not respond to the packet within the time 

specified in this field, the NPort 6000 will force the existing TCP connection to close. For socket and device 

control modes, the NPort 6000 will listen for another TCP connection from another host after closing the 

connection. If TCP alive check time is set to 0, the TCP connection will remain open even if there is no 

response to the keep-alive packets. 

Group (default=Group 01): This field groups printers attached to different ports. When printing requests 

are sent to a group of printers, all printers in that group will share the printing load. For example, setting 

the NPort 6000’s serial ports 1, 3, and 6 to Group 01 will allow the printers attached to these three ports to 

act essentially as one printer. 

TCP port number: This field is automatically filled in by the NPort 6000 and cannot be set by the user. The 

host uses this value to determine the Group to which the printer attached to this serial port belongs. Groups 

01 to 06 are mapped to ports 2048 to 2063, respectively.  
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LPD PRN Mode 

 

TCP alive check time (default=7 min): This field specifies how long the NPort 6000 will wait for a 

response to keep-alive packets before closing the TCP connection. The NPort 6000 checks connection status 

by sending periodic keep-alive packets. If the remote host does not respond to the packet within the time 

specified in this field, the NPort 6000 will force the existing TCP connection to close. For socket and device 

control modes, the NPort 6000 will listen for another TCP connection from another host after closing the 

connection. If TCP alive check time is set to 0, the TCP connection will remain open even if there is no 

response to the keep-alive packets. 

Queue name (RAW): This field optionally specifies the print queue’s name (in RAW mode) 

Queue name (ASCII): This field optionally specifies the print queue’s name (in ASCII mode) 

Append from feed (default=Disable): This field instructs the port to send a line feed in between print 

jobs, rather than continue where the last print job left off. This may be necessary for some applications. 

Dial In/Out Applications 

PPP Mode 

 

PPP provides standard PPP service for both dial-in and dial-out. 

Destination IP address: This is the IP address of the remote dial-in/ dial-out server. 

Source IP address: The Source IP address is the IP address assigned to this serial port. 

IP netmask: The IP netmask defines the netmask, also known as the subnet mask, for the PPP connection. 

TCP/IP compression (default=Disable): The setting of this field depends on whether the remote user’s 

application requests compression. 

Inactivity time (default=0 ms): This field specifies the idle time setting for auto-disconnection. A setting 

of 0 ms will cause the port to remain connected even if idle. 

Link quality report (default=Disable): Setting this field to Enable allows the NPort 6000 to disconnect a 

connection if the link noise exceeds a certain threshold. 

Username: This is the dial-out user ID account. 

Password: This is the dial-out user password. 
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Authentication type (default=None): This field allows you to configure the method used, if any, to verify 

a user’s ID and authorization.  

Option Description 

Local Verify the ID against the NPort 6000 User Table. 

RADIUS Verify the ID against the external RADIUS server. 

RADIUS-Local Radius authentication is tried first, switching to Local if unsuccessful. 

Local-RADIUS Authentication is performed locally first, switching to Radius if unsuccessful 

TACACS+ Verify the ID against the external TACACS+ server. 

TACACS+-Local TACACS+ authentication is tried first, switching to Local if unsuccessful. 

Local-TACACS+ Authentication is performed locally first, switching to Radius if unsuccessful 

None Authentication is not required. 

Try next type on authentication denied (default=Disable): The field enables or disables the system to 

try next type on first authentication denied. 

Disconnect by (default=None): If this field is set as DCD-off, the connection will be disconnected when 

the DCD signal is off. If this field is set as DSR-off, the connection will be disconnected when the DSR 

signal is off. 

PPPD Mode 

 

PPPD (PPP on demand) is used for dial-in services, since it provides PPP services only when receiving a 

request from a remote PC. 

Destination IP address: This is the IP address of the remote dial-in/ dial-out server. 

Source IP address: The Source IP address is the IP address assigned to this serial port. 

IP netmask: The IP netmask defines the netmask, also known as the subnet mask, for the PPP connection. 

TCP/IP compression (default=Disable): The setting of this field depends on whether the remote user’s 

application requests compression. 

Inactivity time (default=0 ms): This field specifies the idle time setting for auto-disconnection. A setting 

of 0 ms will cause the port to remain connected even if idle. 

Link quality report (default=Disable): Setting this field to Enable allows the NPort 6000 to disconnect a 

connection if the link noise exceeds a certain threshold. 

Username: This is the dial-out user ID account. 

Password: This is the dial-out user password. 
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Authentication type (default=None): This field allows you to configure the method used, if any, to verify 

a user’s ID and authorization. 

Option Description 

Local Verify the ID against the NPort 6000 User Table. 

RADIUS Verify the ID against the external RADIUS server. 

RADIUS-Local Radius authentication is tried first, switching to Local if unsuccessful. 

Local-RADIUS Authentication is performed locally first, switching to Radius if unsuccessful 

TACACS+ Verify the ID against the external TACACS+ server. 

TACACS+-Local TACACS+ authentication is tried first, switching to Local if unsuccessful. 

Local-TACACS+ Authentication is performed locally first, switching to Radius if unsuccessful 

None Authentication is not required. 

Try next type on authentication denied (default=Disable): The field enables or disables the system to 

try next type on first authentication denied. 

Disconnect by (default=None): If this field is set as DCD-off, the connection will be disconnected when 

the DCD signal is off. If this field is set as DSR-off, the connection will be disconnected when the DSR 

signal is off. 

SLIP Mode 

 

SLIP provides standard SLIP service for both dial-in and dial-out. 

Destination IP address: This is the IP address of the remote dial-in/ dial-out server. 

Source IP address: The Source IP address is the IP address assigned to this serial port. 

IP netmask: The IP netmask defines the netmask, also known as the subnet mask, for the SLIP 

connection. 

TCP/IP compression (default=No): The setting of this field depends on whether the remote user’s 

application requests compression. 

Inactivity time (default=0 ms): This field specifies the idle time setting for auto-disconnection. A setting 

of 0 ms will cause the port to remain connected even if idle. 

Disconnect by (default=None): If this field is set as DCD-off, the connection will be disconnected when 

the DCD signal is off. If this field is set as DSR-off, the connection will be disconnected when the DSR 

signal is off. 
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SLIPD Mode 

 

SLIPD (SLIP on demand) is used for dial-in services since it provides SLIP services only when receiving a 

request from a remote PC. 

Destination IP address: This is the IP address of the remote dial-in/ dial-out server. 

Source IP address: The Source IP address is the IP address assigned to this serial port. 

IP netmask: The IP netmask defines the netmask, also known as the subnet mask, for the SLIP connection. 

TCP/IP compression (default=No): The setting of this field depends on whether the remote user’s 

application requests compression. 

Inactivity time (default=0 ms): This field specifies the idle time setting for auto-disconnection. A setting 

of 0 ms will cause the port to remain connected even if idle. 

Disconnect by (default=None): If this field is set as DCD-off, the connection will be disconnected when 

the DCD signal is off. If this field is set as DSR-off, the connection will be disconnected when the DSR 

signal is off. 

Dynamic Mode 

 

Dynamic mode integrates PPPD, SLIPD, and Terminal dial-in services. Dynamic mode automatically detects 

which remote connection mode is being used and provides corresponding services. You can individually 

enable/disable PPP/SLIP/Terminal services by selecting Yes or No next to the corresponding option. Yes will 

enable that type of service; No will disable it.  

Authentication type (default=None): This field allows you to configure the method used, if any, to verify 

a user’s ID and authorization.  

Option Description 

Local Verify the ID against the NPort 6000 User Table. 

RADIUS Verify the ID against the external RADIUS server. 

RADIUS-Local Radius authentication is tried first, switching to Local if unsuccessful. 

Local-RADIUS Authentication is performed locally first, switching to Radius if unsuccessful 

TACACS+ Verify the ID against the external TACACS+ server. 

TACACS+-Local TACACS+ authentication is tried first, switching to Local if unsuccessful. 

Local-TACACS+ Authentication is performed locally first, switching to Radius if unsuccessful 

None Authentication is not required. 

Try next type on authentication denied (default=Disable): The field enables or disables the system to 

try the next type on first authentication denied. 
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Disabled Mode 

 

When the Application is set to Disable, the relevant port will be disabled. 
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9. Additional Serial Port Settings 

In this chapter, we describe additional serial port settings on the NPort 6000. The same configuration 

options are also available through the Telnet and serial console. 

Port Communication Parameters 

 

Port alias: This optional field allows you to assign an alias to a port for easier identification. 

Serial Parameters 

 ATTENTION 

 The serial parameters for each serial port on the NPort 6000 should match the parameters used by the 

connected serial device. You may need to refer to your serial device’s user’s manual to determine the 

appropriate serial communication parameters. 
 

Baudrate (default=115200 bps): This field configures the port’s baudrate. Select one of the standard 

baudrates from the dropdown box or select Other and then type the desired baudrate in the input box.  

 ATTENTION 

 If the port requires a special baudrate that is not listed, such as 500000 bps, you can select the Other 

option and enter the desired baudrate into the text box. The NPort 6000 will automatically calculate the 

closest supported baudrate. The margin for error will be less than 1.7% for all baudrates under 921600 

bps. 
 

Data bits (default=8): This field configures the data bits parameter. Note: If data bits is set to 5 bits, stop 

bits will automatically be set to 2 bits. 

Stop bits (default=1): This field configures the stop bits parameter. Note: If data bits is set to 5 bits, stop 

bits will automatically be set to 1.5 bits. 

Parity (default=None): This field configures the parity parameter. 
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Flow control (default=RTS/CTS): This field configures the flow control type, including RTS/CTS, 

DTR/DSR, Xon/Xoff, RTS Toggle* and None. 

*The RTS Toggle function is used for RS-232 mode only. This flow control mechanism is achieved by 

toggling the RTS pin in the transmission direction. When activated, data will be sent after the RTS pin is 

toggled ON for the specified time interval. After data transmission is finished, the RTS pin will toggle OFF for 

the specified time interval. RTS Toggle is not supported under RFC2217 mode. 

 

FIFO (default=Enable): This field enables or disables the 128-byte FIFO buffer. The NPort 6000 provides 

FIFO buffers for each serial port, for both the Tx and Rx signals. Note, however, that you should disable the 

port’s FIFO setting if the attached serial device does not have a FIFO buffer of its own. This is because a 

serial device that does not have its own buffer may not be able to keep up with data sent from the NPort’s 

FIFO buffer. 

Interface (default=RS-232): You may configure the serial interface to RS-232, RS-422, RS-485 2-wire, 

or RS-485 4-wire. 

Port Data Buffering/Log 

 

The NPort 6000 supports port buffering to prevent the loss of serial data when the Ethernet connection is 

down. Port buffering can be used in Real COM mode, TCP Server mode, TCP Client mode, Pair Connection 

mode, and Reverse Real COM mode. For other modes, the port-buffering settings will have no effect. 

Port buffering enable (default=Disable): You may enable port buffering by setting this field to Enable. 

Port buffering location (default=Memory(64K)): If port buffering is desired, use this setting to 

configure whether the buffer is in the system memory or in an optional installed SD card. Install and use an 

SD card if a buffer size greater than 64 KB is desired. Note that optional SD cards are not supported on the 

NPort 6150. 

Port buffering SD file size (default=1 Megabyte): Use this field to configure the size of the port buffer 

if you have configured it to reside on an SD card. Note that optional SD cards are not supported on the 

NPort 6150. 

Serial data logging enable (default=Disable): If this field is set to Enable, the NPort 6000 will store 

data logs on the system RAM for all serial ports. Note that this data is not saved when the NPort 6000 is 

powered off. Each serial port is allotted 64 KB to store that port’s log file. 
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Port Modem Settings 

 

Modem settings are used for the Dial In/Out modes. These settings will have no effect on ports configured 

for other modes. 

Enable modem (default=Disable) 

Initial string: Use this field to configure the initial string that the modem will use to establish the 

connection. For example, AT&S0=1 for auto-answer. 

Dial up: Use this field to configure the modem’s Dial-up AT command string. 

Phone number: Use this field to configure the number that the user uses to dial out. 

Port Cipher Settings 

 

Serial Port Settings > Port N > Cipher Settings 

Used to choose cipher priority for SSL/TLS and SSH to build secure connections. The Secure Mode 

(SSL/TLS) Ciphers are for when secure mode is selected. The SSH/Reverse SSH Ciphers are only for 

SSH terminals and Reverse SSH terminals. 
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User Table 

 

The NPort 6000 User Table may authenticate users for terminal or reverse terminal access and is useful if 

you do not have an external RADIUS server for authentication. The NPort 6000 User Table stores up to 64 

entries, with fields for username, password, and phone number,  and welcome message 

 

You can enable and enter a welcome message to greet dial-in or terminal users. For ports configured for 

other modes, the welcome message will not apply. 
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10. System Configuration Settings 

In this chapter, we describe additional system settings on the NPort 6000. The same configuration options 

are also available through the Telnet and serial console. 

Basic Settings 
You may access Basic Settings in the navigation panel. 

 

Server Settings 

Server name: This is an optional free text field for your own use; it does not affect the operation of the 

NPort 6000. It can help differentiate one NPort 6000 server from another. 

Server location: This is an optional free text field for your own use; it does not affect the operation of the 

NPort 6000. It is useful for assigning or describing the location of an NPort 6000. In a network environment 

of multiple servers, this can be a valuable aid when performing maintenance. 

Time Settings 

The NPort 6000 has a built-in Real-Time Clock for time calibration functions. Functions such as Auto 

Warning Email or SNMP Trap can add real-time information to messages.  

Before making any adjustments to the time, first select the correct time zone and submit the change. The 

console will display real time according to the time zone. To change the real-time clock, click on Modify 

next to the Local time field. Once you submit the new time, the NPort 6000’s firmware will change the GMT 

time according to your time zone and local time settings. 

 ATTENTION 

 A risk of an explosion exists if the real-time clock battery is replaced with the wrong type! 

 The NPort 6000’s real time clock is powered by a lithium battery. We strongly recommend that you do not 

attempt replacement of the lithium battery without help from a qualified Moxa support engineer. If you 

need to change the battery, please contact the Moxa RMA service team. 
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Accessible IP List 

 

The NPort 6000 uses an IP address-based filtering method to control access to its serial ports. 

The Accessible IP list allows you restricted network access to the NPort 6000. When you enable the 

Activate the accessible IP list, the device will restrict which IP address(es) can access the serial port 

(establish a connection to the operation mode) of the device. When you also enable the Apply additional 

restrictions, the device will restrict the IP address(es) to access the device by web console, DSU, SSH 

console, and so on.  

• Activate the Accessible IP list  

Operation modes are not allowed for IPs NOT on the list. IPs that are not on the list will not be granted 

when communicating with the NPort via operation mode. 

• Apply additional restrictions  

All device services are NOT allowed for IPs not on the list. Services will not be granted for IPs that are 

not on the list. Please note that all IPs will still have access if the IP list is empty, even though the 

function is enabled. 

Access is controlled by IP address. When the accessible IP list is enabled, a host’s IP address must be listed 

to have access to the NPort 6000. You may add a specific address or range of addresses by using a 

combination of IP address and netmask, as follows: 

To allow access to a specific IP address 

Enter the IP address in the corresponding field; enter 255.255.255.255 for the netmask. 

To allow access to hosts on a specific subnet 

For both the IP address and netmask, use 0 for the last digit (e.g., 192.168.1.0 and 255.255.255.0). 

To allow unrestricted access 

Deselect the Enable the accessible IP list option.  
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Auto Warning Settings 

Event Log Settings 

The NPort 6000 provides 1000 audit records, and the log capacity can be managed by using Event Log 

settings. 

 

On the Event Log Settings page, the Current usage ratio of log capacity can be viewed in percentage 

for user’s reference. An email alert or SNMP Trap can alert users that the Event log capacity is reaching 

the threshold (percentage of maximum audit record storage capacity) specified by the user.  

The device supports the following Event log oversize actions in response to an audit processing failure: 

1. Overwrite the oldest event log 

2. Stop recording events 

Event Settings 

 

On the Event Settings page, you may configure how administrators are notified of certain system, network, 

and configuration events. Depending on the event, different options for automatic notification are available, 

as shown above. Mail refers to emailing a specified address. Trap refers to sending an SNMP Trap. 

On completion of the changes, please click the Submit button to save them. Remember to restart the 

device to activate all these changes. 
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Dout is only available on the NPort 6450 and 6650 and refers to changing the status of the relay output 

(the DOUT socket at the back of the NPort 6000) and of the alarm LED. 

Cold start: This refers to starting the system from a power off status, or after upgrading your firmware. 

Warm start: This refers to restarting the NPort 6000 without turning the power off.  

Network Event: These settings are only available on the NPort 6450 and 6650. Ethernet1 refers to the 

built-in Ethernet port, and Ethernet2 and Ethernet3 refer to Ethernet ports that are added through 

optional network modules. These settings configure the NPort to change the status of the relay output and 

alarm LED if the specified connection goes down. 

Console(web/text) login auth fail: This field refers to a failed attempt to log in to a password-protected 

NPort 6000 console. 

IP changed: With this option selected, the NPort 6000 will attempt to email warning before it reboots after 

an IP address change. However, the NPort 6000 will reboot with the new IP address, regardless of whether 

the email transmission is successful. 

Password changed: With this option selected, the NPort 6000 will attempt to email warning before it 

reboots with a new console password. If the NPort 6000 cannot send an email to the mail server within 15 

seconds, it will still reboot without sending the email. 

Serial Event Settings 

 

On the Serial Event Settings page, you may configure how administrators are notified of each serial port’s 

DCD and DSR changes. Mail refers to emailing a specified address. Trap refers to sending an SNMP Trap. 

Dout is only available on the NPort 6450 and 6650 and refers to changing the status of the relay output (the 

DOUT socket at the back of the NPort 6000) and of the alarm LED. 

On completion of the changes, please click the Submit button to save them. Remember to restart the 

device to activate all these changes. 

DCD changed 

A change in the DCD (Data Carrier Detect) signal shows that the modem connection status has changed. For 

example, if the DCD signal changes to low, it shows that the connection line is down. When the DCD signal 

changes to low, the NPort 6000 will automatically send a warning to the administrator as configured on the 

Serial Event Settings page. 

For the NPort 6450 and 6650, after the relay output status has been changed, administrators may reset its 

status by selecting Acknowledge Event from the NPort 6000 console, or by correcting the DCD signal. 

Please refer to the section on System Monitoring later in this chapter for more information. 
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DSR changed 

A change in the DSR (Data Set Ready) signal shows that the data communication equipment is powered off. 

For example, if the DSR signal changes to low, it shows that the data communication equipment is powered 

off. When the DSR signal changes to low, the NPort 6000 will automatically send a warning to the 

administrator as configured on the Serial Event Settings page. 

For the NPort 6450 and 6650, after the relay output status has been changed, administrators may reset its 

status by selecting Acknowledge Event from the NPort 6000 console, or by correcting the DSR signal. 

Please refer to the section on System Monitoring later in this chapter for more information. 

 ATTENTION 

 SNMP shows a change in DCD or DSR signals but does not differentiate between the two. A change in 

either signal from “–” to “+” is showed by “link up,”, and a change in either signal from “+” to “–” is 

showed by “link down.” 
 

Email Alert 

 

The Email Alert settings configure how email warnings are sent for system and serial port events. You may 

configure up to four email addresses to receive automatic warnings. 

On completion of the changes, please click the Submit button to save them. Remember to restart the 

device to activate all these changes. 

 ATTENTION 

 Consult your Network Administrator or ISP for the proper mail server settings. The Auto warning function 

may not work properly if it is not configured correctly. The NPort 6000’s SMTP AUTH supports LOGIN, 

PLAIN, and CRAM-MD5 (RFC 2554). 
 

Mail server: This field is for your mail server’s domain name or IP address. 

Username: This field is for your mail server’s username, if required. 

Password: This field is for your mail server’s password, if required. 

From email address: This is the email address from which automatic email warnings will be sent. 

To email address 1 to 4: This is the email address or addresses to which the automatic email warnings 

will be sent. 
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SNMP Trap 

 

On completion of the changes, please click the Submit button to save them. Remember to restart the 

device to activate all these changes. 

SNMP trap server IP: Use this field to show the IP address to use for receiving SNMP traps. 

Trap version (default=v1): Use this field to select the SNMP trap version. 

Trap community (default=public_admin): Use this field to designate the SNMP trap community. 
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13. Common Settings and Others 

In this chapter, we describe common functions on the NPort 6000 and other functions that are available to 

all user levels, except guests. The same configuration options are also available through the Telnet and 

serial console. 

Common Settings 

Ping 

 

You can ping an IP address from the NPort 6000 web console to test the Ethernet connection. Enter the IP 

address or domain name in the Destination field to make sure that the connection is OK.  

Change Password 

 

For all changes to the NPort 6000’s password protection settings, you will first need to enter the old 

password. If you are setting up password protection for the first time, the old password is the default 

password: moxa. To set up a new password or change the existing password, enter your desired password 

under both New password and Confirm password. You will need to save/restart the NPort device for the 

new password to take effect. 

 ATTENTION 

 If you forget the password, please contact the administrator(s) of the NPort 6000 to retrieve or reset your 

password. Or if you are the administrator, you will need to use the reset button on the NPort 6000’s casing 

to load the factory defaults. (Please refer to Chapter 11 for account management details.) 

 Before you set a password for the first time, export the configuration to a file when you have finished 

setting up your NPort 6000. Your configuration can then be easily imported back into the NPort 6000 if you 

need to reset the NPort 6000 because of a forgotten password or for other reasons. Please refer to 

Chapter 10 on Configuration Import/Export for more details. 
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Logout 

 

Go to the Logout page and then press the Logout button to end the session of current account. Note that 

any unsaved configuration changes will be discarded after logout. 
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5. Click Install to begin the installation. The setup window will report the progress of the installation. To 

change the installation settings, click Back and navigate to the previous screen. On Windows XP, the 

installer will display a message that the software has not passed Windows Logo testing. This is shown 

as follows: 

 

Click Continue Anyway to finish the installation. 

6. Click Finish to complete the installation of NPort Windows Driver Manager. 

 

Using NPort Windows Driver Manager 

Real COM Mode 

After you install NPort Windows Driver Manager, you can set up the NPort 6000’s serial ports as remote 

COM ports for your PC host. Make sure that the serial port(s) on your NPort 6000 are set to Real COM mode 

when mapping COM ports with the NPort Windows Driver Manager. 

1. Go to Start > NPort Windows Driver Manager > NPort Windows Driver Manager to start the 

COM mapping utility. 

2. Click the Add icon. 
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Command Line Installation/Removal 

For NPort Windows Driver Manager v1.19 and above, it comes with command line script tool – npcli.exe for 

installation, removal of the driver and capability of configuring NPort driver functions. 

After successfully installing NPort Windows Driver Manager v1.19 (or above), the default file path is 

C:\Program Files\NPortDrvManager as shown below. The main files that support the NPort command 

line tool are npcli.exe and GIdMap.dat. You may move these two files to your preferred location. 

 

Once NPort Windows Driver Manager v1.19 (or above) is installed, call out cmd screen on your computer. 

Change the directory to the drive that you placed in the above two files. 

 

Type npcli /? to get detailed information of what command lines are supported and the function 

descriptions. 

 

The usage instructions will show up for the user’s reference. 
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Port Sniffer Wizard 
Port sniffer is a utility that monitors and captures all serial ports activity on a system. It has advanced 

filtering and search capabilities that make it a powerful tool for exploring the way Windows works, seeing 

how applications use ports, or tracking down problems in system or application configurations. 

How to use Port sniffer 

Click Port Sniffer Wizard in the drop-down menu under Help. 

 

Task page 

Select the task you need, and click Next: 

• Capture serial data logs 

• Monitor runtime serial data (for developers) 

• Display existing settings 

• Delete existing settings 
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Delete existing settings 

Step 1: Select Delete existing settings. 

 

Step 2: Click Finish to delete existing settings. 

Device Search Utility (DSU) 

Installing Device Search Utility 

Double-click the Device Search Utility installer which you can download from the Moxa website and follow 

the installation steps to complete setup. 

Configuring by Device Search Utility (DSU) 

Search 

Before configuring the NPort, you will need to find it on the network first. The Broadcast Search function is 

used to locate all NPort 6000 servers that are connected to the same LAN as your computer. 

 

 
Quit DSU 

 
Broadcast search for devices 

 
Search device by specific IP 

 
Locate the device by beeping it 
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Search items: You may add or remove fields from the search result table to help with a better overview. 

Select the item in either pane and click the right or left arrow to switch side. Double arrows will move 

everything over. Items in the Selected Items pane will be shown on the table header row, and the up and 

down red arrows are to adjust the display sequence. 

Linux Real TTY Drivers 

Basic Procedures 

To map an NPort 6000 serial port to a Linux host’s tty port, follow these instructions: 

1. Set up the NPort 6000. After verifying that the IP configuration works and you can access the NPort 

6000 (by using ping, telnet, etc.), configure the desired serial port on the NPort 6000 to Real COM 

mode.  

2. Install the Linux Real tty driver files on the host 

3. Map the NPort serial port to the host’s tty port 

Hardware Setup 

Before proceeding with the software installation, make sure you have completed the hardware installation. 

Note that the default IP address for the NPort 6000 is 192.168.127.254. 

 NOTE 

 After installing the hardware, you must configure the operating mode of the serial port on your NPort 6000 

to Real COM mode. 
 

Installing Linux Real TTY Driver Files 

 NOTE 

 For the newest information, please refer to readme.txt on Linux Real TTY Friver 
 

1. Get the driver file from the Moxa website, at http://www.moxa.com. 

2. Log in to the console as a superuser (root). 

3. Execute cd / to go to the root directory. 

4. Copy the driver file npreal2xx.tgz to the / directory. 

5. Execute tar xvfz npreal2xx.tgz to extract all files into the system. 

6. Execute /tmp/moxa/mxinst. 

For RedHat AS/ES/WS and Fedora Core1, append an extra argument as follows: 

# /tmp/moxa/mxinst SP1 

The shell script will install the driver files automatically. 

7. After installing the driver, you will see several files in the /usr/lib/npreal2/driver folder: 

> mxaddsvr (Add Server, mapping tty port) 

> mxdelsvr (Delete Server, unmapping tty port) 

> mxloadsvr (Reload Server) 

> mxmknod (Create device node/tty port) 

> mxrmnod (Remove device node/tty port) 

> mxuninst (Remove tty port and driver files) 

At this point, you will be ready to map the NPort serial port to the system tty port.  

http://www.moxa.com/
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Mapping TTY Ports 

Make sure that you set the operation mode of the desired NPort 6000 serial port to Real COM mode. After 

logging in as a superuser, enter the directory /usr/lib/npreal2/driver and then execute mxaddsvr to 

map the target NPort serial port to the host tty ports. The syntax of mxaddsvr is as follows: 

mxaddsvr [NPort IP Address] [Total Ports] ([Data port] [Cmd port]) 

The mxaddsvr command performs the following actions: 

1. Modifies npreal2d.cf. 

2. Creates tty ports in directory /dev with major and minor number configured in npreal2d.cf. 

3. Restarts the driver. 

Mapping tty ports automatically 

To map tty ports automatically, you may execute mxaddsvr with just the IP address and number of ports, 

as in the following example: 

# cd /usr/lib/npreal2/driver 

# ./mxaddsvr 192.168.3.4 16 

In this example, 16 tty ports will be added, all with IP 192.168.3.4, with data ports from 950 to 965 and 

command ports from 966 to 981. 

Mapping tty ports manually 

To map tty ports manually, you may execute mxaddsvr and manually specify the data and command ports, 

as in the following example: 

# cd /usr/lib/npreal2/driver 

# ./mxaddsvr 192.168.3.4 16 4001 966 

In this example, 16 tty ports will be added, all with IP 192.168.3.4, with data ports from 4001 to 4016 and 

command ports from 966 to 981. 

Removing Mapped TTY Ports 

After logging in as root, enter the directory /usr/lib/npreal2/driver and then execute mxdelsvr to 

delete a server. The syntax of mxdelsvr is: 

mxdelsvr [IP Address] 

Example: 

# cd /usr/lib/npreal2/driver 

# ./mxdelsvr 192.168.3.4 

The following actions are performed when executing mxdelsvr: 

1. Change npreal2d.cf. 

2. Remove the relevant tty ports in directory /dev. 

3. Restart the driver. 

If the IP address is not provided in the command line, the program will list the installed servers and total 

ports on the screen. You will need to choose a server from the list for deletion. 
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Removing Linux Driver Files 

A utility is included that will remove all driver files, mapped tty ports, and unload the driver. To do this, you 

only need to enter the directory /usr/lib/npreal2/driver, then execute mxuninst to uninstall the driver. 

This program will perform the following actions: 

1. Unload the driver. 

2. Delete all files and directories in /usr/lib/npreal2 

3. Delete directory /usr/lib/npreal2 

4. Change the system initializing script file. 

macOS TTY Drivers 

Basic Procedures 

To map an NPort 6000 serial port to a Mac host’s tty port, follow these instructions: 

1. Set up the NPort 6000. Verify the IP configuration works by using ping, telnet, etc. 

2. Install the Mac driver files on the host.  

3. Search or manually input the IP address of the NPort to set up virtual COM port. 

Hardware Setup 

Before proceeding with the software installation, make sure you have completed the hardware installation. 

Please note the default IP address for the NPort 6000 is 192.168.127.254. 

Installing macOS TTY Driver Files 

 NOTE 

 For the newest information, please refer to readme.txt on Mac TTY Driver. Resources location of product 

information, release note, and readme file: /usr/local/share/NPortConnect 
 

1. Get the driver file from Moxa’s website, at http://www.moxa.com. You may find it in the Resource 

section under your product page. 

 

 

 

http://www.moxa.com/


















http://www.openssl.org/




http://www.raspberrypi.org/
https://github.com/notro/rpi-source/wiki
https://docs.yoctoproject.org/




















http://www.moxa.com/
https://developer.android.com/studio/index.html?hl=zh-tw#Requirements


















http://www.iana.org/assignments/port-numbers
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D. SNMP Agents with MIB II & RS-232 

Like Groups 

The NPort 6000 has built-in SNMP (Simple Network Management Protocol) agent software that supports 

SNMP Trap, RFC1317 and RS-232-like groups, and RFC 1213 MIB-II. The following table lists the standard 

MIB-II groups as well as the variable implementation for the NPort 6000. 

RFC1213 MIB-II Supported SNMP Variables 
System MIB Interfaces MIB IP MIB ICMP MIB 

sysDescr ifNumber ipForwarding icmpInMsgs 

sysObjectID ifIndex ipDefaultTTL icmpInErrors 

sysUpTime ifDescr ipInReceives icmpInDestUnreachs 

sysContact ifType ipInHdrErrors icmpInTimeExcds 

sysName ifMtu ipInAddrErrors icmpInParmProbs 

sysLocation ifSpeed ipForwDatagrams icmpInSrcQuenchs 

sysServices ifPhysAddress ipInUnknownProtos icmpInRedirects 

 ifAdminStatus ipInDiscards icmpInEchos 

 ifOperStatus ipInDelivers icmpInEchoReps 

 ifLastChange ipOutRequests icmpInTimestamps 

 ifInOctets ipOutDiscards icmpTimestampReps 

 ifInUcastPkts ipOutNoRoutes icmpInAddrMasks 

 ifInNUcastPkts ipReasmTimeout icmpInAddrMaskReps 

 ifInDiscards ipReasmReqds icmpOutMsgs 

 ifInErrors ipReasmOKs icmpOutErrors 

 ifInUnknownProtos ipReasmFails icmpOutDestUnreachs 

 ifOutOctets ipFragOKs icmpOutTimeExcds 

 ifOutUcastPkts ipFragFails icmpOutParmProbs 

 ifOutNUcastPkts ipFragCreates icmpOutSrcQuenchs 

 ifOutDiscards ipAdEntAddr icmpOutRedirects 

 ifOutErrors ipAdEntIfIndex icmpOutEchos 

 ifOutQLen ipAdEntNetMask icmpOutEchoReps 

 ifSpecific ipAdEntBcastAddr icmpOutTimestamps 

  ipAdEntReasmMaxSize icmpOutTimestampReps 

  ipRouteDest icmpOutAddrMasks 

  ipRouteIfIndex icmpOutAddrMaskReps 

  ipRouteMetric1  

  ipRouteMetric2  

  ipRouteMetric3  

  ipRouteMetric4  

  ipRouteNextHop  

  ipRouteType  

  ipRouteProto  

  ipRouteAge  

  ipRouteMask  

  ipRouteMetric5  

  ipRouteInfo  

  ipNetToMediaIfIndex  

  ipNetToMediaPhysAddress  

  ipNetToMediaNetAddress  

  ipNetToMediaType  

  ipRoutingDiscards  
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Address 

Translation MIB 
TCP MIB UDP MIB SNMP MIB 

atIfIndex tcpRtoAlgorithm udpInDatagrams snmpInPkts 

atPhysAddress tcpRtoMin udpNoPorts snmpOutPkts 

atNetAddress tcpRtoMax udpInErrors snmpInBadVersions 

 tcpMaxConn udpOutDatagrams snmpInBadCommunityNames 

 tcpActiveOpens udpLocalAddress snmpInBadCommunityUses 

 tcpPassiveOpens udpLocalPort snmpInASNParseErrs 

 tcpAttemptFails  snmpInTooBigs 

 tcpEstabResets  snmpInNoSuchNames 

 tcpCurrEstab  snmpInBadValues 

 tcpInSegs  snmpInReadOnlys 

 tcpOutSegs  snmpInGenErrs 

 tcpRetransSegs  snmpInTotalReqVars 

 tcpConnState  snmpInTotalSetVars 

 tcpConnLocalAddress  snmpInGetRequests 

 tcpConnLocalPort  snmpInGetNexts 

 tcpConnRemAddress  snmpInSetRequests 

 tcpConnRemPort  snmpInGetResponses 

 tcpInErrs  snmpInTraps 

 tcpOutRsts  snmpOutTooBigs 

   snmpOutNoSuchNames 

   snmpOutBadValues 

   snmpOutGenErrs 

   snmpOutGetRequests 

   snmpOutGetNexts 

   snmpOutSetRequests 

   snmpOutGetResponses 

   snmpOutTraps 

   snmpEnableAuthenTraps 

   snmpSilentDrops 

   snmpProxyDrops 

RFC1317 RS-232 Like Groups 
RS-232 MIB Async Port MIB 

rs232Number rs232AsyncPortIndex 

rs232PortIndex rs232AsyncPortBits 

rs232PortType rs232AsyncPortStopBits 

rs232PortInSigNumber rs232AsyncPortParity 

rs232PortOutSigNumber  

rs232PortInSpeed  

rs232PortOutSpeed  

 

Input Signal MIB Output Signal MIB 

rs232InSigPortIndex rs232OutSigPortIndex 

rs232InSigName rs232OutSigName 

rs232InSigState rs232OutSigState 
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Moxa-NP6000-MIB 
overview basicSetting networkSetting opModeSetting 

modelName serverName ipConfiguration portIndex 

serialNumber serverLocation sysIpAddress portApplication 

firmwareVersion timeZone netMask portMode 

macAddress localTime defaultGateway  

viewLanSpeed timeserver dnsServer1IpAddr  

viewLanModuleSpeed  dnsServer2IpAddr  

upTime  pppoeUserAccount  

moduleType  pppoePassword  

configCRC32  winsFunction  

  winsServer  

  lan1Speed  

  routingProtocol  

  gratuitousArp  

  gratuitousArpSendPerios  

 

deviceControl Mode socket Mode 

deviceControlTcpAliveCheck socketTcpAliveCheck 

deviceControlMaxConnection socketInactivityTime 

deviceControlIgnoreJammedIp socketMaxConnection 

deviceControlAllowDriverControl socketIgnoreJammedIp 

deviceControlSecure socketAllowDriverControl 

deviceControlLocalTcpPort socketSecure 

deviceControlConnectionDownRTS socketLocalTcpPort 

deviceControlConnectionDownDTR socketCmdPort 

 socketTcpServerConnectionDownRTS 

 socketTcpServerConnectionDownDTR 

 socketTcpClientDestinationAddress1 

 socketTcpClientDestinationPort1 

 socketTcpClientDestinationAddress2 

 socketTcpClientDestinationPort2 

 socketTcpClientDestinationAddress3 

 socketTcpClientDestinationPort3 

 socketTcpClientDestinationAddress4 

 socketTcpClientDestinationPort4 

 socketTcpClientDesignatedLocalPort1 

 socketTcpClientDesignatedLocalPort2 

 socketTcpClientDesignatedLocalPort3 

 socketTcpClientDesignatedLocalPort4 

 socketTcpClientConnectionControl 

 socketUdpDestinationAddress1Begin 

 socketUdpDestinationAddress1End 

 socketUdpDestinationPort1 

 socketUdpDestinationAddress2Begin 

 socketUdpDestinationAddress2End 

 socketUdpDestinationPort2 

 socketUdpDestinationAddress3Begin 

 socketUdpDestinationAddress3End 

 socketUdpDestinationPort3 

 socketUdpDestinationAddress4Begin 

 socketUdpDestinationAddress4End 

 socketUdpDestinationPort4 

 socketUdpLocalListenPort 
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E. RADIUS Server 

Managing diverse serial lines and modem pools for large numbers of users creates the need for significant 

administrative support. Since modem pools are links to the outside world, you must pay careful attention to 

security, authorization, and accounting. This can best be achieved by managing a single database of users 

allowing authentication (verifying usernames and passwords) as well as configuration of information that 

details the type of service to deliver to the user (e.g. SLIP, PPP, Telnet, and rlogin). The NPort 6000 

supports the RADIUS protocol, which requires only one database for remote user management. 

What is RADIUS? 

Definition 

Remote Authentication Dial-up User Service, or RADIUS, is the standard for centralizing the authentication, 

authorization, and accounting of remote access users.  

Here is a brief description of how RADIUS works: When a user dials in to a remote access device, that 

device communicates with the central RADIUS server to determine if the user is authorized to connect to 

the LAN. The RADIUS server performs the authentication and responds with the result—either accept or 

reject. If the user is accepted, the remote access server routes the user onto the network; if not, the server 

will terminate the user’s connection. The RADIUS server also provides accounting services if supported by 

the remote access server. 

With RADIUS, a network manager or ISP only needs to maintain a single, central database against which all 

remote user authentications take place. This greatly eases the management burden associated with 

administering many dial-in users. 

Client/Server Architecture 

RADIUS is a type of client-server software. Communication servers such as the NPort 6000 play an active 

role, whereas RADIUS servers are passive. 

When a remote host is connected to the NPort 6000, the host is prompted to enter a user ID and password. 

After receiving the user ID and password, the NPort 6000 sends the information to a defined RADIUS 

server. Up to this point, the remote user still cannot access the network. 

The RADIUS server compares the user ID and password with its internal database and responds through the 

network, either accepting or rejecting the connection attempt. 

If the NPort 6000 receives the “accept” message from the RADIUS server, the remote user is allowed to 

access the network. Otherwise, the NPort 6000 will either terminate the connection or attempt to connect 

again after a specified duration of time. 
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Setting up the NPort 6000 

Setting up the RADIUS Server IP Address 

 

RADIUS server: This is the IP address of the RADIUS server.  

RADIUS key: This is the password that is used to access the RADIUS server IUS server 

UDP port: This is the RADIUS server’s assigned UDP port. 

RADIUS accounting: This field enables or disables RADIUS accounting. 

Serial Port Configuration 

RADIUS is an effective authentication method for dial-up services. In addition to dial-up services (PPP, SLIP, 

and Dynamic), the NPort 6000 supports RADIUS settings for terminal applications and console management 

applications. You will see it as an option for Authentication type when configuring the port’s operation 

mode. Please refer to Chapter 8, Configuring Serial Port Operation Modes, for detailed information and 

configuration instructions. 

Setting up UNIX Hosts 
Moxa recommends the FreeRADIUS server for UNIX users. FreeRADIUS is the premiere open-source 

RADIUS server and is one of the top five RADIUS servers in use worldwide. It is effective for both embedded 

systems with small amounts of memory and for systems with millions of users. It is fast, flexible, and 

configurable, and it supports more authentication protocols than many commercial servers. 

The server is released under the GNU General Public License (GPL), so it is free to download and install. 

FreeRADIUS can be downloaded from the following website: 

http://www.freeradius.com/ 

 

  

http://www.freeradius.com/
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Setting up Windows NT Hosts 
1. Install Windows NT OPTION PACK 4.0 on the Windows NT server. 

2. Open Start > Programs > Windows NT 4.0 Option Pack > Microsoft Internet Information 

Server > Management Console Manger. 

 

3. Go to Console Root > Internet Information Server (in the left pane). Your computer's name should 

be visible. 

4. Find your computer’s name in the left panel and click on it, after which you will see RADIUS in the right 

information window. 
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Setting up Windows 2000 Hosts 
1. Open Start > Programs > Administrative Tools > Routing and Remote Access. 

2. Right click Server (Local) and select Configure and Enable Routing and Remote Access. Click 

Next to continue. 

3. Select Remote access server and click Next to continue. 

 

4. Select Set up an advanced remote access server and click Next to continue. 
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7. Select Yes, I want to use a RADIUS server and click Next. 

 

Setting up Windows 2003 Hosts 
Windows 2003 uses the IAS service instead of the RADIUS service. For this reason, you need to install the 

IAS service to use RADIUS with Windows 2003 (The IAS service will not be installed by default). 

1. Click Start > Add or Remove Programs > Add/Remove Windows Components. 

2. With Windows Components selected, choose Networking Services. 
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F. How to Become a Registered User of 

Moxa Website 

Why you should become a Moxa.com registered user, it benefits you to receive all updates of your 

purchased or interested products, including all software such as firmware, driver, etc, and all 

documentations, like datasheet, Quick Installation Guide (QIG). 

To become a registered user and receiving all updates, you need to do following: 

Register a Moxa account 

1. Go to Moxa.com and click 'Sign in' at the top-right corner. 

 

2. In the sign in page, click "Create your Moxa member account" at below. 

 

 

  

https://www.moxa.com/en/membership/registration
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