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1. Introduction

The NPort 6000 Series of secure serial device servers has many exceptional features. Over 20 models
comprise the NPort 6000 Series. The major differences between the models are the number of ports and the
type of network connection employed. All instructions and information presented for the NPort 6000 apply to
all models in the series. Any differences between models will be specified. Please refer to the Product
Selection Chart section in this chapter for details on differences between models in the series.

Overview

The NPort 6000 can connect any serial device to an Ethernet network and supports many different operation
modes. In particular, the NPort 6000 also supports Secure TCP Server, Secure TCP Client, Secure Pair-
Connection, and Secure Real COM modes for security-critical applications, such as banking, telecom, access
control, and remote site management. For firmware v1.14 and above, the NPort 6000 Series enhances its
features based on the industry standard IEC 62443: more secure protocols supported, authentication
control, more complex data encryptions, and so on.

The NPort 6000’s Any Baudrate feature, which is based on Moxa’s UART IC, allows the use of nonstandard
baudrates. For example, a baudrate of 500 kbps may be required for some special applications. Many device
servers can only be configured for a baudrate of 460.8 kbps, resulting in an error rate of 7.84%. For serial
communication, the acceptable margin of error is only 3%. The NPort 6000 allows you to configure the
baudrate more accurately, and it can be configured to transmit serial data at a rate of 491.5 kbps. This is
only a 1.7% margin of error, which is well within the acceptable margin for serial data.

For some applications, data must be delivered reliably even if communication is disrupted. The NPort 6000
provides a powerful function to ensure that data is buffered in case of a communication failure. When a
communication failure occurs, the data is stored in the NPort 6000. Upon resumption of communication, the
buffered data will be sent to the destination. The default size of the port buffer is 64 KB for each port. For
the NPort 6610, NPort 6250, NPort 6450, and NPort 6650, users may increase the buffer size by using an
external SD card.

Package Checklist

Each NPort 6000 serial device server is shipped in a separate box, which also includes several standard
accessories. In addition, several optional accessories can be ordered separately. When you receive your
shipment, please check the contents of the box carefully and notify your Moxa sales representative if any of
the items are missing or appear to be damaged.

NPort 6610/6650

Six models of the NPort 6610 and eleven models of the NPort 6650 are available:

Model Name Number of Serial Ports Power Requirements
NPort 6610-8 8

NPort 6610-16 16 RS-232 100 to 240 VAC, power cord
NPort 6610-32 32

NPort 6610-8-48V |8

+48 VDC (20 to 72 VDC, -20 to -72 VDC),

NPort 6610-16-48V |16 RS-232 .
terminal block

NPort 6610-32-48V |32

NPort 6650-8/

NPort 6650-8-T 8

NPort 6650-16/ 16 RS-232/422/485 100 to 240 VAC, power cord
NPort 6650-16-T

NPort 6650-32 32

NPort 6000 Series User Manual 7



Model Name Number of Serial Ports Power Requirements

NPort 6650-8-48V |8
+ - -

NPort 6650-16-48V |16 RS-232/422/485 | =48 VDC (20 to 72 VDC, -20 to -72 VDC),
terminal block

NPort 6650-32-48V |32
NPort 6650-8-HV-T |8

NPort 6650-16-HV-T |16 RS-232/422/485 |88 to 300 VDC terminal block
NPort 6650-32-HV-T |32

Standard Accessories for the NPort 6610 and NPort 6650

e 1 NPort 6600 device server

e CBL-RJ45M9-150: 8-pin RJ45 to DB9 male connection cable, 150 cm
e Power cord (AC models only)

e 2 rackmount ears

e Quick installation guide (printed)

e Warranty card

Cable Accessories for the NPort 6610 and NPort 6650 (can be purchased separately)
e CBL-RJ45M9-150 (8-pin RJ45-to-male DB9 cable; 150 cm)

e CBL-RJ45F9-150 (8-pin RJ45-to-female DB9 cable; 150 cm)

e CBL-RJ45M25-150 (8-pin RJ45-to-male DB25 cable; 150 cm)

e CBL-RJ45F25-150 (8-pin RJ45-to-female DB25 cable; 150 cm)

Extension Modules for the NPort 6450 and NPort 6600 (can be purchased separately)

¢ NM-TX01/NM-TX01-T: Network module with one 10/100BaseTX Ethernet port (RJ45 connector;
supports cascade redundancy)

e NM-TX02/NM-TX02-T: Network module with two 10/100BaseTX Ethernet ports (RJ45 connector;
supports cascade redundancy)

¢ NM-FX01-S-SC/NM-FX01-S-SC-T: Network module with one 100BaseFX single-mode fiber port (SC
connector; supports cascade redundancy)

e NM-FX02-S-SC/NM-FX02-S-SC-T: Network module with two 100BaseFX single-mode fiber ports (SC
connectors; supports cascade redundancy)

e NM-FX01-M-SC/NM-FX01-M-SC-T: Network module with one 100BaseFX multimode fiber port (SC
connector; supports cascade redundancy)

¢ NM-FX02-M-SC/NM-FX02-M-SC-T: Network module with two 100BaseFX multimode fiber ports (SC
connectors; supports cascade redundancy)

NPort 6150, NPort 6250, and NPort 6450

One model of the NPort 6150, three models of the NPort 6250, and one model of the NPort 6450 are

available:
Model Name Number of Serial Ports Power Requirements
NPort 6150/6150-T 1 100-240 VAC, adapter

NPort 6250/6250-T
NPort 6250-M-SC/6250-M-SC-T
NPort 6250-S-SC/6250-S-SC-T
NPort 6450/6450-T

100-240 VAC, adapter
100-240 VAC, adapter
100-240 VAC, adapter
100-240 VAC, adapter

AININN

Standard Accessories for the NPort 6150 and NPort 6250

e Quick installation guide (printed)

e Power adapter (standard temp. models only)

e Warranty card

e 2 attachable wall-mount ears

DIN-Rail Accessories for the NPort 6150, NPort 6250, and NPort 6450 (can be purchased
separately)

e DK-35A DIN-rail mounting kit (35 mm)

e  DIN-rail power supply

NPort 6000 Series User Manual 8



Product Features

All models in the NPort 6000 Series have the following features:

Secure data access modes, including Secure Real COM, Secure TCP Server, Secure TCP Client, and
Secure Pair Connection

Versatile socket-operating modes, including TCP Server, TCP Client, UDP, and Real COM driver
Port-buffering function to prevent loss of serial data when communication is disrupted
Enhanced remote configuration with HTTPS and SSH

Definable multi-user account management

High Secure Mode is supported to disable less secure protocols and cipher suites as well as enforce the
longest key length for data encryptions

Port speeds of up to 921.6 kbps
Redundant Ethernet Ring capability (STP, RSTP, Turbo Ring, and Turbo Ring 2)
Any baudrate feature for easy configuration for custom baudrates

Product Selection Chart

The following table shows the main differences between the NPort 6000 models:

_ . nfigurabl
. . Built-in Optional Configurable
Serial (Serial alarm LED
) network |network
ports |interface . and relay
interface |modules
output

RS-232, .
21?8{ . 1 RS-422, \1/2D(t:° 48 ?{”::;:;’m Ethernet |- - -
RS-485
RS-232
6250/ ! 12to 48  |Aluminum
2 RS-422, Ethernet - - yes
6250-T RS-485 VDC (1 mm)
6250-M-5¢/ RS-232, |15 t048  |Aluminum Multimode
6250-M-SC- |2 RS-422, VDC (1 mm) Fiber - - yes
T RS-485
6250-5-SC/ Ez:igi' 12t048  |Aluminum ;‘235' ) ) Jes
6250-S-SC-T RS-485 vDC (1 mm) Fiber
6450/ 4 Eg:igil 12 to 48 Aluminum Ethernet yes yes yes
6450-T RS-485 vDC (1 mm)
100-240 SECC sheet
6610-8 8 RS-232 VAC metal (1 mm) Ethernet yes yes yes
100-240 SECC sheet
6610-16 16 RS-232 VAC metal (1 mm) Ethernet yes yes yes
100-240 |SECC sheet
6610-32 32 RS-232 VAC metal (1 mm) Ethernet yes yes yes
6610-8-48V |8 RS-232  |xagvDc |oECCsheet oy ormet yes yes yes
metal (1 mm)
6610-16-48V|16 RS-232 |48 vDC |PECCSheet oy et lyes yes yes
metal (1 mm)
6610-32-48V/|32 RS-232  |tagvDc [PECCShel ey et yes yes yes
metal (1 mm)
6650-8/ 8 E::i;;: 100-240 SECC sheet Ethernet yes yes yes
6650-8-T RS-485 VAC metal (1 mm)
6650-16/ 16 E::izgl 100-240 SECC sheet Ethernet es es es
6650-16-T Resse  |VAC metal (1 mm) ¥ Y Y
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Configurable

Built-in Optional

Serial alarm LED
) network |network
interface ) and relay
interface [modules
output
RS-232,
6650-32 |32 RS-422, \1/22 240 ;ict; s(;'e:qtm) Ethernet  |yes yes yes
RS-485
RS-232,
6650-8-48V |8 RS-422, |+48 VDC ;Eei; ige;tm) Ethernet  |yes yes yes
RS-485
RS-232,
6650-16-48V|16 RS-422, |+48 VDC ;ii; s(ge;tm) Ethernet |yes yes yes
RS-485
RS-232,
6650-32-48V|32 RS-422, |+48 VDC ;Eect; ?rl‘e;tm) Ethernet |yes yes yes
RS-485
NPort 6650- | Eg:igi' 88-300  |SECCsheet | o0 | o Jes Jes
8-HV-T RS-485 VDC metal (1 mm)
NPort 6650- |, Eg:igi' 88-300  |SECCsheet | o000 | o yes yes
16-HV-T RS-485 VDC metal (1 mm)
NPort 6650- |, Ezjgé' 88-300  [SECCsheet .. . | o o
32-HV-T Ress  |vOC metal (1 mm) 4 Y Y
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2. Getting Started

This chapter covers the hardware installation of the NPort 6000. Software installation is covered in the next

chapter.

Panel Layout

NPort 6150/6250

NPort 6150
Rear View

Power Reset LAN

Jack l |

Top View

LED
- Indicators

L)
.

Front View

P1

NPort 6250
Rear View

Power Reset LAN

Jack
® * Ul

Top View

LED
Indicators

SD Slot

Front View

P1 P2
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NPort 6450

Rear View

DOUT Reset LAN Module

' J

- 1

I
RJ45

Optional
Top View Network Modules

RJ45 Ethernet

H

Fiber Ethernet

Fiber Ethernet

SD slot  Function Keys
LED Indicators

Front View

Pl P2 P3 P4

/  NOTE

The LCD panel is only available with standard temperature models.
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NPort 6610/6650

Rear Views

Metwork Module

AC Power
Serial Ports Console  LAN DOUT  Input

Top View

Standard Temperature Model Front Views

NPore 22

N ceee..

NP ™

B R0

i

LED Indicators SD Connector
{internal)

LCM Display

LED Indicators Push Buttons Reset Button

Wide Temperature Model Front Views

LED Indicators SD Connector
{internal )

LED Indicators Reset Button

/  NOTE

The LCD panel is only available with standard temperature models.
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Panel, DIN-rail, and Rack-mounting

Wall or Cabinet Mounting

The NPort 6150, 6250, and 6450 device servers have built-in “ears” for attaching the device
server to a wall or the inside of a cabinet. We suggest using two screws per ear to attach
the device servers to a wall or the inside of a cabinet. The heads of the screws should be
less than 6.0 mm in diameter, and the shafts should be less than 3.5 mm in diameter, as

shown in the figure at the right.

0RO

NPort 6150

—=

NPort ux
[T
Qi

Y —

MO

NPort 6250

™o
oc®0O
ec®O

6.0 mm

—
3.5 mm

NPort 6450

= P

m

NPort s0___
© [ |
B ¢

2RO

Qrem
Omasy
[ T™
O i

om
Om

(=1

m Qb

[ -

[« T
[«

Omtiem

DIN-rail Mounting

DIN-rail attachments can be purchased separately to attach the NPort 6150, 6250, and 6450 to a DIN-rail.
When snapping the attachments to the DIN-rail, make sure that the stiff metal springs are at the top.

NPort 6150 NPort 6250 NPort 6450

CO0T
~
I

ﬁg
0

—
—

I
Rack-mounting
Use four screws to attach the NPort 6610/6650 to a standard rack.
NPort 6610/6650
| -2 Neort 225 Ghsasacassaansas @
BACIR:  d EEE ), 33t s
@} 22332283332828358 | |®
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Connecting the Hardware

This section describes how to connect the NPort 6000 to serial devices for the first time.

Wiring Requirements

A

ATTENTION

Disconnect the power before installing and wiring
Disconnect the power cord before installing and/or wiring your NPort 6000.
Do not exceed the maximum current for the wiring

Determine the maximum possible current for each power wire and common wire. Observe all electrical
codes dictating the maximum current allowable for each wire size.

If the current exceeds the maximum rating, the wiring could overheat, causing serious damage to your
equipment.

Server may get hot; use caution when handling

Use caution when handling the NPort 6000 after it has been plugged in. The internal components generate
heat, and the casing may get too hot to touch.

You should also heed the following guidelines:

e Use separate paths to route wiring for power and devices. If power-wiring and device-wiring paths must
cross, make sure the wires are perpendicular at the intersection point.

NOTE

Do not run signal or communication wiring and power wiring in the same wire conduit. To avoid
interference, wires with different signal characteristics should be routed separately.

e The type of signal transmitted through a wire should determine which wires should be kept separate.
The rule of thumb is that wires sharing similar electrical characteristics may be bundled together.

e Keep input wiring and output wiring separately.
e Itis good practice to label the wiring to all devices in the system.

Connecting the NPort 6600 VDC’s Power

To connect the NPort 6600-32/16/8-48V’s power cord with its terminal block, follow the steps given below:

@ @ ® EB @ 1. Loosen the screws on the V+ and V- terminals of the NPort 6600 VDC's terminal
block.

2. Connect the power cord’s VDC wire to the terminal block’s V+ terminal and the
V+ V- @ power cord’s DC Power Ground wire to the terminal block’s V- terminal; then,
tighten the terminal block screws. (Note: The NPort 6600 VDC can still operate
even if the DC and DC Power Ground are reversed.)

If the power is properly supplied, the "Ready” LED will glow solid red until the system is ready, at which
time the “Ready” LED will change to green.

NOTE

You should use 8 kg-cm of screw torque and 22-14 AWG of suitable electric wire to connect the NPort
6600 VDC's power cord to its terminal block.
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Grounding the NPort 6600 VDC

Grounding and wire routing helps limit the effects of noise because of electromagnetic interference (EMI).
Run the ground connection from the ground screw to the grounding surface before connecting devices.

PlelRIpl® The Shielded Ground (sometimes called Protected Ground) contact is the second
contact from the right of the 5-pin power terminal block connector on the rear panel of
V+ V- @ the NPort 6600 VDC. Connect the SG wire to the earth ground.

/\  ATTENTION

This product is intended to be mounted to a well-grounded mounting surface such as a metal panel.

Connecting to the Network

Connect one end of the Ethernet cable to the NPort 6000’s 10/100M Ethernet port and the other end of the
cable to the Ethernet network. If you are using a fiber-port version of the NPort 6000, connect the fiber
cable from the Ethernet network to the NPort 6000’s fiber port.

If the cable is properly connected, the NPort 6000 will show a valid connection to the Ethernet as follows:

e The Ethernet LED glows solid green when connected to a 100 Mbps Ethernet network.
e The Ethernet LED glows solid orange when connected to a 10 Mbps Ethernet network.
e The Ethernet LED flashes when Ethernet packets are being transmitted or received.

Connecting to a Serial Device

Connect the serial data cable between the NPort 6000 and the serial device. Serial data cables are available
as optional accessories.

LED Indicators

The LED indicators on the front panel of the NPort 6000 are described in the following table.

LED Name _________|LED Color LED Function __ ___ _________ _______________|

PWR Red Power is being supplied to the power input.
Steady on: Power is on, and the NPort 6000 is booting up.
Red Blinking: An IP conflict occurs, or the DHCP or BOOTP server does not
respond properly.
Ready Steady on: Power is on, and the NPort 6000 is functioning normally.
Green Blinking: The device server has been located by the NPort Search
Utility.
Off Power is off, or there is a power error condition.
Orange The NPort 6000 is connected to a 10-Mbps Ethernet connection.
Link Green The NPort 6000 is connected to a 100-Mbps Ethernet connection.
Off The Ethernet cable is disconnected or has a short.
. Green Server-side software has opened the serial port.
P1to P16 in-use LED Off Server-side software did not open the serial port.
P1. P2, P3, P4 Orange The ser!al port fs recelvn’_\g_data.
(6150/6250/6450) Green The serlall porjt is transmlttlng data. . .
Off No data is being transmitted or received through the serial port.
P1 to P16 Tx Green The serial port is transmitting data.
(6610/6650) Off Data is not being transmitted through the serial port.
P1 to P16 Rx Orange The serial port is receiving data.
(6610/6650) Off No data is being received through the serial port.
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NPort 6450 (Revision before v1.7.1)

O

-

JP8, JP9 for Port 1

: &
1 [ S

0 |

oS

. JP10, JP11 for Port 2

" JP12, JP13 for Port 3
JP14, JP15 for Port 4

NPort 6450 DIP Switches (Revision v1.8.0 and after)

Il

| BEA

o

SwW 1 2 3

Pull High Pull Low Terminator
ON 1 Kn 1 Kn 120 n
OFF 150 Kn 150 Kn -

I
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NPort 6650 DIP Switches

o

O 0L

il

sSw 1 2 3

Pull High Pull Low Terminator
ON 1 Kn 1 Kn 120 n
OFF 150 Kn 150 Kn -
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/  NOTE

DISCLAIMER: Please note that the above information and guide (the “information”) are for your reference
only. We do not guarantee a cyberthreat-free environment. These guidelines are to increase the security
level to defend against cyberintrusions and do not guarantee that the above information will meet your
specific requirements. The above information is provided “as-is”, and we make no warranties, express,
implied or otherwise, regarding its accuracy, completeness, or performance.
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1. From the Windows desktop, select Start -> Run and type the following in the Run window:
telnet 192.168.127.254
If your IP address is different from the default setting, use your IP address instead. Click OK.

Run HE

=l Type the name of a pragram, folder, document, ar Internet
i regource, and Windows will open it for you,

Oper:  [telnet 192.166.127.254) |

aF | Cancel | Browse... ‘

2. The console terminal type selection is displayed as shown. Enter 1 for ansi/vt100 and press ENTER to
continue.

Telnet 192.168.127.254

MFort NP6R5GA-16
Conzole terminal type (1: ansisvtlBB, 2:- wth2)> :

3. You will be asked to enter the username and password to access the NPort 6000 device. If you're
accessing the NPort the first time, the default username is admin and the default password is moxa.
Press ENTER to proceed.

~

B Telnet192.168.34.159

Serial Ho: B5%78%

Console user name
Console password
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4. Press N or use the arrow keys to select Network and then press ENTER.

BN Telnet 192.168.34.159

Overview [LEIAMTIN] Port System Admin Log Common plld sale Restart Exit
Examinesmodify the ethernet LAM port settings
Enter: select ESC: previous menu

5. Press B or use the arrow keys to select Basic and then press ENTER.

@l Telnet 192.168.34.159 E=REENTSCT

NP6458_598%? 1.13.9

I] Advanced Ddns Route Quit
Examinesmodify hazic network settings
Enter: select ESC: previous menu

6. Use the arrow keys to move the cursor to IP address. Use the DELETE, BACKSPACE, or SPACE keys
to erase the current IP address; then, type in the new IP address and press ENTER. Note that if you are
using a dynamic IP configuration (BOOTP, SHCP, etc.), you will need to go to the IPv4 Configuration
Field (or IPv6 Configuration Field) and press ENTER to select the appropriate configuration.

B Telnet 102.168.34.159 | B et

NF6458_5989 1.13.9

mnduanced Ddns Route Quit
Examinesmodify basic network settings
EEC: back to menu Enter: select
IPu4 configuration
IPv4 address [122 .168.34.159
IPv4 netmaszk [255.255.8.8
IPu4 gateway
IPv4 DNE server 1
IPu4 DNS server 2
IPu4 PFPoE user account
IPvd PFFoE paszword
IPv4 WINS function
IPuv4 WINS server
IPvb configuration
IPub address
IPvh prefix
IPve gateway
IPv6 DNE server 1
IPuGt DNE server 2
Connection priority [IPub first CRFC J484>]
LAN speed [Auto 1
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7. Press ESC twice to return to the previous page. Press Y to confirm the modification

o8 Telnet 192.168.127.254

1.8 <Jun 28 2886 — 13:84:48>

fAdvanced Quit
Examine - modify hasic network settings

Enter: select ESC: previous menu

Warning
¥You have modified the configuration without saving.
Would you save it now 7

Press ESC to return to the previous page.

9. Press A or use the arrow keys to select Save and then press ENTER. Press ENTER again to confirm the
save command.
o Telnet 192.168.127.254 ) ] ] |
P665H—16 HP6658—16_1 1.8 <(Jun 28 2086 — 13:084:-48>
Querview Basic sork Port System Monitor [ELDEE] Restart Exit
Save current configuration to flash ROM
ESC: back to menu Enter: select
+ +|
iEnter to update,. other key to cancell
+
10. Press R or use the arrow keys to select Restart and then press ENTER.
PGESB 16 NP665A-16_1 a 28 2886 — 13:84:48>
00&1*01&!.-: Basic MNetwork Port System HDI‘IltDl“' sAve Exit
Restart the whole system or selected serial ports
Enter: zelect ESC: previous menu
11.

Press S or use the arrow keys to select System; then press ENTER to restart the NPort 6000

,1! Telnet 192.168.127.254

PG65H-16 HPoG5E-16 1 1.8
Port Quit

Restart the server

: o
CJun 28 2886 — 13:084:48>

bhack to menu Enter: select

Warning *

Restart system will disconnect all pnrt-—‘ and clear all status value
Enter: continue ESC: cancel
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If you are using the NPort 6610/6650, you may power it up at this point. If you are using the NPort
6150, 6250, or 6450, hold down the grave accent key (*) while powering it up, as shown below. Note

that the grave accent key (sometimes called backwards apostrophe) is NOT the apostrophe key—it is
the key usually found next to the number 1 key.

ada00800a088m|
3 8 7 0 = Backspace J|| |
: > - = T ; |

The NPort 6000 will then automatically switch from data mode to console mode.

If the NPort 6000 has been set up for password protection, you will be prompted to enter the password.

After you enter the password, or if password protection is not enabled, you will be prompted to select
the terminal mode. Press 1 for ansi/vt100 and then press ENTER.

JRI=TEY
MNEort NE&&ES0-1% -]

|= Console terminsl type (l1: ansi /wtl00, 2: wt5Z) : 1I

[orr

RTE

State:OPEM [B [mm (i (mw  Ter

L
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8. The main menu should come up. Once you are in the console, you may configure the IP address
through the Network menu item, just as with the Telnet console. Please refer to steps 4 to 11 in the
Telnet Console section to complete the initial IP configuration.

shwe PRestart Exit

State:OFEN [P [BS [ B IR ead)y

O K
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Real COM and Secure Real COM Modes

!.| COM3 = IP Port

TCP/IP
Ethernet

- . Driver Mode

RS-232/422/485

Device )

The NPort 6000 comes bundled with Real COM drivers for Windows systems and TTY drivers for Linux
systems. Real COM mode includes optional data encryption, using TLS.

In Real COM mode, the bundled drivers can establish a transparent connection between a host and a serial
device by mapping the serial port on the NPort 6000 to a local COM/TTY port on the host computer. Real
COM mode supports up to eight simultaneous connections that enable multiple hosts to simultaneously
collect data from the same serial device.

One of the major conveniences of using Real COM mode is that it allows you to use software that was
written for pure serial communication applications. The Real COM driver intercepts data sent to the host’s
COM port, packs it into a TCP/IP packet, then redirects it through the host’s Ethernet card. At the other end
of the connection, the NPort 6000 accepts the Ethernet frame, unpacks the TCP/IP packet, and then
transparently sends the data through the serial port to the attached serial device.

A

ATTENTION

Real COM mode allows several hosts to have access control over the same NPort 6000. The drivers that
come with your NPort 6000 control host access by checking the host’s IP address. Please refer to the
Accessible IP List section in Chapter 10, System Configuration Settings, for more details.

Reverse Real COM Mode

Real COM mode will not work when the NPort 6000 is using a private IP address, or if the NPort 6000 is in a
dynamic IP address environment. In either of these cases, the remote host/server cannot connect to the
NPort 6000.

Private IP address application

Private IP Remote Host/Server
NPort 6000 actively init the connection @
\ > <3
/" Public IP
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Dynamic IP address application

Dynamic IP Remote Host/Server

$ NPort 6000 actively init the cormection
"& | =

IP address Changed frequently

Reserve Real COM mode is an innovative operation mode developed by Moxa. It allows NPort 6000 terminal
servers to achieve the same effect as Real COM mode, but without needing to apply for a public IP address.
In other words, Reverse Real COM mode can be used even if the NPort is using a private IP address or is
being used in a dynamic IP address environment.

In Reserve Real COM mode, the NPort 6000 will actively start a connection to the remote host/server that is
listed in the destination IP field after it boots up.

RFC2217 Mode

RFC-2217 mode is similar to Real COM mode. That is, a driver is used to establish a transparent connection
between a host computer and a serial device by mapping the serial port on the NPort 6000 to a local COM
port on the host computer. RFC2217 defines general COM port control options based on the Telnet protocol.
Third- party drivers supporting RFC-2217 are widely available on the Internet and can implement Virtual
COM mapping to your NPort 6000 serial port(s).

Socket Applications

For socket applications, the NPort 6000 offers the following modes: TCP Server/Secure TCP Server, TCP
Client/ Secure TCP Client, and UDP.

TCP Server and Secure TCP Server Modes

- l TCP Server

@ Request a T

connection .
. RS-232/422/485
@ Proceed with i ]
data transmission Device )

In TCP Server mode, the serial port on the NPort 6000 is assigned a port number which must not conflict
with any other serial port on the NPort 6000. The host computer starts contact with the NPort 6000,
establishes the connection, and receives data from the serial device. This operation mode also supports up
to eight simultaneous connections, enabling multiple hosts to collect data from the same serial device at the
same time.

As illustrated in the figure, data transmission proceeds as follows:

1. The host requests a connection from the NPort 6000, which is configured for TCP Server mode.

2. Once the connection is established, data can be transmitted in both directions between the host and the
NPort 6000.

TCP Server mode supports optional data encryption using TLS.
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TCP Client and Secure TCP Client Modes

=

_#-

TCP/IP
\ Ethernet

@ Requesta ==
connection RS-232/422/485

@ Proceed with
data transmission

Device

In TCP Client mode, the NPort 6000 can actively establish a TCP connection to a predefined host computer
when serial data arrives. After the data has been transferred, the NPort 6000 can automatically disconnect

from the host computer by using the inactivity time settings.

As illustrated in the figure, data transmission proceeds as follows:

1. The NPort 6000, configured for TCP Client mode, requests a connection from the host.

2. Once the connection is established, data can be transmitted in both directions between the host and the

NPort 6000.

TCP Client mode includes optional data encryption using TLS.

UDP Mode

Directly proceed with
data transmission
(no connection required)

\ RS-232/422/485
( Device )

Compared to TCP communication, UDP is faster and more efficient. In UDP mode, you can unicast or multi-
unicast data from a serial device to one or multiple host computers; and the serial device can receive data
from one or multiple host computers. These traits make UDP mode especially suited for message display

applications.

NPort 6000 Series User Manual



Pair Connection and Secure Pair Connection
Modes

Device
RS-232/422/485

- NPort 6000 Series
“Slave”

TCP/IP
Ethernet

- NPort 6000 Series
“Master”

RS-232/422/485

In Pair Connection mode, two NPort 6000 servers work together to remove the 15-meter distance limitation
imposed by the RS-232 interface. One server is arbitrarily designated the master and the other as the
slave—it does not matter which is which if there is one of each. One server is connected from its RS-232

port to the COM port of a PC or another type of computer, such as a handheld PDA that has a serial port;
the other server is connected to the serial device through its RS-232 port.

The two servers are then connected to each other over the network.

Ethernet Modem Mode
(! D

@;’3” \ RS-232/422/485
-l
- . Ethernet Modem

TCP/IP
Ethernet

- . Ethernet Modem
\ RS-232/422/485
D + \
evice

Ethernet Modem mode is designed for use with legacy operating systems, such as MS-DOS, that do not
support TCP/IP Ethernet. By connecting the properly configured NPort 6000 serial port to the MS-DOS
computer’s serial port, it is possible to use legacy software to transmit data over the Ethernet if the
software is originally designed to transmit data over a modem.
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Terminal Applications

5 N

C | Unix ' | Windows NT
"—-.:_:’f = _‘ f S
: /|/ - TCPIIP

NPort 6000
Series

[ |

Termlnai Terminal Terminal

1
I
I
I
| Telnet/

I SSH

Terminal applications involve connecting terminals to UNIX or Windows servers over a network. A terminal
connects to the appropriately configured serial port the NPort 6000, and the NPort 6000 transmits
information to and from a UNIX or Windows server over the network through its Ethernet port. You may
need to check with your network administrator to determine the appropriate terminal mode. All terminal

modes support fast keys as used in many terminal applications.

Please refer to Chapter 8, Configuring Serial Port Operation Modes, for detailed information and

configuration instructions.

Terminal ASCII Mode

Terminal ASCII mode can handle up to 8 sessions per port with the ability to switch between sessions on
the same terminal. This mode is used for text-based terminals with no file-transfer capability or encryption.

Terminal BIN Mode

Terminal BIN mode allows one session per port and is used for terminal applications that include file-

transfer features.

SSH Mode

SSH mode allows one session per port and is used for secure terminal applications that abide by the SSH

protocol.
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Reverse Terminal Applications

Unix Windows NT

TCP/NIP

NPort 6000
T Scries

| | [rs232
|

Router Server Server

Reverse terminal applications are like terminal applications in that they involve using the NPort 6000 to
manage the connection between a terminal and a server. The difference is that with reverse terminal
applications, the terminal is connected through the network and the server is connected through the serial
port, rather than the other way around. In practice, a reverse terminal session typically involves a network
administrator telnetting to a device that has a dedicated serial console port used specifically for
configuration.

For example, many routers, switches, UPS units, and other devices (including the NPort 6000) have
Console/AUX or COM ports to which a terminal can be physically connected for console management. With
the NPort 6000, the device’s console port can be connected to a serial port on the NPort 6000, allowing a
network administrator to telnet to the device remotely through the network. Although modern network
equipment generally allows other options for remote configuration through the network, there are situations
in which it is necessary or desirable to configure a device by serial console (e.g., for security reasons, when
using older-generation equipment, or as a backup configuration method when the network is down).

NPort 6000 reverse terminal modes allow the use of the NPort 6000 User Table or a RADIUS server for
identity verification purposes. Please refer to the Misc. Network Settings section in Chapter 10, System
Configuration Settings, for instructions on setting up the NPort 6000 User Table.

Reverse Telnet

Reverse Telnet mode is widely used for device management in control rooms. The system waits for a host
on the network to start a connection. Since TCP Server mode does not assist with conversion of CR/LF
commands, reverse terminal applications that require this conversion should use Reverse Telnet mode.

Reverse SSH

The NPort 6000 also offers a Reverse SSH mode so you can use SSH utilities such as PuTTY to connect to
remote servers.
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Printer Modes

IBM
TCPI/IP

NPort 6000
Series

RS-232
f///; |:/‘ — r/" = _—

I|Iu g ]h - I|.._lg______- g L]

Printer Printer Printer Printer

The NPort 6000’s Printer mode provides an excellent solution for banking and stock exchange services with
huge printing demands. Printer modes involve a network printer that is connected to a serial port on the

NPort 6000, with a port number assigned to specify the printer’s location. Windows or UNIX hosts can
access the printer over the network in either RAW or LPD modes.

Please refer to Chapter 8, Configuring Serial Port Operation Modes, for detailed information and
configuration instructions.
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Dial In/Out Modes

Web Server E-mail Server

] 7S L7
;}1’7 - ::' I/
TCP/IP
NPort 6000
-T::I_ Savkes ~ Router
Modem- .~ F -
PPP SLIP PPP
Dialout Dialin Dialin
Internet
Modem " = —

e )

™

i

UNIX Server PC Notebook

The NPort 6000 provides dial-in/dial-out access for ISPs and enterprises that need a remote access solution.
When a user at a remote site uses a PPP dial-up connection to access the NPort 6000, the NPort 6000 plays
the role of a dial-up server, but also ensures that the user has legal access to the network by verifying the
user’s identity with the NPort 6000 User Table or a RADIUS server. Please refer to the Misc. Network
Settings section in Chapter 10, System Configuration Settings, for instructions on setting up the NPort
6000 User Table.

The NPort 6000 supports PPP, SLIP, and Terminal modes for dial-in/dial-out access. Regardless of which
operating system is used, you will always be able to use standard PPP dial-up to establish a connection. The
NPort 6000 can also act as a router to connect serial ports to a WAN connection. Routing protocols
(including static, RIP I, and RIP II) can be adjusted to route different WAN connections.

Please refer to Chapter 8, Configuring Serial Port Operation Modes for detailed information and
configuration instructions.

Disabled Mode

You can disable any port on the NPort 6000 by setting the operation mode to Disabled.
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2. Select the Privacy tab. There are six levels of privacy setting: Block All Cookies, High, Medium High,
Medium, Low, and Accept All Cookies. Users must select Medium High (as the image shows below) t
access the NPort 6000 web console.

Generall Secuity  Privacy |'E0ntent| Eonnectionsl Programsl Advancedl

— Settings
€ Move the slider to select a privacy setting for the Internet

=8 zone

Medium High

- Blocks third-party cookies that do not have a compact
privacy policy

- Blockz third-party cookies that uze personally identifiable
information without your explicit consent

- Blocks firgt-party cookies that usze perzonally identifiable
information without implicit congent

Sites... | Impart.... Advanced. . Drefault

— Pop-up Blocker
53 Prewvent most pop-up windows from appearing.

¥ Block pop-ups Sattings... |
0K I Cancel | Apply |

(o]

/\  ATTENTION

If you are not using Internet Explorer, cookies are usually enabled through a web browser setting such as
allow cookies that are stored on your computer or allow per-session cookies.

Trusted Site Settings

For Windows 2003 users, you may need to add the NPort 6000’s IP address to your browser’s list of trusted

sites.

1. If you see the following window while attempting to view the web console, click on Add... to modify the

list of trusted sites:

I internet Explorer ) |
|

° Content from the Web site listed below iz being

blacked by the Internet Explarer Enhanced
Secunty Configuration,

http://192.168.127. 254

[V ‘Cortinue to prompt when web site content is blocked

Learn mare about Internet E=plorer's E nhanced Security Configuiation...

IF pou trust this ‘wWeb site, you can lower security settings for fdd.
the site by adding it ta the Trusted sites zane. [f you knaw =
this ‘Wb site is on pour local intranet, review help for

instructions on adding the site to the local intranet zone

instead.

Important; adding this web site ta the Trusted sites zone will lower the security
settings for all content from this web site for all applications, including Internet
Exsplorer.
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You may also directly access the list of trusted sites through Internet Options in the Tools menu of

Internet Explorer. Select the Security tab, then click on the Trusted Sites icon and on the Sites...
button:

General Security | F'li\racyl Eontentl Eonnectionsl F'rogramsl Advancedl

Select a'web content zone to specily itz security zettings.

® € 0 O

Intemet Restricted
sites

Trusted sites

This zone cortain: Web sites that you By |
truzt not to damage your computer or —

data.

r~ Securty level for this zone

Custom
Custam settings.
- To change the settings, click Custom Level.
- To uze the recommended sethngs, click Default Level.

LCugtom Level... I Default Level I

ak. I Cancel | Lpply |

2. In either case, the window below should appear, showing the list of sites that you have configured

Internet Explorer to trust. Add the IP address of your NPort 6000 here (the factory default IP address is
192.168.127.254).

After adding the NPort 6000’s IP address as a trusted site, you should be able to view the web console
by entering the NPort 6000’s IP address in your browser’s address bar.
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Opening the Web Console

Open your web browser and enter 192.168.127.254 in the website address line. This is the default IP
address for the NPort 6000-if a new address has been assigned, enter the new address instead. Press
ENTER to load the page.

A

ATTENTION

The examples and figures in this chapter use the NPort 6000 factory default IP address of
192.168.127.254. If you have assigned a different IP address to your NPort 6000, be sure to adjust
accordingly when following these directions. Please refer to Chapter 4, Initial IP Address
Configuration, for details on how to configure the IP address.

For firmware version 1.21 and before:

The default login username is admin and the default password is moxa.

Web Console Login

Usermame : admin

Password :

Login

For firmware version 2.0 and after: Please set up the username and password for the first user, and the
admin user. Every time you reset the device to the default setting, you will need to set the username or
password before you log in to the device.

First boot

Username : |:

New Password : | (4-16 characters)
Confirm Password : | (4-16 characters)

Subrit |

ATTENTION

If you forget your password, the ONLY way to configure the NPort 6000 is by using the reset button to
reset all settings and load the factory defaults. If you have disabled the reset button in your NPort 6000
configuration, you may still use it to load the factory defaults within the first 60 seconds that the NPort
6000 is powered on.

Remember to back up your configuration by exporting it to a file. Your configuration can be easily restored
by importing the file to the NPort 6000. This will save time if you have forgotten the password and need to

reload the factory defaults.
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The NPort 6000’s web console will appear after logging in.

M OXA. WWW.MOoXa.com

=9 Main Menu .
. : Welcome to NPort 6000 Series
{0 Overview
B3 Metwork Configuration Model name NP6450
f:l Basic Network Settings Serial No. 120
; Firmware version 1.14 Build 16100316
{71 Advanced Metwork Settings
Ethernet IP address 192.168.35.105
-0 DpoNs fe80::cafe: 16/ :fe08:2116
“{1 Route Table Ethernet MAC address CA:FE:16:08:31:16
H{2] Serial Port Configuration Ethernet LAN speed 100M/Link
E{] System Configuration LAN medule speed - | —oe
®{] Administration Up time 0 days 04h:01m:20s
#{3 Log, Monitoring and Warning s 3 L
BEY C St Module AP version e
= LS Serial port 1 115200,Nene,3,1
{1 Change Password Serial port 2 115200,None, 8,1
-{10 Save Configuration Serial port 3 115200,None,8,1
#{Z3 Restart Serial port 4 115200,None,8,1
(1 Logout LCM Mot support

Web Console Navigation

On the NPort 6000 web console, the left panel is the navigation panel and contains an expandable menu
tree for navigating among the various settings and categories. When you click on a menu item in the
navigation panel, the main window will display the corresponding options for that item. Configuration
changes can then be made in the main window. For example, if you click on Network Configurations in
the navigation panel, the main window will show a page of network-related settings you can configure.

You must click on the Submit button to keep your configuration changes. The Submit button will be at the
bottom of every page that has configurable settings. If you navigate to another page without clicking the
Submit button, your settings will not be kept.

Changes will not take effect until they are saved and the NPort is restarted! You may complete this
in one step by clicking on the Save/Restart option after you submit a change. If you need to make several
changes before restarting, you may save your changes without restarting by selecting Save Configuration
in the navigation panel. If you restart the NPort 6000 without saving your configuration, the NPort 6000 will
discard all submitted changes.
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Network Configuration

Basic Network Settings

Network Settings - Basic

IPv4 Configuration

IPv4 configuration
IPv4 address |192.168.127.254
Netmask [255.255.255.0
Gateway |

IPv4 DNS server 1 |

IPv4 DNS server 2 |

PPPOE user account
PPPoE password (max: 15 characters)
WINS function @ Enable O Disable

WINS server | |

IPv6 Configuration

IPv6 configuration
IPv6 address

Prefix 64

IPv6 Gateway

IPV6 DNS server 1 | |

IPv6 DNS server 2 | |

Connection priority ® 1pv6 first (RFC 2484) O IPv4 first

Configuration

LANspeed
LLDP Setting

LLDP ® Enable O Disable
Message Transmit Interval (5 - 32768)

You can access Basic Network Settings by expanding the Network Configuration item in the navigation
panel. Basic Network Settings is where you assign the NPort 6000 IP address, netmask, Gateway, and other
IP parameters.

/  NOTE

You must assign a valid IP address to your NPort 6000 before it works in your network environment. Your
network system administrator should provide you with a unique IP address and related settings for your
network. First-time users can refer to Chapter 4, Initial IP Address Configuration, for more
information.

IPv4 Configuration (default=Static): You can choose from four possible IP configuration modes.

Option Description

Static User-defined IP address, netmask, gateway.

DHCP DHCP server-assigned IP address, netmask, gateway, DNS, and time server

DHCP/BOOTP DHCP server-assigned IP address, netmask, gateway, DNS, and time server, or
BOOTP server-assigned IP address (if the DHCP server does not respond)

BOOTP BOOTP server-assigned IP address

PPPoE PPP over Ethernet, remote ISP-assigned IP address

IPv4 Address (default=192.168.127.254): Enter the IP address that will be assigned to your NPort
6000. All ports on the NPort 6000 will share this IP address. An IP address is a number assigned to a
network device (such as a computer) as a permanent address on the network. Computers use the IP
address to identify and talk to each other over the network. Choose a proper IP address that is unique and
valid in your network environment.
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Pair Connection Master Mode

When using Pair Connection mode, Pair Connection Master mode must be selected as the operation mode
for one of the two serial ports involved, and Pair Connection Slave mode must be selected for the other
serial port. In effect, the serial port that is in Pair Connection Master mode will act as a TCP client, and the
one that is in Pair Connection Slave mode will act as a TCP server. In practice, it does not matter which port
is the master and which port is the slave.

23 Main Menu
it Operation Modes
verew
#{) Metwork Configuration Port 1
S+ Serial Port Configuration Application
=i Port 1 Mode
{2 Opacatitey Histon TCP alive check time
1 Communication Parameters .
Secure
(1 Data Buffering/Log
£ Mk Shnrings Destination address Part 4001
{ v Settings
3 Cipher Settin P1 P P3
() Cipher Settings. Apply the above settings to 5 < - "
0] Port 2 All ports
=] Port 3
T ey Submit
[ user Table

TCP alive check time (default=7 min): This field specifies how long the NPort 6000 will wait for a
response to keep-alive packets before closing the TCP connection. The NPort 6000 checks connection status
by sending periodic keep-alive packets. If the remote host does not respond to the packet within the time
specified in this field, the NPort 6000 will force the existing TCP connection to close. For socket and device
control modes, the NPort 6000 will listen for another TCP connection from another host after closing the
connection. If TCP alive check time is set to 0, the TCP connection will remain open even if there is no

response to the keep-alive packets.

Secure (default=Disable): If you select Enable, data sent through the Ethernet will be encrypted with

SSL.

/\  ATTENTION

When establishing a Pair Connection between two serial ports on two different NPort 6000 servers, make
sure that if one side is configured for data encryption, the other side is also set up for data encryption

(i.e., both are yes or both are no).

Destination IP address: The Pair Connection Master will contact the network host that has the specified IP
address. The port will default to 4001. Make sure the port numbers match on both the Pair Connection

Master and Slave.

Pair Connection Slave Mode

23 Main Menu

Fieiil Operation Modes
(] Metwork Configuration port 1
=14 Seral Port Configuration Application

B ot

Mode
0 Operation Modes TCP allve chack tine
] Communication Parameters
1 Data Buffering/Log
£ Modem Settings
L Cipher Settings

(] Port2

#{] Port 3

) Port 4

£ User Table

Secure

TCP port

Apply the above settings to

Submit

Pair Connection ¥

Pair Connectic
{0 - 99 min)
Enable '® Disable
4001
< p1 P2 3 P4

All ports

TCP alive check time (default=7 min): This field specifies how long the NPort 6000 will wait for a
response to keep-alive packets before closing the TCP connection. The NPort 6000 checks connection status
by sending periodic keep-alive packets. If the remote host does not respond to the packet within the time
specified in this field, the NPort 6000 will force the existing TCP connection to close. For socket and device
control modes, the NPort 6000 will listen for another TCP connection from another host after closing the
connection. If TCP alive check time is set to 0, the TCP connection will remain open even if there is no

response to the keep-alive packets.
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Secure (default=Disable): If you select Enable, data sent through the Ethernet will be encrypted with
SSL.

TCP port (default=4001): This is the TCP port number assignment for the serial port on the NPort 6000.
It is the port number that the serial port uses to listen to connections and that other devices must use to
contact the serial port. To avoid conflicts with well-known TCP ports, the default is set to 4001. Make sure
the port numbers match on both the Pair Connection Master and Slave.

Ethernet Modem Mode

£3 Main Menu
& o Operation Modes
arview
£ Wetwork Configuration Port 1
43 Serial Part Configuration Application Ethemnet Modem T
By p
i TCP alive check time 0 - 99 min)
] Operation Modes
; TCP port 2001
3 Communication Parameters
— R P P2 P P4
1 Data Buffering/Log Apply the above settings to t 2
1 Modem Sattings All ports
(2] Cipher Settings
 Port Please note that in Ethernet Modem mode, DTR, RTS, and DCD signals are disabled for ports that are using RS-422 or RS-485.
& ot 2
®{] Port 3
HC3 Portd Subait

The NPort 6000 accepts the AT command ATD IP address: TCP port (for example, IPv4 : ATD
192.127.168.1:4001 / IPv6 : ADT [fe80::290:e8ff:fe0d:b0fb]:65500 ) from the serial port and then
requests a TCP connection from the remote Ethernet Modem or PC. Here IP address is the IP address of the
remote Ethernet modem or PC, and TCP port is the TCP port number of the remote Ethernet modem or PC.
Once the remote unit accepts this TCP connection, the NPort 6000 will send out the CONNECT baud signal
via the serial port and then enter data mode.

TCP alive check time (default=7 min): This field specifies how long the NPort 6000 will wait for a
response to keep-alive packets before closing the TCP connection. The NPort 6000 checks connection status
by sending periodic keep-alive packets. If the remote host does not respond to the packet within the time
specified in this field, the NPort 6000 will force the existing TCP connection to close. For socket and device
control modes, the NPort 6000 will listen for another TCP connection from another host after closing the
connection. If TCP alive check time is set to 0, the TCP connection will remain open even if there is no
response to the keep-alive packets.

TCP port (default=4001): This is the TCP port number assignment for the serial port on the NPort 6000.
It is the port number that the serial port uses to listen to connections and that other devices must use to
contact the serial port. To avoid conflicts with well-known TCP ports, the default is set to 4001.

Dial-in

The NPort 6000 listens for a TCP/IP connection request from the remote Ethernet modem or host. The NPort
6000’s response depends on the ATSO value, as follows.

ATS0=0: The NPort 6000 will temporarily accept the TCP connection and then send the RING signal out
through the serial port. The serial controller must reply with ATA within 2.5 seconds to accept the
connection request, after which the NPort 6000 enters data mode. If no ATA command is received, the
NPort 6000 will disconnect after sending three RING signals.

ATSO® 1: The NPort 6000 will accept the TCP connection immediately and then send the CONNECT baud

command to the serial port, in which baud represents the baudrate of the NPort 6000's serial port. After
that, the NPort 6000 immediately enters data mode.

Dial-out

The NPort 6000 accepts the AT command “ATD IP:TCP port” from the serial port and then requests a TCP
connection from the remote Ethernet Modem or PC. Here IP is the IP address of the remote Ethernet
modem or PC, and TCP port is the TCP port number of the remote Ethernet modem or PC. Once the remote
unit accepts this TCP connection, the NPort 6000 will send out the CONNECT baud signal via the serial port
and then enter data mode.
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S Registers

No. Remarks
1 SO Ring to auto-answer (default=0)
2 S1 Ring counter (always=0) No action needed
3 S2 Escape code character (default=43 ASCII “+")
4 S3 Return character (default=13 ASCII)
5 S4 Line feed character (default=10 ASCII)
6 S5 Backspace character (default= 8 ASCII)
7 S6 Wait time for dial tone (always=2, unit=sec) No action needed
8 S7 Wait time for carrier (default=3, unit=sec)
9 S8 Pause time for dial delay (always=2, unit=sec) No action needed
10 S9 Carrier detect response time (always=6, unit 1/10 sec) No action needed
11 S10 Delay for hang up after carrier (always=14, unit 1/10 sec) No action needed
12 Si1 DTMF duration and spacing (always=100 ms) No action needed
Escape code guard time (default=50, unit 1/50 sec)
13 S12 . .
to control the idle time for “+++"

Terminal Applications

Terminal ASCII (TERM_ASC)

o Main Menu
& Overview

#13 Metwork Configuration
= Serial Port Configuration

24 Port 1

o) Operation Modes
o Communication Parameters
1 Data Buffering/Log

21 Modem Sattings

o Cipher 5
S Port 2
®L Port 3
"L ot 4

C User Table

attings

L Welcome Message

#13 System Configuration

*3 administration

*3 Log, Monitoring and Waming

*J Comman Settings
= Change Password
O3 Save Configuration

¥iZ1 Restart
= Logout

Operation Modes

Port 1

Application Terminal

Made Terminal (TERM_ASC) *
TCP alive check time 7 {0 - 99 min}

Inactivity time 0 (0 - 9 min}
Auto-link protocol None ~

primary host address

secondary host address

Telnet TCP port 23

Terminal

Terminal type ansi

Mas. sessions 4r

Change session ~T

Quit “E

Break

Interrupt

Authentication type None .
Try next type on authentication denied Emable - Disable
Automatic Login

Auto- login prompt ogin

Password prompt assword:

Login user name
Login password
L 2

Apply the above settings to P

Submit

Authentication type (default=None): This field allows you to configure the method used, if any, to verify
a user’s ID and authorization.

Option Description

Local

Verify the ID against the NPort 6000 User Table.

RADIUS

Verify the ID against the external RADIUS server.

RADIUS - Local

Radius authentication is tried first, switching to Local if unsuccessful.

Local - RADIUS

Authentication is performed locally first, switching to Radius if unsuccessful.

TACACS+

Verify the ID against the external TACACS+ server.

TACACS+ - Local

TACACS+ authentication is tried first, switching to Local if unsuccessful.

Local - TACACS+

Authentication is performed locally first, switching to Radius if unsuccessful.

None

Authentication is not required.

Try next type on authentication denied (default=Disable): The field enables or disables the system to
try next type on first authentication denied.
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Terminal BIN (TERM_BIN)
IR N s, e

O Main Menu

3 Overview

*(2 Metwark Configuration Port 1

i Serial Port Configuration
a Port 1

Operation Modes

Terminal
Terminal
{(+]

J Dperation Modes
o Communication Parameters
& Data Buffering/Log
o Modem Settings
o Cipher Settings
®N Port 2

Secondary host addre

0 Port 3
5 Port 4 h
L User Tabile Terminal

Telnet TCP port 23

i Welcome Message
System Configuration
ministration

Hone

ng pntication denied Enable * Disable

ogin
assword:

& Save Configuration
%3 Restart
& Logout

P
Al ports

Terminal Binary mode can transfer files with XMODEM or ZMODEM. You are only allowed to open one
terminal session at a time when in Terminal Binary mode.

TCP alive check time (default=7 min): This field specifies how long the NPort 6000 will wait for a
response to keep-alive packets before closing the TCP connection. The NPort 6000 checks connection status
by sending periodic keep-alive packets. If the remote host does not respond to the packet within the time
specified in this field, the NPort 6000 will force the existing TCP connection to close. For socket and device
control modes, the NPort 6000 will listen for another TCP connection from another host after closing the
connection. If TCP alive check time is set to 0, the TCP connection will remain open even if there is no
response to the keep-alive packets.

Inactivity time (default=0 min): This field specifies how long the NPort 6000 will wait for incoming and
outgoing data through the serial port before closing the TCP connection. The TCP connection is closed if
there is no incoming or outgoing data through the serial port for the specified Inactivity time. If this field
is set to 0, the TCP connection is kept active until a connection close request is received.

/\  ATTENTION

Inactivity time should at least be set larger than that of Force transmit time. To prevent the
unintended loss of data because of the session being disconnected, it is highly recommended that this
value is set large enough so that the intended data transfer is completed.

Auto-Link Protocol: If this field is set to None, the NPort 6000 will not connect to the host automatically.
If Auto-Link Protocol is set to Telnet or Rlogin, the NPort 6000 will connect to the host automatically using
the specified protocol.

Primary and Secondary host address: If specified, the fields designate permanent hosts to which the
terminal will always be connected.

Telnet TCP port (default=23): By default, the Telnet TCP port number is set to 23, which is the default
TCP port number for Telnet.

Terminal type (default=ansi): Some older terminal applications may require that the terminal type be
transmitted before the connection can be established. You may need to refer to the server’s documentation
to determine the appropriate terminal type. For most applications, this setting will be unnecessary and will
have no effect.

Quit (default=(~E) 0x05): This field configures the quick key used to disconnect the link between the
current terminal session and the remote host. It is not necessary for binary communication.
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Authentication type (default=None): This field allows you to configure the method used, if any, to verify
a user’s ID and authorization.

Option Description

Local Verify the ID against the NPort 6000 User Table.

RADIUS Verify the ID against the external RADIUS server.

RADIUS - Local Radius authentication is tried first, switching to ocal if unsuccessful.

Local - RADIUS Authentication is performed locally first, switching to Radius if unsuccessful.
TACACS+ Verify the ID against the external TACACS+ server.

TACACS+ - Local TACACS+ authentication is tried first, switching to Local if unsuccessful.
Local - TACACS+ Authentication is performed locally first, switching to Radius if unsuccessful.
None Authentication is not required.

Try next type on authentication denied (default=Disable): The field enables or disables the system to
try next type on first authentication denied.

Auto-login prompt (default=o0gin:)
Password prompt (default=assword:)
Login username: Enter the terminal login ID here.

Login password: Enter the password for the terminal login here.

SSH

24 Main Menu .

. G Operation Modes

= Owerview

#3 Network Configuration Port 1
3 Serial Port Configuration

% Port 1 :unlsuc ation Teu:. mnal
O Operation Modes i ) L55H R
&I Communication Parameters 1CF alive check time 7 (0~ 9% min)
& Data Buffering/iLog Inactivit o (0-9% min)
1) Madem Settings Primary address
< cipher Settings Secondary host address
#0 Port 2 SSH TCP port 22
#L4 Port 3 =
#C3 Port 4 Terminal
L0 User Table Quit E
C Welcoma Message Break
Y System Canfiguraticn Authentication type None -
G o
& Administration Try next type on authentication denied Enable + Disable
d Menitaring and Wamin g z
53 Log, Menitoring and Waming Automatic Login
43 Common Settings
23 Change Passward Login user name
2 Save Configuration Login password
" Restart . m P2 ] P4
Apply the above settings to
o Logout i - Al port
Submit

TCP alive check time (default=7 min): The TCP connection will be closed if there is no TCP activity for
the specified amount of time. If this is set to 0, the TCP connection will remain open even if the connection
remains idle. For socket and device control modes, the NPort 6000 will start listening for another TCP
connection from another host after the connection is closed for being idle.

Inactivity time (default=0 min): This field specifies how long the NPort 6000 will wait for incoming and
outgoing data through the serial port before closing the TCP connection. The TCP connection is closed if
there is no incoming or outgoing data through the serial port for the specified Inactivity time. If this field
is set to 0, the TCP connection is kept active until a connection close request is received.

/\  ATTENTION

Inactivity time should at least be set larger than that of Force transmit time. To prevent the
unintended loss of data because of the session being disconnected, it is highly recommended that this
value is set large enough so that the intended data transfer is completed.

Primary and Secondary host address: If specified, the fields designate permanent hosts to which the
terminal will always be connected.

SSH TCP port (default=22): By default, the SSH TCP port number is set to 22, which is the default SSH
port number.
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Quit (default=(~E) 0x05): This field configures the quick key used to disconnect the link between the
current terminal session and the remote host. For binary communication, it is unnecessary to define the quit
key.

Break: This field defines the Host key for sending the break signal. For binary communication, it is
unnecessary to define the break key.

Authentication type (default=None): This field allows you to configure the method used, if any, to verify
a user’s ID and authorization.

Option Description

Local Verify the ID against the NPort 6000 User Table.

RADIUS Verify the ID against the external RADIUS server.

RADIUS - Local Radius authentication is tried first, switching to Local if unsuccessful.

Local - RADIUS Authentication is performed locally first, switching to Radius if unsuccessful.
TACACS+ Verify the ID against the external TACACS+ server.

TACACS+ - Local TACACS+ authentication is tried first, switching to Local if unsuccessful.
Local - TACACS+ Authentication is performed locally first, switching to Radius if unsuccessful.
None Authentication is not required.

Try next type on authentication denied (default=Disable): The field enables or disables the system to
try next type on first authentication denied.

Login username: Enter the terminal login ID here.

Login password: Enter the password for the terminal login here.

Reverse Terminal Applications
Reverse Telnet Mode

o Main Menu

&1 Overview Operation Modes
(3 Network Configuration Port 1
.1:2;:11‘-‘;“ Configuration Aoplication e
=) Operakion Modes Wads Reverse Teinet *
S Communication Parameters TCF alive check time 7 (0 - %9 min)
2 Data Buffering/Log Inactivity time o {0 - 98 min)
O Modem Settings TCP port 4001
3 Cigher Settings T
HL0 Port 2 B
50 Part 3 Authentication type - ) Mone -
*0J Part 4 Fry next type on authentication denied _Enable © Disable
G User Table Map keys <CR-L CRALF*
o welcame Message Apily the above settings to i s L .
All ports

#J System Configuration

#1 Administration

#11 Log, Menitaring and Waming
(1 Commen Settings

Submit

TCP alive check time (default=7 min): This field specifies how long the NPort 6000 will wait for a
response to keep-alive packets before closing the TCP connection. The NPort 6000 checks connection status
by sending periodic keep-alive packets. If the remote host does not respond to the packet within the time
specified in this field, the NPort 6000 will force the existing TCP connection to close. For socket and device
control modes, the NPort 6000 will listen for another TCP connection from another host after closing the
connection. If TCP alive check time is set to 0, the TCP connection will remain open even if there is no
response to the keep-alive packets.

Inactivity time (default=0 min): This field specifies the idle time setting for auto-disconnection. A setting
of 0 min. will cause the port to remain connected even if idle.

TCP port (default=4001): This is the TCP port number assignment for the serial port on the NPort 6000.
It is the port number that the serial port uses to listen to connections and that other devices must use to
contact the serial port. To avoid conflicts with well-known TCP ports, the default is set to 4001.
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Authentication type (default=None): This field allows you to configure the method used, if any, to verify
a user’s ID and authorization.

Option Description

Local Verify the ID against the NPort 6000 User Table.

RADIUS Verify the ID against the external RADIUS server.

RADIUS - Local Radius authentication is tried first, switching to Local if unsuccessful.

Local - RADIUS Authentication is performed locally first, switching to Radius if unsuccessful.
TACACS+ Verify the ID against the external TACACS+ server.

TACACS+ - Local TACACS+ authentication is tried first, switching to Local if unsuccessful.
Local - TACACS+ Authentication is performed locally first, switching to Radius if unsuccessful.
None Authentication is not required.

Try next type on authentication denied (default=Disable): The field enables or disables the system to
try next type on first authentication denied.

Map keys <CR-LF> (default=CR-LF): This specifies how the ENTER key is mapped from the Ethernet
port through the serial port.

Option Description

carriage return + line feed (i.e., the cursor will jump to the next line, and return
<CR-LF> ) ]

to the first character of the line)
<CR> carriage return (i.e., the cursor will return to the first character of the line)
<LF> line feed (i.e., the cursor will jump to the next line, but not move horizontally)

Reverse SSH Mode

3 Main Meru B T
ar i
= Overview peration Modes

12 Metwark Configuration Port 1
Sarla - Rl
"‘:E';:LF;M Comied stz Application Reverse Terminal *
o3’ Operation Mades Mode . Raversa SSH |
2 Communication Parameters  TCP alive check time 7 {0 -99min)
2 Data Buffering/Log Inactivity time ] (0 - 9 min}
- Modem Settings TCR port 4001
= Cipher Settings Tl
"5 Port 2
HH Port 3 Authentication type _ None -
2 Port 4 Try next type on authentication denied Enable « Disabl
b i Tl Map keys <CR-LF> CRAF-
L3 Welcome Message Apply the above settings to vL P2 ] P4
A ports

3 System Configuration
#3 administration
#4 Log, Monitoring and Waming

& Submit
%1 Comman Settings

TCP alive check time (default=7 min): This field specifies how long the NPort 6000 will wait for a
response to keep-alive packets before closing the TCP connection. The NPort 6000 checks connection status
by sending periodic keep-alive packets. If the remote host does not respond to the packet within the time
specified in this field, the NPort 6000 will force the existing TCP connection to close. For socket and device
control modes, the NPort 6000 will listen for another TCP connection from another host after closing the
connection. If TCP alive check time is set to 0, the TCP connection will remain open even if there is no
response to the keep-alive packets.

Inactivity time (default=0 min): This field specifies the idle time setting for auto-disconnection. A setting
of 0 min. will cause the port to remain connected even if idle.

TCP port (default=4001): This is the TCP port number assignment for the serial port on the NPort 6000.
It is the port number that the serial port uses to listen to connections, and that other devices must use to
contact the serial port. To avoid conflicts with well-known TCP ports, the default is set to 4001.

Each NPort 6000’s serial ports are mapped to a TCP port. To avoid conflicts with other TCP ports, set port
numbers to 4001 for port 1, 4002 for port 2, etc.
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Authentication type (default=None): This field allows you to configure the method used, if any, to verify
a user’s ID and authorization.

Local Verify the ID against the NPort 6000 User Table.

RADIUS Verify the ID against the external RADIUS server.

RADIUS - Local Radius authentication is tried first, switching to Local if unsuccessful.

Local - RADIUS Authentication is performed locally first, switching to Radius if unsuccessful.
TACACS+ Verify the ID against the external TACACS+ server.

TACACS+ - Local TACACS+ authentication is tried first, switching to Local if unsuccessful.
Local - TACACS+ Authentication is performed locally first, switching to Radius if unsuccessful.
None Authentication is not required.

Try next type on authentication denied (default=Disable): The field enables or disables the system to
try next type on first authentication denied.

Map keys <CR-LF> (default=CR-LF): This specifies how the ENTER key is mapped from the Ethernet
port through the serial port.

Option Description

<CR-LF> carriage return + line feed (i.e., the cursor will jump to the next line, and return
to the first character of the line)

<CR> carriage return (i.e., the cursor will return to the first character of the line)

<LF> line feed (i.e., the cursor will jump to the next line, but not move horizontally)

Printer Applications

RAW PRN Mode

3 Main Menu

Ope
Sdgtnliial Operation Modes

2 Network Conflguration Port 1

2 Serial Port Configuration i "
o Pt 1 Application Brinter

8 Operation Mades i RAW_PRN®
O Communication Parameters: TGP alive check time 3l - 99 min)
O Data Buffering/Log Group Groupdl =

1 Modemn Settings TCP port pumber 2048

& Cipher Settings Kol i b P IE Pl P2 P2 2]
ol pply the above setting: Al ks
" Port 3
i3 Part 4 -
& User Table Submit

TCP alive check time (default=7 min): This field specifies how long the NPort 6000 will wait for a
response to keep-alive packets before closing the TCP connection. The NPort 6000 checks connection status
by sending periodic keep-alive packets. If the remote host does not respond to the packet within the time
specified in this field, the NPort 6000 will force the existing TCP connection to close. For socket and device
control modes, the NPort 6000 will listen for another TCP connection from another host after closing the

connection. If TCP alive check time is set to 0, the TCP connection will remain open even if there is no
response to the keep-alive packets.

Group (default=Group 01): This field groups printers attached to different ports. When printing requests
are sent to a group of printers, all printers in that group will share the printing load. For example, setting
the NPort 6000’s serial ports 1, 3, and 6 to Group 01 will allow the printers attached to these three ports to
act essentially as one printer.

TCP port number: This field is automatically filled in by the NPort 6000 and cannot be set by the user. The
host uses this value to determine the Group to which the printer attached to this serial port belongs. Groups
01 to 06 are mapped to ports 2048 to 2063, respectively.
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LPD PRN Mode

24 Main Menu

) Dviavid Oparation Modes
41 Netwark Canfiguration Porta
_ljn;::ll?]n(! S Application Printer
S Operation Modes Mode LPD_PRN -
2 Communication Parameters  TCF alive check time 7 {0 - 99 min)
- Data Buffering/Log Queus name { RAW)
2 Modem Settings Queue name (ASCIT)
o Cipher Settings Append form feed Enable # Disable
o :i: 3 Apply the above settings to zﬁ e P2 ] P4
0 Port 4
L0 User Table
L Welcome Message Sulbmit

+ Svstem Conflauration

TCP alive check time (default=7 min): This field specifies how long the NPort 6000 will wait for a
response to keep-alive packets before closing the TCP connection. The NPort 6000 checks connection status
by sending periodic keep-alive packets. If the remote host does not respond to the packet within the time
specified in this field, the NPort 6000 will force the existing TCP connection to close. For socket and device
control modes, the NPort 6000 will listen for another TCP connection from another host after closing the
connection. If TCP alive check time is set to 0, the TCP connection will remain open even if there is no
response to the keep-alive packets.

Queue name (RAW): This field optionally specifies the print queue’s name (in RAW mode)
Queue name (ASCII): This field optionally specifies the print queue’s name (in ASCII mode)

Append from feed (default=Disable): This field instructs the port to send a line feed in between print
jobs, rather than continue where the last print job left off. This may be necessary for some applications.

Dial In/Out Applications

PPP Mode

-1 Main Menu
Spsibse Operation Modes
*123 Metwork Configuration Port 1
4 Serial Port Configurati P ial i
je:; ]"" Kt AR Application Dial infout
Mode b

S Operakion Modes

O Communication Parameters on 1P address

© Data Buffering/Log Source IP address
0 Madem Settings 1P netmask
21 Cipher Settings Te ompression Enable = Disabile
#Lx Port 2 Inactivity time o {0 - 65535 ms)
=L Port 3 Link quality report Enable = Disabla
¥ Port 4 us e

0 User Tabde s d

Cr Welcome Message

#4 System Configuration ?' BAHEA 1 : . -lt:‘-e :
SE1 Adminkstration v next type on authentication denied Enable - Disable
#( Log, Manitaring and Warning Disconnect by th\-e . . .
E : 1 2 p3 4
#2 Commen Settin ¥ e
L Apply the above settings to ;i

L Change Password
= Save Conflguration

3 Mestart Sabmik
3 Logout

PPP provides standard PPP service for both dial-in and dial-out.

Destination IP address: This is the IP address of the remote dial-in/ dial-out server.

Source IP address: The Source IP address is the IP address assigned to this serial port.

IP netmask: The IP netmask defines the netmask, also known as the subnet mask, for the PPP connection.

TCP/IP compression (default=Disable): The setting of this field depends on whether the remote user’s
application requests compression.

Inactivity time (default=0 ms): This field specifies the idle time setting for auto-disconnection. A setting
of 0 ms will cause the port to remain connected even if idle.

Link quality report (default=Disable): Setting this field to Enable allows the NPort 6000 to disconnect a
connection if the link noise exceeds a certain threshold.

Username: This is the dial-out user ID account.

Password: This is the dial-out user password.
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Authentication type (default=None): This field allows you to configure the method used, if any, to verify
a user’s ID and authorization.

Option Description

Local Verify the ID against the NPort 6000 User Table.

RADIUS Verify the ID against the external RADIUS server.

RADIUS-Local Radius authentication is tried first, switching to Local if unsuccessful.
Local-RADIUS Authentication is performed locally first, switching to Radius if unsuccessful
TACACS+ Verify the ID against the external TACACS+ server.

TACACS+-Local TACACS+ authentication is tried first, switching to Local if unsuccessful.
Local-TACACS+ Authentication is performed locally first, switching to Radius if unsuccessful
None Authentication is not required.

Try next type on authentication denied (default=Disable): The field enables or disables the system to
try next type on first authentication denied.

Disconnect by (default=None): If this field is set as DCD-off, the connection will be disconnected when
the DCD signal is off. If this field is set as DSR-off, the connection will be disconnected when the DSR
signal is off.

PPPD Mode

S Main Menu
Operation Modes

2 Overview
1 Metwork Configuration Port 1
= P i
‘j?;lt ]crt Configuration Application Dial inJout
o Operation Mades 7 —
4 Communication Parameters Destination 1P address
2 Data Buffering/Log Source IP address
o Modem Sattings IP netmask
O Cipher Settings TCP/1P compression Enable = [isable
*( Port 2 Inactivity time o 0 - 63335 ms)
1 Port 3 Link quality report Enable * Disable
L Port 4 Username
& User Table
Password
S3 Welcome Message e i m
pnticatio e iL] ¥
*3 System Configuration et it deied c:_j__l —
42 Adminktration Try next type on authentication deniet nable * Disable
Disconnect by None  *

®23 Log, Mcnitorir-_u and Wamning : o & 5
%4 Commaon Settings Apply the above settings to - 2
& Change Password All ports
3 Save Configuration
13 Rastart
@ Logout

Submit

PPPD (PPP on demand) is used for dial-in services, since it provides PPP services only when receiving a
request from a remote PC.

Destination IP address: This is the IP address of the remote dial-in/ dial-out server.
Source IP address: The Source IP address is the IP address assigned to this serial port.
IP netmask: The IP netmask defines the netmask, also known as the subnet mask, for the PPP connection.

TCP/IP compression (default=Disable): The setting of this field depends on whether the remote user’s
application requests compression.

Inactivity time (default=0 ms): This field specifies the idle time setting for auto-disconnection. A setting
of 0 ms will cause the port to remain connected even if idle.

Link quality report (default=Disable): Setting this field to Enable allows the NPort 6000 to disconnect a
connection if the link noise exceeds a certain threshold.

Username: This is the dial-out user ID account.

Password: This is the dial-out user password.
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Authentication type (default=None): This field allows you to configure the method used, if any, to verify
a user’s ID and authorization.

Option Description

Local Verify the ID against the NPort 6000 User Table.

RADIUS Verify the ID against the external RADIUS server.

RADIUS-Local Radius authentication is tried first, switching to Local if unsuccessful.
Local-RADIUS Authentication is performed locally first, switching to Radius if unsuccessful
TACACS+ Verify the ID against the external TACACS+ server.

TACACS+-Local TACACS+ authentication is tried first, switching to Local if unsuccessful.
Local-TACACS+ Authentication is performed locally first, switching to Radius if unsuccessful
None Authentication is not required.

Try next type on authentication denied (default=Disable): The field enables or disables the system to
try next type on first authentication denied.

Disconnect by (default=None): If this field is set as DCD-off, the connection will be disconnected when
the DCD signal is off. If this field is set as DSR-off, the connection will be disconnected when the DSR
signal is off.

SLIP Mode

4 Main Menu

51 Ovarview Operation Modes
2 Metwark Configuration Port 1
B LR R0 Application Dial In/out
a Port 1
= Operation Modes Hml': 2 SLIP
23 Communication Parameters Destination 1P address
24 Data Buffering/Log Source [P address
21 Modem Settings 1P netmask
o Cipher Sattings TCP/IP compression Enable * Disable
"0 Port 2 Inactivity time o [0 - 65535 ms)
i s”:: Disconnect by None  *
" Por oY
C3 User Table Apply the above settings to - e L. Lo B4

S Welcome Message
#12 System Configuration
#4 Administration Submit
*J Loa. Monitoring and Warning

SLIP provides standard SLIP service for both dial-in and dial-out.
Destination IP address: This is the IP address of the remote dial-in/ dial-out server.
Source IP address: The Source IP address is the IP address assigned to this serial port.

IP netmask: The IP netmask defines the netmask, also known as the subnet mask, for the SLIP
connection.

TCP/IP compression (default=No): The setting of this field depends on whether the remote user’s
application requests compression.

Inactivity time (default=0 ms): This field specifies the idle time setting for auto-disconnection. A setting
of 0 ms will cause the port to remain connected even if idle.

Disconnect by (default=None): If this field is set as DCD-off, the connection will be disconnected when
the DCD signal is off. If this field is set as DSR-off, the connection will be disconnected when the DSR
signal is off.
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SLIPD Mode

= Main Menu

& Overview

*1J Network Configuration Port 1

=4 Serial Port Configuration
A Port 1

Operation Modes

Application Dial infout

2 Dperation Modes Pitel oo
o Communication Parameters  Destination IP address
O Data Buffering/Log Source IP address
o Modem Settings 1P netmask
o Clpher Settings TCP/IP compression Enable = Disable

*id Port 2 Inactivity ime 0 (0 - 65535 ms)

..j ;ﬁi Disconnect by Noae

L User Table Apply the above settings to fﬁ ports f2 ke s

& Welcome Message
#22 System Configuration
# Administration Submit
# Log. Monitoring and Warning

SLIPD (SLIP on demand) is used for dial-in services since it provides SLIP services only when receiving a
request from a remote PC.

Destination IP address: This is the IP address of the remote dial-in/ dial-out server.
Source IP address: The Source IP address is the IP address assigned to this serial port.
IP netmask: The IP netmask defines the netmask, also known as the subnet mask, for the SLIP connection.

TCP/IP compression (default=No): The setting of this field depends on whether the remote user’s
application requests compression.

Inactivity time (default=0 ms): This field specifies the idle time setting for auto-disconnection. A setting
of 0 ms will cause the port to remain connected even if idle.

Disconnect by (default=None): If this field is set as DCD-off, the connection will be disconnected when
the DCD signal is off. If this field is set as DSR-off, the connection will be disconnected when the DSR
signal is off.

Dynamic Mode

S Main Menu

Operation Modes
1 Overview i

1) Network Configuration Port 1
T -lje::rltf-;ort i Application Dial iny/out
& Operation Modes Moide Dynamic *
E Communication Parameters.  TERM_BIN mode ® Enable © Disable | Term parameters
O Data Buffering/Log PPPD mode #Enable © Disable | PFP parameters
O Modam Settings SLIPD mode ® Enable © Disable | SLIP parameters
U Cipher Settings Authentication type Nane .
v Port 2 Try next lype on authentication denied Enable - Dicable
T3 Port 3 " mn P2 P 4
b Part 4 Apply the above settings to A ports
) User Table

= Welcome Message
rfiguration Submit

Dynamic mode integrates PPPD, SLIPD, and Terminal dial-in services. Dynamic mode automatically detects
which remote connection mode is being used and provides corresponding services. You can individually
enable/disable PPP/SLIP/Terminal services by selecting Yes or No next to the corresponding option. Yes will
enable that type of service; No will disable it.

Authentication type (default=None): This field allows you to configure the method used, if any, to verify
a user’s ID and authorization.

Option Description

Local Verify the ID against the NPort 6000 User Table.

RADIUS Verify the ID against the external RADIUS server.

RADIUS-Local Radius authentication is tried first, switching to Local if unsuccessful.
Local-RADIUS Authentication is performed locally first, switching to Radius if unsuccessful
TACACS+ Verify the ID against the external TACACS+ server.

TACACS+-Local TACACS+ authentication is tried first, switching to Local if unsuccessful.
Local-TACACS+ Authentication is performed locally first, switching to Radius if unsuccessful
None Authentication is not required.

Try next type on authentication denied (default=Disable): The field enables or disables the system to
try the next type on first authentication denied.
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Disabled Mode

= Main Menu

Operation Modes

O Overview
0 Metwork Canfiguraticn Bosiid
+ 4 Serial Purt Configurati
el HomEakon Application Disable .
1 Dperation Modes Apply the above settings to s vt 2 - =
= Commsunication Parameters

< Data Buffering/Log
O Modam Settings

. Submit
o Cipher Settings

When the Application is set to Disable, the relevant port will be disabled.
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9. Additional Serial Port Settings

In this chapter, we describe additional serial port settings on the NPort 6000. The same configuration
options are also available through the Telnet and serial console.

Port Communication Parameters

—d Maln Menu
J Overview

Communication Parameters

® {1 Metwork Configuration Part 1
=3 serial Port Configuration
= Port 1
] Operation Modes

Port alias

Serial Parameters

L} Communication Baramaters Baud rate  [Hint] 115200 *
_1 Data Buffering/Log Daty bits av
1 Modem Settings Stap biks 1 ¥
L1 Cipher Settings Py None ¥
B} Port 2 Flow cantrol RTS/CTS
B2 Port 2 RYS o delay 0 {0 - 1000 ms)
] Port 4 RTS off delay 0 {0 - 1000 ms)
) user Table FIFD: § Encbic Disable
] Welcome Message Interface R5-232
SN Sysen el Apply the above settings to L P2 k3 P4
=1 administration All ports

# ] Log, Monitoring and Warning
#1 Common Settings

4 Submit
) Change Password

Port alias: This optional field allows you to assign an alias to a port for easier identification.

Serial Parameters

A

ATTENTION

The serial parameters for each serial port on the NPort 6000 should match the parameters used by the
connected serial device. You may need to refer to your serial device’s user’s manual to determine the
appropriate serial communication parameters.

Baudrate (default=115200 bps): This field configures the port’s baudrate. Select one of the standard
baudrates from the dropdown box or select Other and then type the desired baudrate in the input box.

ATTENTION

If the port requires a special baudrate that is not listed, such as 500000 bps, you can select the Other
option and enter the desired baudrate into the text box. The NPort 6000 will automatically calculate the
closest supported baudrate. The margin for error will be less than 1.7% for all baudrates under 921600
bps.

Data bits (default=8): This field configures the data bits parameter. Note: If data bits is set to 5 bits, stop
bits will automatically be set to 2 bits.

Stop bits (default=1): This field configures the stop bits parameter. Note: If data bits is set to 5 bits, stop
bits will automatically be set to 1.5 bits.

Parity (default=None): This field configures the parity parameter.
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Flow control (default=RTS/CTS): This field configures the flow control type, including RTS/CTS,
DTR/DSR, Xon/Xoff, RTS Toggle* and None.

*The RTS Toggle function is used for RS-232 mode only. This flow control mechanism is achieved by
toggling the RTS pin in the transmission direction. When activated, data will be sent after the RTS pin is
toggled ON for the specified time interval. After data transmission is finished, the RTS pin will toggle OFF for
the specified time interval. RTS Toggle is not supported under RFC2217 mode.

RTS

RTS Cn Delay RTS Off Delay

FIFO (default=Enable): This field enables or disables the 128-byte FIFO buffer. The NPort 6000 provides
FIFO buffers for each serial port, for both the Tx and Rx signals. Note, however, that you should disable the
port’s FIFO setting if the attached serial device does not have a FIFO buffer of its own. This is because a
serial device that does not have its own buffer may not be able to keep up with data sent from the NPort’s
FIFO buffer.

Interface (default=RS-232): You may configure the serial interface to RS-232, RS-422, RS-485 2-wire,
or RS-485 4-wire.

Port Data Buffering/Log

3 Main Menu o
@] Ovarview Data Buffering/Log

%{21 Metwark Configuration boriid

=3 Serlal Port Configuration

Port buffering Enable ™ Disable

=i Port 1 Port buffering lecation Mamory( B4K) 5D Card
—1 Operation Modes

Port bulfering SD file size 1 Mbytes]1-32768)
] Communication Parameters

Serial data logaing (64K) Ensble @ Disable
=] Data Buffering/Log
P1 P2 p3 pa
- Modem S‘_t‘“ngs Apply the above settings to
all ports
1 Cipher Settings P
Tl Port2 Submit
#{] Port 3

The NPort 6000 supports port buffering to prevent the loss of serial data when the Ethernet connection is
down. Port buffering can be used in Real COM mode, TCP Server mode, TCP Client mode, Pair Connection
mode, and Reverse Real COM mode. For other modes, the port-buffering settings will have no effect.

Port buffering enable (default=Disable): You may enable port buffering by setting this field to Enable.

Port buffering location (default=Memory(64K)): If port buffering is desired, use this setting to
configure whether the buffer is in the system memory or in an optional installed SD card. Install and use an
SD card if a buffer size greater than 64 KB is desired. Note that optional SD cards are not supported on the
NPort 6150.

Port buffering SD file size (default=1 Megabyte): Use this field to configure the size of the port buffer
if you have configured it to reside on an SD card. Note that optional SD cards are not supported on the
NPort 6150.

Serial data logging enable (default=Disable): If this field is set to Enable, the NPort 6000 will store
data logs on the system RAM for all serial ports. Note that this data is not saved when the NPort 6000 is
powered off. Each serial port is allotted 64 KB to store that port’s log file.
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Port Modem Settings

MOXA WWW.moxa.com

A Maln Menu ot i
Modem Settings

3 overview
#1 Metwork Configuration Port 1
=12y Serial Part Configuration Enable modam Enable  ® Disable
= Port 1 Initial string AT
] Operation Modes Dial up ATD

1 Communication Parameters
Phone number
=] Data Buffering/Log
-

i ‘P1 P2 P3 P4
b o Apply the above settings to -
'] Cipher Settings all ports.
] Port 2
B port 3 Submit

Modem settings are used for the Dial In/Out modes. These settings will have no effect on ports configured
for other modes.

Enable modem (default=Disable)

Initial string: Use this field to configure the initial string that the modem will use to establish the
connection. For example, AT&SO0=1 for auto-answer.

Dial up: Use this field to configure the modem’s Dial-up AT command string.

Phone number: Use this field to configure the nhumber that the user uses to dial out.

Port Cipher Settings

MOXA WWW.moxa.com

2 Main Meny Civher Satti
ipher Settings
1 overview y ud
(11 Metwork Configuration Port 1

=3 Serial Port Configuration Use up/down to sort the cipher list.

=3 Port 1 Secure Mode (SSL/TLS) Ciphers
=] Operation Modes ECDHE-ECDSA-AES256-GOM-SHAZEY -
i ECDHE-RSA-AES256-GCM-SHAIS4
Parametsr
NN oo Earam e ECDHE-ECDSA-AES128-GCM-SHA256
‘= Data Buffering/Log |ECDHE-RSA-AES128-GCM-SHA2S5E up
1 Modem settings ECOHE-ECDSA-AES256-SHAREA Dewn
3 E ECDHE-RSA-AES256-SHAZE4
' Cipher Settings |ECDHE-ECDSA-AES128-SHA2S6
#J port 2 |ECDHE-RSA-AES128-5HA256
Hid Part 3 S5H/Reverse SSH Ciphers
B Port 4 aesl28-cbe
) user Table 2dus-cbe
aes192-che
I welcome Message aes256-che _ up
®{] system Configuration twolish256-che Down
B Admini 2 twafish-che
i | ministration twaRishi28-che
# ] Log, Monitoring and Warning blowfish-che
410 Common Settings . dni o o -
(23 Change Passward Apply the above settings to
E All parts
] Save Configuration
®={] Restart Submit

Serial Port Settings > Port N > Cipher Settings

Used to choose cipher priority for SSL/TLS and SSH to build secure connections. The Secure Mode
(SSL/TLS) Ciphers are for when secure mode is selected. The SSH/Reverse SSH Ciphers are only for
SSH terminals and Reverse SSH terminals.

NPort 6000 Series User Manual 95



User Table

MOXA WWw.moxa.com

» Total Solution for Industrial Device

2 Main Menu
o o . User Table
i verview
E{] Metwork Configuration No. User Name Password Phone Number
-3 Serial Port Configuration 1 [ | r
: - |
3 | |
A |
{1 User Table 5 | |
- {1 Welcome Message 6 |
®(] System Configuration 7 [ 1T =l
EC] Administration 8 l | [
{1 Log, Monitoring and Warning 9 |
#{] Common Settings 2 |
{11 Change Password L |
11
Q) save Configuration : |
®{] Restart 1z | |
(3 Logout 13 | |
14 | i
15 | i
16 | [
17 | il r
18 | |

The NPort 6000 User Table may authenticate users for terminal or reverse terminal access and is useful if
you do not have an external RADIUS server for authentication. The NPort 6000 User Table stores up to 64
entries, with fields for username, password, and phone number, and welcome message

M OXA WWW.Moxa.com

P» Total Solution for Industrial Device Networking

=5 Main Menu
E:I Overview
IE!Cl Network Configuration Welcome Message
Sy Serial Port Configuration
- B3 Port1

B Port 2

B Port 3

¢ B Port4 Message

; {:l User Table

I i {1 Welcome Message

S-C] System Conflguration | e
B3 Administration

Ii!-D Log, Monitoring and Warning

Welcome Message

Enable welcome message () Enable @ Disable

| Submit |

You can enable and enter a welcome message to greet dial-in or terminal users. For ports configured for
other modes, the welcome message will not apply.
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10. System Configuration Settings

In this chapter, we describe additional system settings on the NPort 6000. The same configuration options
are also available through the Telnet and serial console.

Basic Settings

You may access Basic Settings in the navigation panel.

‘a Main Menu
Basic Settings

1 Overview
#{1 Network Configuration Server Settings
#{ serial Port Configuration Server name NPE5450_51

=i System Configuration Server location

) Basic Settings Time Settings

Accessible IP List

Time zone | (GMT)Greenwich Mean Time: Dublin, Edinburgh, Lisbon, Lenden |
Local time (24-hour) 1999 /(12 /|31 a |0 : (0 Modify

Host Table

Time server
Backup/Restore

3

=

—] Firmware Upgrade
a Daylight Saving Time Settings

Secure Connection Settings
#_1 Administration

# ] Log, Monitoring and Warning Start Date -~ - v . N v
H{] Common Settings End Date - > ~ o
] Change Password et 5] hourted
1 Save Configuration
#{] Restart
O Legout Submit

Server Settings

Server name: This is an optional free text field for your own use; it does not affect the operation of the
NPort 6000. It can help differentiate one NPort 6000 server from another.

Server location: This is an optional free text field for your own use; it does not affect the operation of the
NPort 6000. It is useful for assigning or describing the location of an NPort 6000. In a network environment
of multiple servers, this can be a valuable aid when performing maintenance.

Time Settings

The NPort 6000 has a built-in Real-Time Clock for time calibration functions. Functions such as Auto
Warning Email or SNMP Trap can add real-time information to messages.

Before making any adjustments to the time, first select the correct time zone and submit the change. The
console will display real time according to the time zone. To change the real-time clock, click on Modify
next to the Local time field. Once you submit the new time, the NPort 6000’s firmware will change the GMT
time according to your time zone and local time settings.

/\  ATTENTION

A risk of an explosion exists if the real-time clock battery is replaced with the wrong type!

The NPort 6000’s real time clock is powered by a lithium battery. We strongly recommend that you do not
attempt replacement of the lithium battery without help from a qualified Moxa support engineer. If you
need to change the battery, please contact the Moxa RMA service team.
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Accessible IP List

‘A Main Menu
§ Accessible IP List
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. Activate the accessible IP list (Operation modes are NOT allowed for the IPs NOT on the list)
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No. Active IP Address Netmask/ Prefix
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{3 Host Table
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1 Change Password
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®{] Restart

] Legout

m B W N o= O

16

Submit

The NPort 6000 uses an IP address-based filtering method to control access to its serial ports.

The Accessible IP list allows you restricted network access to the NPort 6000. When you enable the
Activate the accessible IP list, the device will restrict which IP address(es) can access the serial port
(establish a connection to the operation mode) of the device. When you also enable the Apply additional
restrictions, the device will restrict the IP address(es) to access the device by web console, DSU, SSH
console, and so on.

e Activate the Accessible IP list

Operation modes are not allowed for IPs NOT on the list. IPs that are not on the list will not be granted
when communicating with the NPort via operation mode.

o Apply additional restrictions

All device services are NOT allowed for IPs not on the list. Services will not be granted for IPs that are
not on the list. Please note that all IPs will still have access if the IP list is empty, even though the
function is enabled.

Access is controlled by IP address. When the accessible IP list is enabled, a host’s IP address must be listed
to have access to the NPort 6000. You may add a specific address or range of addresses by using a
combination of IP address and netmask, as follows:

To allow access to a specific IP address

Enter the IP address in the corresponding field; enter 255.255.255.255 for the netmask.

To allow access to hosts on a specific subnet

For both the IP address and netmask, use 0 for the last digit (e.g., 192.168.1.0 and 255.255.255.0).
To allow unrestricted access

Deselect the Enable the accessible IP list option.
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Auto Warning Settings

Event Log Settings

The NPort 6000 provides 1000 audit records, and the log capacity can be managed by using Event Log

settings.

Event Log Settings

Event Log Capacity

Current usage ratio of log capacity 1%

Event log capacity warning Enable % Disable
warning at 0 (%)
warning by Mail Trap
Event log oversize action Overwrite the oldest event log
| Submit |

On the Event Log Settings page, the Current usage ratio of log capacity can be viewed in percentage
for user’s reference. An email alert or SNMP Trap can alert users that the Event log capacity is reaching

the threshold (percentage of maximum audit record storage capacity) specified by the user.

The device supports the following Event log oversize actions in response to an audit processing failure:

1. Overwrite the oldest event log
2. Stop recording events

Event Settings

Event Settings

System Event

Cold start Mail Trap
Warm start Mail Trap
Network Event

Ethernet link down

Config Event

Console{web/text) login auth

il Mail Trap
IP changed Mail

Password changed Mail

| Submit |

Dout

On the Event Settings page, you may configure how administrators are notified of certain system, network,
and configuration events. Depending on the event, different options for automatic notification are available,

as shown above. Mail refers to emailing a specified address. Trap refers to sending an SNMP Trap.

On completion of the changes, please click the Submit button to save them. Remember to restart the

device to activate all these changes.
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Dout is only available on the NPort 6450 and 6650 and refers to changing the status of the relay output
(the DOUT socket at the back of the NPort 6000) and of the alarm LED.

Cold start: This refers to starting the system from a power off status, or after upgrading your firmware.
Warm start: This refers to restarting the NPort 6000 without turning the power off.

Network Event: These settings are only available on the NPort 6450 and 6650. Ethernet1l refers to the
built-in Ethernet port, and Ethernet2 and Ethernet3 refer to Ethernet ports that are added through
optional network modules. These settings configure the NPort to change the status of the relay output and
alarm LED if the specified connection goes down.

Console(web/text) login auth fail: This field refers to a failed attempt to log in to a password-protected
NPort 6000 console.

IP changed: With this option selected, the NPort 6000 will attempt to email warning before it reboots after
an IP address change. However, the NPort 6000 will reboot with the new IP address, regardless of whether
the email transmission is successful.

Password changed: With this option selected, the NPort 6000 will attempt to email warning before it
reboots with a new console password. If the NPort 6000 cannot send an email to the mail server within 15
seconds, it will still reboot without sending the email.

Serial Event Settings

Port Event Settings
Serial Port
Foocs DCD changed DSR changed
Port 1 : :

Mail Trap Dout Mail Trap Dout
Port 2 ’ :

Mail Trap Dout Mail Trap Dout
Port 3 ; :

Mail Trap Dout Mail Trap Dout
Port 4 , :

Mail Trap Dout Mail Trap Dout
All ports i :

Mail Trap Dout Mail Trap Dout

Submit |

On the Serial Event Settings page, you may configure how administrators are notified of each serial port’s
DCD and DSR changes. Mail refers to emailing a specified address. Trap refers to sending an SNMP Trap.
Dout is only available on the NPort 6450 and 6650 and refers to changing the status of the relay output (the
DOUT socket at the back of the NPort 6000) and of the alarm LED.

On completion of the changes, please click the Submit button to save them. Remember to restart the
device to activate all these changes.

DCD changed

A change in the DCD (Data Carrier Detect) signal shows that the modem connection status has changed. For
example, if the DCD signal changes to low, it shows that the connection line is down. When the DCD signal
changes to low, the NPort 6000 will automatically send a warning to the administrator as configured on the
Serial Event Settings page.

For the NPort 6450 and 6650, after the relay output status has been changed, administrators may reset its
status by selecting Acknowledge Event from the NPort 6000 console, or by correcting the DCD signal.
Please refer to the section on System Monitoring later in this chapter for more information.
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DSR changed

A change in the DSR (Data Set Ready) signal shows that the data communication equipment is powered off.
For example, if the DSR signal changes to low, it shows that the data communication equipment is powered
off. When the DSR signal changes to low, the NPort 6000 will automatically send a warning to the
administrator as configured on the Serial Event Settings page.

For the NPort 6450 and 6650, after the relay output status has been changed, administrators may reset its
status by selecting Acknowledge Event from the NPort 6000 console, or by correcting the DSR signal.
Please refer to the section on System Monitoring later in this chapter for more information.

/\  ATTENTION

SNMP shows a change in DCD or DSR signals but does not differentiate between the two. A change in
either signal from “-" to “+"” is showed by "“link up,”, and a change in either signal from “+" to "-" is
showed by "“link down.”

Email Alert

E-mail Alert

Mail Server Settings
Mail server (SMTP)
My server reguires authentication
User name

Password

From e-mail address
To e-mail address 1
To e-mail address 2
To e-mail address 3

To e-mail address 4

Submit

The Email Alert settings configure how email warnings are sent for system and serial port events. You may
configure up to four email addresses to receive automatic warnings.

On completion of the changes, please click the Submit button to save them. Remember to restart the
device to activate all these changes.

/\  ATTENTION

Consult your Network Administrator or ISP for the proper mail server settings. The Auto warning function
may not work properly if it is not configured correctly. The NPort 6000's SMTP AUTH supports LOGIN,
PLAIN, and CRAM-MD5 (RFC 2554).

Mail server: This field is for your mail server’'s domain name or IP address.

Username: This field is for your mail server’s username, if required.

Password: This field is for your mail server’s password, if required.

From email address: This is the email address from which automatic email warnings will be sent.

To email address 1 to 4: This is the email address or addresses to which the automatic email warnings
will be sent.
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SNMP Trap

SNMP Trap

SNMP Trap

SMNMP trap server IP or domain
name
Trap version ® oyl v2c

Trap community pubilic

On completion of the changes, please click the Submit button to save them. Remember to restart the
device to activate all these changes.

SNMP trap server IP: Use this field to show the IP address to use for receiving SNMP traps.
Trap version (default=v1): Use this field to select the SNMP trap version.

Trap community (default=public_admin): Use this field to designate the SNMP trap community.
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13. Common Settings and Others

In this chapter, we describe common functions on the NPort 6000 and other functions that are available to

all user levels, except guests. The same configuration options are also available through the Telnet and
serial console.

Common Settings

Ping

Ping Test

Ping Destination
Destination
Start

You can ping an IP address from the NPort 6000 web console to test the Ethernet connection. Enter the IP
address or domain name in the Destination field to make sure that the connection is OK.

Change Password

Change Password

Please change the default password in consideration of higher security level.
Password

0Old password

New password

Confirm password

Submit

For all changes to the NPort 6000’s password protection settings, you will first need to enter the old
password. If you are setting up password protection for the first time, the old password is the default
password: moxa. To set up a new password or change the existing password, enter your desired password

under both New password and Confirm password. You will need to save/restart the NPort device for the
new password to take effect.

/\ ATTENTION

If you forget the password, please contact the administrator(s) of the NPort 6000 to retrieve or reset your
password. Or if you are the administrator, you will need to use the reset button on the NPort 6000’s casing
to load the factory defaults. (Please refer to Chapter 11 for account management details.)

Before you set a password for the first time, export the configuration to a file when you have finished
setting up your NPort 6000. Your configuration can then be easily imported back into the NPort 6000 if you
need to reset the NPort 6000 because of a forgotten password or for other reasons. Please refer to
Chapter 10 on Configuration Import/Export for more details.

NPort 6000 Series User Manual 125






Logout

Logout System

I Warning !

Clicking Logout will exit the configuration page of NPort 6000 and terminate this session of current account.
NOTE: Unsaved configuration changes will be discarded.

| Logout |

Go to the Logout page and then press the Logout button to end the session of current account. Note that
any unsaved configuration changes will be discarded after logout.
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5. Click Install to begin the installation. The setup window will report the progress of the installation. To
change the installation settings, click Back and navigate to the previous screen. On Windows XP, the
installer will display a message that the software has not passed Windows Logo testing. This is shown
as follows:

Instg!ine

" Software Installation
1] E The software you are instaling has not passed Windows Logo
L testing to verify its compatibility with Windows XP. (Tell me why
this testing is important.
|i Continuing your installation of this software may impair i

or destabilize the comect operation of your system
either immediately or in the future. Microsoft strongly
recommends that you stop this installation now and
contact the software vendor for software that has
passed Windows Logo testing.

Continue Anyway | STOP Installation I

Click Continue Anyway to finish the installation.
6. Click Finish to complete the installation of NPort Windows Driver Manager.

iG]

Completing the NPort Windows
Driver Manager Setup Wizard

Setup has finished instaling NPort Windows Driver Manager on
your computer. The application may be launched by selecting
the installed icons.

Click Finish to exit Setup.

¥ Lsunch NPort Windows Dver Manager

Using NPort Windows Driver Manager

Real COM Mode

After you install NPort Windows Driver Manager, you can set up the NPort 6000’s serial ports as remote
COM ports for your PC host. Make sure that the serial port(s) on your NPort 6000 are set to Real COM mode
when mapping COM ports with the NPort Windows Driver Manager.

1. Go to Start > NPort Windows Driver Manager > NPort Windows Driver Manager to start the
COM mapping utility.

2. Click the Add icon.

% NPort Windows Driver Manager [;J[EJE|

File COM Mapping Configuration  Wiew Help

i i
Exit Add
| No | COMPot /| Address1 Address 2
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Command Line Installation/Removal

For NPort Windows Driver Manager v1.19 and above, it comes with command line script tool — npcli.exe for
installation, removal of the driver and capability of configuring NPort driver functions.

After successfully installing NPort Windows Driver Manager v1.19 (or above), the default file path is
C:\Program Files\NPortDrvManager as shown below. The main files that support the NPort command
line tool are npcli.exe and GIdMap.dat. You may move these two files to your preferred location.

—
\ T = T L

'F| LA Prog e DI vﬁ;y:*f‘r

| bt Ll = ALLE LI AN REVTYER TR R

Organize = j Open Burn Mew folder

Mame

driver
help
nportdll
_ | GldMap.dat
%) mxdet.dll

|%| mxDreHIp.dll

5| mxpnpupg
B npcli

ﬁ?: MNpcom
|| npcom.exe.manifest
=4 nptdre2

| Mptdre2

==

|%| nptdre2.sys
|| unins000.dat
i5! unins000

[ VERSION

Once NPort Windows Driver Manager v1.19 (or above) is installed, call out cmd screen on your computer.
Change the directory to the drive that you placed in the above two files.

ER C\Windows\system32\cmd.exe ID—“E'I-E_S-J

Microsoft '.-!inclus [Verzsion 6.1.76811
Copyright <c> 2ZUH? Microsoft Corporation. All rights reserved.

C:“Uzersstsrcd C:Program Files“NPortDruManager

Type npcli /? to get detailed information of what command lines are supported and the function
descriptions.

I N
BER C\Windows\system32\cmd.exe |':'—|Ellih]

Microsoft Windows [Uersion 6.1.76011]
Copyright <(c?> 2887 Microsoft Corporation. All rights reserved.

C:~Usersstscd C:~Program Files“MPortDruManager

C:“Program Files“NFortDrvManagerinpcli ~7

The usage instructions will show up for the user’s reference.
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Port Sniffer Wizard

Port sniffer is a utility that monitors and captures all serial ports activity on a system. It has advanced
filtering and search capabilities that make it a powerful tool for exploring the way Windows works, seeing
how applications use ports, or tracking down problems in system or application configurations.

How to use Port sniffer

Click Port Sniffer Wizard in the drop-down menu under Help.

& NPort Windows Driver Manager o O X
| Fie COM Mapping Confguiation ‘iew Help
I it .ﬂ R 9 Online Help b
Exit Add Port Sniffer Wizard
No | COM Portt About | Addvess 2 |
1 COM11 TIZCTEETZ7 254 950:966 (Portl)
2 CoM12 192168.127.254 951:967 [Port2)

| Total COM Port - 2

Task page

Select the task you need, and click Next:

e Capture serial data logs

e  Monitor runtime serial data (for developers)
e Display existing settings

¢ Delete existing settings

Moxa Port Sniffer X

Select your task

(®) Capture serial data logs

(") Monitor runtime serial data (for developers)

O Display existing settings

O Delete existing settings

Click Next, select COM ports to capture serial logs.

< Back Cancel

NPort 6000 Series User Manual 144





















Delete existing settings
Step 1: Select Delete existing settings.

Moxa Port Sniffer X

Select your task

() Capture serial data logs
(") Monitor runtime serial data (for developers)
O Display existing settings

@ Delete existing settings

Click Finish, delete all COM ports to capture or monitor.

< Back Cancel

Step 2: Click Finish to delete existing settings.

Device Search Utility (DSU)

Installing Device Search Utility

Double-click the Device Search Utility installer which you can download from the Moxa website and follow
the installation steps to complete setup.

Configuring by Device Search Utility (DSU)

Search

Before configuring the NPort, you will need to find it on the network first. The Broadcast Search function is
used to locate all NPort 6000 servers that are connected to the same LAN as your computer.

2|psu - O X
File Function View Help

i 2 a Y =

Esat Search  Search|P Locats Conzole
No [ Model [ LAN1 MAC Addiess | LANT IPAddvess | LANZMAC Addvess | LANZ [P Address | Status | Firmware Version

Xl Quit DSU

Exit
5 = Broadcast search for devices
Search

“ Search device by specific IP
Search IP Y SP

- Locate the device by beeping it
Locate Y ping
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Search items: You may add or remove fields from the search result table to help with a better overview.
Select the item in either pane and click the right or left arrow to switch side. Double arrows will move
everything over. Items in the Selected Items pane will be shown on the table header row, and the up and
down red arrows are to adjust the display sequence.

Linux Real TTY Drivers

Basic Procedures

To map an NPort 6000 serial port to a Linux host’s tty port, follow these instructions:

1. Set up the NPort 6000. After verifying that the IP configuration works and you can access the NPort
6000 (by using ping, telnet, etc.), configure the desired serial port on the NPort 6000 to Real COM
mode.

Install the Linux Real tty driver files on the host
Map the NPort serial port to the host’s tty port

Hardware Setup

Before proceeding with the software installation, make sure you have completed the hardware installation.
Note that the default IP address for the NPort 6000 is 192.168.127.254.

/  NOTE

After installing the hardware, you must configure the operating mode of the serial port on your NPort 6000
to Real COM mode.

Installing Linux Real TTY Driver Files

/  NOTE

For the newest information, please refer to readme.txt on Linux Real TTY Friver

Get the driver file from the Moxa website, at http://www.moxa.com.

Log in to the console as a superuser (root).

Execute cd / to go to the root directory.

Copy the driver file npreal2xx.tgz to the / directory.

Execute tar xvfz npreal2xx.tgz to extract all files into the system.

o U AW

Execute /tmp/moxa/mxinst.

For RedHat AS/ES/WS and Fedora Corel, append an extra argument as follows:

# /tmp/moxa/mxinst SP1

The shell script will install the driver files automatically.

7. After installing the driver, you will see several files in the /usr/lib/npreal2/driver folder:

> mxaddsvr (Add Server, mapping tty port)

> mxdelsvr (Delete Server, unmapping tty port)
> mxloadsvr (Reload Server)

> mxmknod (Create device node/tty port)

> mxrmnod (Remove device node/tty port)

> mxuninst (Remove tty port and driver files)

At this point, you will be ready to map the NPort serial port to the system tty port.
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Mapping TTY Ports

Make sure that you set the operation mode of the desired NPort 6000 serial port to Real COM mode. After
logging in as a superuser, enter the directory /usr/lib/npreal2/driver and then execute mxaddsvr to
map the target NPort serial port to the host tty ports. The syntax of mxaddsvr is as follows:

mxaddsvr [NPort IP Address] [Total Ports] ([Data port] [Cmd port])
The mxaddsvr command performs the following actions:

Modifies npreal2d.cf.
Creates tty ports in directory /dev with major and minor number configured in npreal2d.cf.
Restarts the driver.

Mapping tty ports automatically

To map tty ports automatically, you may execute mxaddsvr with just the IP address and number of ports,
as in the following example:

# cd /usr/lib/npreal2/driver
# ./mxaddsvr 192.168.3.4 16

In this example, 16 tty ports will be added, all with IP 192.168.3.4, with data ports from 950 to 965 and
command ports from 966 to 981.

Mapping tty ports manually

To map tty ports manually, you may execute mxaddsvr and manually specify the data and command ports,
as in the following example:

# cd /usr/lib/npreal2/driver
# ./mxaddsvr 192.168.3.4 16 4001 966

In this example, 16 tty ports will be added, all with IP 192.168.3.4, with data ports from 4001 to 4016 and
command ports from 966 to 981.

Removing Mapped TTY Ports

After logging in as root, enter the directory /usr/lib/npreal2/driver and then execute mxdelsvr to
delete a server. The syntax of mxdelsvr is:

mxdelsvr [IP Address]
Example:

# cd /usr/lib/npreal2/driver
# ./mxdelsvr 192.168.3.4

The following actions are performed when executing mxdelsvr:

1. Change npreal2d.cf.
2. Remove the relevant tty ports in directory /dev.
3. Restart the driver.

If the IP address is not provided in the command line, the program will list the installed servers and total
ports on the screen. You will need to choose a server from the list for deletion.
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Removing Linux Driver Files

A utility is included that will remove all driver files, mapped tty ports, and unload the driver. To do this, you
only need to enter the directory /usr/lib/npreal2/driver, then execute mxuninst to uninstall the driver.
This program will perform the following actions:

Unload the driver.

Delete all files and directories in /usr/lib/npreal2

Delete directory /usr/lib/npreal2

A W N -

Change the system initializing script file.

macOS TTY Drivers

Basic Procedures

To map an NPort 6000 serial port to a Mac host’s tty port, follow these instructions:

1. Set up the NPort 6000. Verify the IP configuration works by using ping, telnet, etc.
2. Install the Mac driver files on the host.
3. Search or manually input the IP address of the NPort to set up virtual COM port.

Hardware Setup

Before proceeding with the software installation, make sure you have completed the hardware installation.
Please note the default IP address for the NPort 6000 is 192.168.127.254.

Installing macOS TTY Driver Files

/  NOTE

For the newest information, please refer to readme.txt on Mac TTY Driver. Resources location of product
information, release note, and readme file: /usr/local/share/NPortConnect

1. Get the driver file from Moxa’s website, at http://www.moxa.com. You may find it in the Resource
section under your product page.
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D. SNMP Agents with MIB 1II & RS-232

Like Groups

The NPort 6000 has built-in SNMP (Simple Network Management Protocol) agent software that supports

SNMP Trap, RFC1317 and RS-232-like groups, and RFC 1213 MIB-II. The following table lists the standard
MIB-II groups as well as the variable implementation for the NPort 6000.

RFC1213 MIB-I1I Supported SNMP Variables

System MIB____|Interfaces MIB_____|IPMIB____________|ICMP MIB
sysDescr ifNumber ipForwarding icmpInMsgs
sysObjectID ifindex ipDefaultTTL icmpInErrors
sysUpTime ifDescr ipInReceives icmpInDestUnreachs
sysContact ifType ipInHdrErrors icmpInTimeExcds
sysName ifMtu ipInAddrErrors icmpInParmProbs
sysLocation ifSpeed ipForwDatagrams icmpInSrcQuenchs
sysServices ifPhysAddress ipInUnknownProtos icmpInRedirects
ifAdminStatus ipInDiscards icmpInEchos
ifOperStatus ipInDelivers icmpInEchoReps
ifLastChange ipOutRequests icmpInTimestamps
ifInOctets ipOutDiscards icmpTimestampReps
ifinUcastPkts ipOutNoRoutes icmpInAddrMasks
ifInNUcastPkts ipReasmTimeout icmpInAddrMaskReps
ifinDiscards ipReasmReqds icmpOutMsgs
ifInErrors ipReasmOKs icmpOutErrors
ifinUnknownProtos ipReasmFails icmpOutDestUnreachs
ifOutOctets ipFragOKs icmpOutTimeExcds
ifOutUcastPkts ipFragFails icmpOutParmProbs
ifOutNUcastPkts ipFragCreates icmpOutSrcQuenchs
ifOutDiscards ipAdEntAddr icmpOutRedirects
ifOutErrors ipAdEntIfIndex icmpOutEchos
ifOutQLen ipAdEntNetMask icmpOutEchoReps
ifSpecific ipAdEntBcastAddr icmpOutTimestamps
ipAdEntReasmMaxSize icmpOutTimestampReps
ipRouteDest icmpOutAddrMasks
ipRouteIfIndex icmpOutAddrMaskReps
ipRouteMetricl
ipRouteMetric2
ipRouteMetric3
ipRouteMetric4
ipRouteNextHop
ipRouteType
ipRouteProto
ipRouteAge
ipRouteMask
ipRouteMetric5
ipRoutelnfo

ipNetToMedialfIndex

ipNetToMediaPhysAddress

ipNetToMediaNetAddress

ipNetToMediaType

ipRoutingDiscards
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Address

Translation MIB TCP MIB UDP MIB SNMP MIB
atIfIndex tcpRtoAlgorithm udpInDatagrams snmplnPkts
atPhysAddress tcpRtoMin udpNoPorts snmpOutPkts
atNetAddress tcpRtoMax udpInErrors snmplInBadVersions
tcpMaxConn udpOutDatagrams snmpInBadCommunityNames
tcpActiveOpens udplLocalAddress snmpInBadCommunityUses
tcpPassiveOpens udpLocalPort snmpInASNParseErrs
tcpAttemptFails snmplInTooBigs
tcpEstabResets snmpInNoSuchNames
tcpCurrEstab snmplInBadValues
tcpInSegs snmplnReadOnlys
tcpOutSegs snmplInGenErrs
tcpRetransSegs snmplInTotalRegVars
tcpConnState snmplnTotalSetVars
tcpConnLocalAddress snmplnGetRequests
tcpConnlLocalPort snmplnGetNexts
tcpConnRemAddress snmpInSetRequests
tcpConnRemPort snmplInGetResponses
tcpInErrs snmplInTraps
tcpOutRsts snmpOutTooBigs
snmpOutNoSuchNames
snmpOutBadValues
snmpOutGenErrs
snmpOutGetRequests
snmpOutGetNexts
snmpOutSetRequests
snmpOutGetResponses
snmpOutTraps
snmpEnableAuthenTraps
snmpSilentDrops
snmpProxyDrops

RFC1317 RS-232 Like Groups

rs232Number rs232AsyncPortIndex
rs232PortIndex rs232AsyncPortBits
rs232PortType rs232AsyncPortStopBits
rs232PortInSigNumber rs232AsyncPortParity
rs232PortOutSigNumber

rs232PortInSpeed

rs232PortOutSpeed

rs232InSigPortIndex rs2320utSigPortIndex
rs232InSigName rs2320utSigName
rs232InSigState rs2320utSigState
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Moxa-NP6000-MIB

overview basicSetting __|networkSetting _______|opModeSetting
modelName serverName ipConfiguration portIndex
serialNumber serverLocation sysIpAddress portApplication
firmwareVersion timeZone netMask portMode
macAddress localTime defaultGateway
viewLanSpeed timeserver dnsServerlIpAddr
viewLanModuleSpeed dnsServer2IpAddr
upTime pppoeUserAccount
moduleType pppoePassword
configCRC32 winsFunction

winsServer

lan1Speed

routingProtocol

gratuitousArp

gratuitousArpSendPerios

deviceControlTcpAliveCheck

deviceControl Mode socket Mode

socketTcpAliveCheck

deviceControlMaxConnection

socketInactivityTime

deviceControllgnoreJammedIp

socketMaxConnection

deviceControlAllowDriverControl socketIgnoreJammedIp
deviceControlSecure socketAllowDriverControl
deviceControlLocalTcpPort socketSecure
deviceControlConnectionDownRTS socketLocalTcpPort
deviceControlConnectionDownDTR socketCmdPort

socketTcpServerConnectionDownRTS

socketTcpServerConnectionDownDTR

socketTcpClientDestinationAddress1

socketTcpClientDestinationPort1

socketTcpClientDestinationAddress2

socketTcpClientDestinationPort2

socketTcpClientDestinationAddress3

socketTcpClientDestinationPort3

socketTcpClientDestinationAddress4

socketTcpClientDestinationPort4

socketTcpClientDesignatedLocalPort1

socketTcpClientDesignatedLocalPort2

socketTcpClientDesignatedLocalPort3

socketTcpClientDesignatedLocalPort4

socketTcpClientConnectionControl

socketUdpDestinationAddress1Begin

socketUdpDestinationAddress1End

socketUdpDestinationPort1

socketUdpDestinationAddress2Begin

socketUdpDestinationAddress2End

socketUdpDestinationPort2

socketUdpDestinationAddress3Begin

socketUdpDestinationAddress3End

socketUdpDestinationPort3

socketUdpDestinationAddress4Begin

socketUdpDestinationAddress4End

socketUdpDestinationPort4

socketUdpLocalListenPort
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E. RADIUS Server

Managing diverse serial lines and modem pools for large numbers of users creates the need for significant
administrative support. Since modem pools are links to the outside world, you must pay careful attention to
security, authorization, and accounting. This can best be achieved by managing a single database of users
allowing authentication (verifying usernames and passwords) as well as configuration of information that
details the type of service to deliver to the user (e.g. SLIP, PPP, Telnet, and rlogin). The NPort 6000
supports the RADIUS protocol, which requires only one database for remote user management.

What is RADIUS?

Definition

Remote Authentication Dial-up User Service, or RADIUS, is the standard for centralizing the authentication,
authorization, and accounting of remote access users.

Here is a brief description of how RADIUS works: When a user dials in to a remote access device, that
device communicates with the central RADIUS server to determine if the user is authorized to connect to
the LAN. The RADIUS server performs the authentication and responds with the result—either accept or
reject. If the user is accepted, the remote access server routes the user onto the network; if not, the server
will terminate the user’s connection. The RADIUS server also provides accounting services if supported by
the remote access server.

With RADIUS, a network manager or ISP only needs to maintain a single, central database against which all
remote user authentications take place. This greatly eases the management burden associated with
administering many dial-in users.

Client/Server Architecture

RADIUS is a type of client-server software. Communication servers such as the NPort 6000 play an active
role, whereas RADIUS servers are passive.

When a remote host is connected to the NPort 6000, the host is prompted to enter a user ID and password.

After receiving the user ID and password, the NPort 6000 sends the information to a defined RADIUS
server. Up to this point, the remote user still cannot access the network.

The RADIUS server compares the user ID and password with its internal database and responds through the
network, either accepting or rejecting the connection attempt.

If the NPort 6000 receives the “accept” message from the RADIUS server, the remote user is allowed to
access the network. Otherwise, the NPort 6000 will either terminate the connection or attempt to connect
again after a specified duration of time.
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Setting up the NPort 6000

Setting up the RADIUS Server IP Address

RADIUS server: This is the IP address of the RADIUS server.

RADIUS key: This is the password that is used to access the RADIUS server IUS server
UDP port: This is the RADIUS server’s assigned UDP port.

RADIUS accounting: This field enables or disables RADIUS accounting.

Serial Port Configuration

RADIUS is an effective authentication method for dial-up services. In addition to dial-up services (PPP, SLIP,
and Dynamic), the NPort 6000 supports RADIUS settings for terminal applications and console management
applications. You will see it as an option for Authentication type when configuring the port’s operation
mode. Please refer to Chapter 8, Configuring Serial Port Operation Modes, for detailed information and
configuration instructions.

Setting up UNIX Hosts

Moxa recommends the FreeRADIUS server for UNIX users. FreeRADIUS is the premiere open-source
RADIUS server and is one of the top five RADIUS servers in use worldwide. It is effective for both embedded
systems with small amounts of memory and for systems with millions of users. It is fast, flexible, and
configurable, and it supports more authentication protocols than many commercial servers.

The server is released under the GNU General Public License (GPL), so it is free to download and install.
FreeRADIUS can be downloaded from the following website:

http://www.freeradius.com/
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Setting up Windows NT Hosts

1. Install Windows NT OPTION PACK 4.0 on the Windows NT server.

2. Open Start > Programs > Windows NT 4.0 Option Pack > Microsoft Internet Information
Server > Management Console Manger.
3. Go to Console Root > Internet Information Server (in the left pane). Your computer's name should
be visible.
4,

Find your computer’s name in the left panel and click on it, after which you will see RADIUS in the right
information window.
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Setting up Windows 2000 Hosts

Open Start > Programs > Administrative Tools > Routing and Remote Access.

Right click Server (Local) and select Configure and Enable Routing and Remote Access. Click
Next to continue.

3. Select Remote access server and click Next to continue.

4. Select Set up an advanced remote access server and click Next to continue.
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7. Select Yes, I want to use a RADIUS server and click Next.

Setting up Windows 2003 Hosts

Windows 2003 uses the IAS service instead of the RADIUS service. For this reason, you need to install the
IAS service to use RADIUS with Windows 2003 (The IAS service will not be installed by default).

1. Click Start > Add or Remove Programs > Add/Remove Windows Components.
2. With Windows Components selected, choose Networking Services.
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F. How to Become a Registered User of
Moxa Website

Why you should become a Moxa.com registered user, it benefits you to receive all updates of your
purchased or interested products, including all software such as firmware, driver, etc, and all
documentations, like datasheet, Quick Installation Guide (QIG).

To become a registered user and receiving all updates, you need to do following:

Register a Moxa account
1. Go to Moxa.com and click 'Sign in" at the top-right corner.

2. In the sign in page, click "Create your Moxa member account" at below.
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